
  

 



  

 

Abstract 

 
The Florida Office of Financial Regulation [OFR] licenses, regulates and 

conducts compliance examinations of financial services companies including mortgage 

brokers and lenders, money service businesses, consumer finance companies, securities 

broker-dealers, and state chartered financial institutions. Within the OFR, the Bureau of 

Financial Investigations [BFI] is the criminal justice agency responsible for conducting 

economic crime investigations into allegations of fraudulent and unlicensed activity. 

The BFI currently lacks clear objective criteria for prioritizing the use of limited 

investigative resources. At a time of state budget cuts, the BFI needs to analyze its 

workload and enhance its ability to focus resources on those cases where the potential 

financial harm to Florida’s citizens is greatest. This research involved quantitative 

analysis of case management data collected on investigations completed by the BFI over 

a six-year period.  Various data mining methodologies were examined and neural 

network technologies applied in an attempt to provide a more rational and objective basis 

for decision making. 

The research findings suggest that conventional OFR wisdom concerning 

resource allocation is not be supported by the evidence. The application of neural 

networks to BFI case prioritization was found to hold promise, but further research will 

be needed to produce a reliable, robust model.     



  

 

IMPROVING THE PERFORMANCE OF AN ECONOMIC CRIME INVESTIGATIVE 

UNIT: RESOURCE ALLOCATION AT THE FLORIDA OFFICE OF FINANCIAL 

REGULATION, BUREAU OF FINANCIAL INVESTIGATIONS  

by 

Christopher E. Hancock 

A Research Project Submitted to the Faculty of  

Utica College 

November 2009 
 

In Partial Fulfillment of the Requirements for the Degree 

Master of Science 

  

 



  

   

Copyright by Christopher E. Hancock, 2009 



  

 - v -  

Table of Contents 

Improving the Performance of an Economic Crime Investigative Unit: Resource 

Allocation at the Florida Office of Financial Regulation, Bureau of Financial 

Investigations ............................................................................................................................1 

Problem Statement ...........................................................................................................................3 

Literature Review...........................................................................................................................10 

Research Design.............................................................................................................................25 

Findings..........................................................................................................................................36 

Conclusions and Recommendations ..............................................................................................45 

Bibliography ..................................................................................................................................48 

Appendix A  Operationalization of Variables ...............................................................................53 

Appendix B  Neural Network Results ...........................................................................................56 

 

 



  

 - vi -  

List of Illustrative Materials 

Organizational Structure of the OFR (Figure 1). .............................................................................2 

Organizational Structure of the BFI (Figure 2)................................................................................4 

Common Stages of Data Mining (Figure 3) ..................................................................................27 

Classification of Investigations (Table 1). .....................................................................................30 

Independent Variables (Table 2)....................................................................................................32 

Neural Network Architecture (Figure 4)........................................................................................34 

Investigative Staffing by Region (Figure 5) ..................................................................................37 

BFI Workload by Primary Allegation (Figure 6) ..........................................................................39 

Workload by Region and Alleged Violation (Figure 7) ................................................................40 

Victim Financial Exposure by Region (Figure 8)..........................................................................41 

Victims by Region (Figure 9) ........................................................................................................42 

Regional Workload by Licensing Status (Figure 10). ...................................................................42 

Regional Investigator Workload (Figure 11).................................................................................43 

Case Identifying Data (Table 3).....................................................................................................53 

Nature and Scope (Table 4) ...........................................................................................................54 

Referrals for Enforcement Action (Table 5)..................................................................................55 

Case Disposition (Table 6).............................................................................................................55 

Neural Network Results Summary where Dependent Variable is Victim Financial 

Exposure (Table 7)...................................................................................................................56 

 

 



  

 - vii -  

Acknowledgements 

I would like to thank my research committee, Professors Chris Riddell, Dan Draz 

and Delena Spann, for their guidance and assistance with this research project. Special 

thanks go to Professor Draz for encouraging me to undertake the Economic Crime 

Management Program and to my fellow students in Cohort 15.  It has been an interesting 

and challenging journey. I would also like to express my gratitude to my wife and 

soulmate Alexa for her support, encouragement, and willingness to act as my 

proofreader. 



  

1 

Improving the Performance of an Economic Crime Investigative Unit: Resource 
Allocation at the Florida Office of Financial Regulation, Bureau of Financial 

Investigations 
  

 This research was intended to assist the Office of Financial Regulation [OFR] 

leadership improve the efficiency and effectiveness of the Bureau of Financial 

Investigations [BFI]. Economic crime investigations undertaken by the BFI over a six-

year period were analyzed to improve understanding of the types of cases investigated 

and develop insight that might assist in making future resource allocation decisions.   

The mission of the OFR is to: safeguard the private financial interests of the 

public by licensing, chartering, examining and regulating depository and non-depository 

financial institutions and financial service companies in the State of Florida. The Office 

protects consumers from financial fraud, while preserving the integrity of Florida’s 

markets and financial service industries (Florida Office of Financial Regulation, 2009). 

The OFR has a highly differentiated organizational structure with many 

hierarchical levels. The basic structure of the OFR, outlined in Figure 1, comprises 

Divisions (headed by Directors) and Bureaus (headed by Chiefs) that have specific 

functional responsibilities. By centralizing many support functions and grouping 

activities by the type of industry regulated, the OFR has created what amounts to a 

market structure. The Division of Securities, for example, regulates securities broker-

dealers and investment advisors and reviews securities offerings filed with the State of 

Florida.  This division focuses on the specific needs of the securities industry and is 

cognizant of the concerns of their trade associations and industry trends. The Division of 

Securities also maintains close relationships with other regulators and self-regulatory 

organizations such as the Financial Industry Regulatory Authority (FINRA). 
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Figure 1. Organizational structure of the OFR 

In furtherance of its mission, the OFR licenses and conducts compliance 

examinations on financial service providers including mortgage brokers and lenders, 

money service businesses, consumer finance companies, securities issuers and broker-

dealers, and state chartered financial institutions. Within the OFR, the Bureau of 

Financial Investigations [BFI] is the criminal justice agency responsible for conducting 

financial investigations of fraudulent, unlicensed or other illegal activity that falls under 

the jurisdiction of the OFR. The BFI routinely receives complaints from consumers and 

referrals from law enforcement and regulatory agencies. The BFI refers investigations 
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that result in substantiated violations to prosecutors for criminal action and/or to OFR 

attorneys for civil or administrative enforcement action. 

The environment in the financial services industry is dynamic and uncertain yet 

government agencies are under constant pressure to “do more with less”. Rapid changes 

in financial products and the blurring of distinctions between traditionally separate 

product lines (e.g. banking, insurance, securities) ensure that the environment of financial 

regulators is also dynamic. Economic crime, by its very nature, tends to be dynamic and 

unstable. It is difficult to predict the demands the OFR will face over time, a point 

illustrated by recent failures in the “sub-prime” residential mortgage market and the 

global crisis in the financial services sector.  

The economic and political reality is that there will never be enough resources to 

adequately investigate and prosecute all economic crimes. An effective investigative unit 

must possess the ability to evaluate cases and prioritize workload to make the most 

efficient use of the limited resources it possesses. Central to prioritizing the type of 

economic crime investigations conducted by the BFI is the ability to focus resources on 

those cases where the potential financial harm to citizens is greatest.  

Problem Statement 

Figure 2 illustrates the organizational structure of the BFI.  The Bureau has 

divided the State of Florida into two geographic areas, north and south. The northern area 

is further divided into four regional offices (Pensacola, Jacksonville, Orlando and Tampa) 

in addition to the headquarters office and a “field office” in Tallahassee. The southern 

region encompasses regional offices in Miami, Ft. Lauderdale and West Palm Beach and 

a “satellite office” in Fort Myers. Within each regional office, a BFI manager oversees 
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investigative operations. Each BFI regional manager supervises between four and eight 

investigators in addition to administrative staff and reports to the respective administrator 

in Tallahassee. The administrators for north and south Florida report directly to the Chief 

of Financial Investigations.     

 

 

 

 

 

 

 

 

 

 

Figure 2. Organizational structure of the BFI 
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implemented a decentralized regional director concept depended more on the personal 

power of each regional director than any rational workload analysis. Rigorous analysis of 

closed investigations should improve understanding of the nature of the historical 

workload of the BFI.  Better understanding of the types of cases investigated and their 

geographical dispersion will provide insight that can assist in making future resource- 

allocation decisions.  This research is intended to assist BFI leadership in improving the 

efficiency and effectiveness of the investigative unit through improved resource 

allocation. 

The BFI currently employs a system of assigning one of three priorities: high, 

medium, and low. However, these priorities are subjective, assigned on an ad-hoc basis 

by local managers, and lack the granularity or consistency to be meaningful in allocating 

resources.  Guidance by BFI management on the criteria to be used in determining 

priority is vague and primarily focused on whether the target is licensed and the scope of 

the alleged crime under investigation.   

The lack of more specific guidance tends to lead to misclassification of those 

investigations that are not intuitively very low priority (e.g. one victim defrauded of 

$1,000) or very high priority (e.g. 500 victims defrauded of $100 million by an ongoing 

criminal enterprise). If in doubt, managers often record the priority in the case 

management system as “high” regardless of the potential impact on citizens or the 

resources actually being devoted to the investigation.   

The BFI needs the ability to evaluate cases and prioritize workload to make the 

most use of the limited resources it possesses. Throughout the lifecycle of an 

investigation, there are critical decision points that affect the future direction and eventual 
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outcome of the case.  Cases must be evaluated continuously as evidence and other 

information is gathered to determine the relative priority the investigation and the level of 

manpower and other resources needed.  

The professional judgment of investigators and managers is crucial in assessing if 

and when the case is ready for some type of enforcement action and what that action 

should be. Enforcement actions may be: (a) criminal (e.g. prosecution by a United States 

Attorney’s Office, the Florida Office of Statewide Prosecutions or a State Attorney’s 

Office); (b) civil (e.g. obtaining injunctive relief, restitution for victims, receivership) or 

(c) administrative (orders to cease and desist from violating Florida law, levy fines or 

license revocation). In many cases, the most effective course of action may be a 

combination of these enforcement efforts such as an injunction and receivership quickly 

followed by a criminal prosecution.  

Timely and effective enforcement efforts can reduce the likelihood of 

victimization and improve a victim’s chance of recovering funds.  Injunctions and 

receiverships are often very effective in mitigating further harm to citizens and 

recovering assets that can eventually be used to provide victim restitution.  Criminal 

actions that involve freezing or seizing financial accounts and other assets may also 

prevent dissolution of victim funds. Swift action in the form of arrests or the execution of 

search warrants may prevent further harm to Florida’s citizens by effectively shutting 

down the criminal enterprise. A methodology to improve the allocation of scarce 

resources could reduce the direct financial impact on victims of crimes under 

investigation by the BFI. Ultimately, a combination of appropriate criminal, civil and 
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administrative actions also sends a strong message to both citizens and regulated 

industries, which may have a deterrent effect.  

Research Questions 

This research study seeks to answer two specific questions: (a) whether 

investigative resources are allocated appropriately to enable the BFI to fulfill its mission 

of protecting Florida consumers and businesses; and (b) if investigations conducted by 

the BFI can be prioritized by estimating the direct financial exposure of victims. 

Significance 

The global economic crisis, an epidemic of residential mortgage fraud and a 

number of high profile securities investigations have captured public attention. In late 

2008 and early 2009, the United States Securities and Exchange Commission (SEC) 

charged Bernard Madoff with operating a $50 billion “Ponzi" scheme (United States 

Securities and Exchange Commission, 2008) and Robert Allen Stanford with 

orchestrating an $8 billion investment fraud (SEC, 2009). Stanford was later indicted and 

Madoff sentenced to 150 years imprisonment (Henriques, 2009). The BFI has been 

involved in several high profile securities fraud investigations, including filing a 

receivership action and obtaining an injunction against Trans Continental Airlines while 

working jointly with the FBI on the prosecution of the founder, former boy-band 

promoter Louis Pearlman. 

The Mortgage Asset Research Institute (MARI) found that Florida had the highest 

number of reported incidents of fraud in the nation during the second quarter of 2008 

(Mortgage Asset Research Institute, 2008). The largest number of investigations 
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conducted by the BFI during the review period involves securities violations (49%) 

followed by mortgage violations (19%).   

A 2005 survey conducted by the National White Collar Crime Center (NW3C) 

found that over 50% of respondents indicated they felt that the government was not 

allocating enough resources to crimes involving fraud and embezzlement. The NW3C 

believes this finding may be due to increased media attention and higher victimization 

rates (National White Collar Crime Center, 2006, p. 18). Respondents also viewed 

offenses committed by organizations or persons in a position of trust as more serious than 

those committed by other types of offenders (NW3C, 2006). 

Florida, like many other states, is facing a severe budget crisis. According to the 

Center on Budget and Policy Priorities (McNichol & Lav, 2009), 46 states face combined 

budget deficits for the remainder of the 2009 fiscal year through 2011 of more than $350 

billion.  Florida’s deficit alone was originally projected to exceed $2.3 billion in fiscal 

2009 (McNichol & Lav, 2009).  However, in the 2009 legislative session Florida 

lawmakers were actually faced with a projected $6 billion gap between revenue and 

expenses (Gilpatrick, 2009).  

With naturally occurring epidemics, pandemics and biological terror attacks the 

earlier the type of infection or agent can be identified the sooner resources can be 

deployed to assist the victims and protect public health. In an investigative context, the 

earlier an investigation can be accurately evaluated and prioritized the sooner resources 

can be deployed in an attempt to prevent additional victimization and mitigate the losses 

of existing victims. Better understanding of past investigations will enable leadership to 

improve the effectiveness of the investigative unit. Quantitative analysis will assist 
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leaders and managers to evaluate the workload and prioritize investigations in such a way 

as to make the most efficient use of agency resources and better protect the citizens of the 

State of Florida. 

More effective prioritization would be expected to lead to lower victim financial 

losses since appropriate enforcement action might be taken in a timely manner. However, 

the deployment of data mining methodologies is viewed as a supplement, not a 

replacement, for the judgment of seasoned investigators and managers. The BFI must 

also take into account agency and legislative priorities.  For example, policy 

considerations may dictate that regardless of potential victim losses, crimes against senior 

citizens be given priority.  However, the availability of improved decision-making tools 

can only enhance the agency’s ability to use scarce resources wisely. 

Failure to analyze historic data on investigations conducted and to attempt to 

develop a better method of prioritizing cases will negatively affect the OFR and the 

citizens of Florida. Improper allocation of resources could lead to increased crime and 

greater financial losses for victims. Not moving swiftly enough to stop the bleeding and 

recover assets will likely result in reputational damage for the OFR and call into doubt 

the ability of the state to protect its citizens.        

The challenges faced by the OFR and the BFI are by no means unique. Many 

criminal justice agencies and regulatory bodies must decide how best to allocate limited 

resources between completing demands. Research into the development of a risk-based 

method of prioritizing the economic crime investigations conducted by the BFI may 

provide insights that have application in other law enforcement or investigative 

environments.  
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Literature Review 

Background and Significance 

The OFR mission is to safeguard the financial interests of Florida’s citizens. The 

Office strives to “protect consumers from financial fraud, while preserving the integrity 

of Florida’s markets and financial service industries” (Florida Office of Financial 

Regulation, 2009). 

The OFR provides the following services to protect Florida’s citizens: 

1. Conducting examinations to ensure the safety and soundness of state-chartered banks 

and other depository institutions 

2. Ensuring licensees and registrants are qualified, of suitable character, and comply with 

applicable statutes and rules 

3. Investigating and attempting to resolve complaints filed by consumers of financial 

services or products 

4. Conducting financial investigations into fraudulent, unlicensed or other illegal activity 

An epidemic of residential mortgage fraud in the United States accompanied by a 

number of high profile securities investigations, have captured the public’s attention. In 

May 2008, as a result of a joint investigation by the BFI and the Federal Bureau of 

Investigation, boy-band promoter Louis Pearlman pled guilty to bank fraud and 

defrauding some 1,500 investors of over $140 million (United States v. Pearlman). 

Pearlman was later sentenced to 25 years imprisonment. In late 2008 and early 2009, the 

SEC charged Bernard Madoff with operating a $50 billion Ponzi scheme (SEC, 2008) 

and Robert Allen Stanford with orchestrating an $8 billion investment fraud (SEC, 2009).  

After pleading guilty to 11 counts involving securities fraud, mail fraud, wire fraud, 
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money laundering, and making false statements to the SEC, Madoff was sentenced in 

June 2009 to 150 years imprisonment (Henriques, 2009).  On June 18, 2009, Robert 

Stanford was indicted in the United States District Court, Southern District of Texas, for 

conspiracy to commit mail, wire and securities fraud for his role in an alleged multi-

billion dollar investment fraud (United States of America v. Robert Allen Stanford).     

The Mortgage Asset Research Institute (MARI, 2008) found that reported 

incidents of mortgage fraud in the second quarter of 2008 were 45 percent higher than 

those received in the second quarter of 2007. The state with the highest number of 

subscriber submissions in the second quarter of 2008 was Florida followed by California 

and Illinois.   

In a national survey exploring public perceptions of crimes involving fraud and 

embezzlement, the NW3C found that over 50% of respondents indicated that they 

disagreed that the government was allocating enough resources to combat these types of 

crime. Only 8.8% of respondents strongly agreed with the statement “the government is 

devoting enough resources to combating white collar crimes like fraud.” The NW3C 

believes this finding may be due to increased media attention and higher victimization 

rates (NW3C, 2006, p. 18). Respondents also viewed offenses committed by 

organizations as more serious than those committed by individual offenders and felt those 

committed by offenders in a position of trust were more severe than those committed by 

“non-status” persons. Organizations and persons in a position of trust such as OFR 

licensees allegedly commit many of the offences investigated by the BFI.  

The State of Florida comprises some 54 million square miles divided into 67 

counties.  In 2007, the population of Florida was estimated to be 18.2 million (United 
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States Census Bureau, 2009). In September 2009, the BFI had over 500 open 

investigations and 45 investigative positions, four of which were vacant due to budget 

shortfalls.     

According to the Center on Budget and Policy Priorities, 46 states face combined 

budget deficits for the remainder of the 2009 fiscal year through 2011 of more than $350 

billion.  Florida’s deficit alone was projected to exceed $2.3 billion in fiscal 2009/10 

(McNichol & Lav, 2009). The State of Florida currently faces a budget crisis, however 

the economic and political reality is that there will never be enough resources to 

adequately investigate and prosecute all economic crimes. Now, more than ever, there is 

a critical need to allocate resources effectively through better prioritization of 

investigative cases.  

Data Mining and Statistical Analysis 

Governments and private industry have been gathering vast quantities of data on 

citizens, vendors, and customers for decades. This treasure trove of data has become 

more manageable with today’s low cost of storage and the availability of powerful 

analytical tools that can combine statistical analysis, predictive modeling and artificial 

intelligence.  

Data mining offers numerous methodologies to classify and cluster voluminous 

data, create profiles and predict behavior. These methodologies include link analysis, 

crime mapping, text mining, neural networks, rule generation using machine learning 

algorithms, and decision trees. Commercially available tools include Analyst’s 
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Notebook1 (link analysis), Xanalys Indexer2 formerly known as Quenza (text mining), 

CART and C5.0 (decision trees), IDEA3 (financial analysis), SAS Enterprise Miner and 

SPSS Clementine (data mining suites). The wide availability of powerful tools at a 

relatively affordable price has led to creative applications of these technologies in the 

financial services sector and in law enforcement.   

Data mining is defined by the SAS Institute (1998, p.6) as “the process of 

selecting, exploring and modeling large amounts of data to uncover previously unknown 

patterns of data for business advantage.” In essence, predictive modeling uses historic 

data in an attempt to predict the probability of specified future outcomes. Effective 

predictive modeling first requires that the business problem be translated into a tightly 

defined data-mining problem. Modeling methodologies are non-linear reiterative 

processes that typically involve data selection, data cleaning, model building, testing, 

deployment and evaluation. Two well-known approaches to data mining are SAS, 

developed by SAS and the SAS Institute (SAS Institute, 1998), and the Cross-Industry 

Standard Process for Data Mining [CRISP-DM] (SPSS, 2000).   

SAS incorporates the methodology known by the acronym SEMMA: sampling, 

exploration, manipulation, modeling and assessment (SAS Institute, 1998). This process 

provides a formal yet dynamic structure to build a model to solve a specified business 

challenge. CRISP-DM is a practical open source methodology that is industry and 

application neutral and offers a similar methodology for using data mining to solve 

specific business problems.  

                                                 
1 A product of i2, Limited. 
2 A product of Xanalys, Limited. 
3 A product of CaseWare International, Inc. 
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CRISP-DM first addresses defining the business problem then the understanding 

and preparation of the data.  Once these steps are complete, the model is created, 

evaluated and deployed (SPSS, 2000). The authors of the SPSS Guide note the 

importance of monitoring and maintaining the model after deployment and of reviewing 

the whole project in search of lessons learned (SPSS, 2000, p.33). 

Although some data mining applications typically require millions of records to 

provide meaningful predictions, the development of a risk-based score will require a 

process similar to that described in the SAS and CRISP-DM methodologies. 

Development of a model to prioritize BFI investigations involves the following: 

1.  Identifying the Business Objective or Research Question 

2.  Understanding the Data  

3.  Managing the Data 

4.  Developing the Model 

5.  Deploying the Model  

6.  Managing the Model     

Data on the investigations the BFI conducts is manually entered into a case 

management system as the investigation is conducted. The raw data for each fiscal year, 

as it relates to investigations closed between July 2002 and November 2008 (Florida 

Office of Financial Regulation, 2008), has been exported into Excel spreadsheets and 

combined.   

Strategic analysis of BFI case data provides insight into the types of investigations 

conducted, the resources used and the outcomes. Various data mining and statistical 
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analysis tools can be applied to this data in an attempt to develop a reliable method of 

evaluating risk and thereby determining relative priority. 

Mena (2003, chap.7) explains how machine learning algorithms and decision trees 

are used to establish rules for predicting crime or identifying criminals. Mena uses the 

example of generating border alerts for potential drug smugglers to illustrate machine 

learning (Mena, 2003, pp. 207 – 211). As mentioned by Berry (2004), the output from 

machine learning algorithms in the form of “if/then” rules or a decision tree is very 

descriptive and easier to decipher than the equations resulting from neural networks. 

These methodologies may be helpful in attempting to identify those investigations 

conducted by BFI that pose a greater risk of financial harm to victims and therefore 

deserve to be a higher priority. A decision tree or other series of rules might be created to 

provide easily understood guidance to investigators and leadership to assist with 

prioritization decisions. 

Berry and Brenner (2004, chap. 6) present an excellent summary of how decision 

trees are grown, pruned and used to classify data or make predictions. Decision trees are 

shown generating rules or a probability “score” that can then be used to aid decision-

making. Also discussed are how the decision tree might be used in practice and how its 

effectiveness can be measured. The use of decision trees may be one solution to 

analyzing investigative case data in an attempt to develop a risk score or similar method 

to prioritize investigations. The authors assert that decision trees can be generated using a 

relatively small amount of data and concur with Mena (2003) that, unlike neural 

networks, the decision tree is easily understood by people.   
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Sykes (1993) introduces the basic principals of regression analysis and discusses 

how this tool has traditionally been used in econometrics and is now used to support legal 

arguments and policy. Sykes uses a hypothetical equation created to investigate 

discrimination based on gender to illustrate how regression analysis works and the 

underlying statistical assumptions. Also discussed are two common research problems 

that can create bias, omitting relevant variables and two independent variables being 

closely correlated (e.g. multi-co-linearity).  

Sykes provides a good overview of the practical application of regression analysis 

and the problems that might be encountered. Multivariate regression analysis could be 

used to weight independent variables and thereby create a score for each investigation 

conducted by the BFI.  The application of these statistical tools to the BFI data requires 

access to appropriate software.   

For the purposes of this research, such software had to run on a Windows or Mac 

operating system, be user friendly to a non-statistician, and available at minimal cost. The 

statistical software package Decision Tools Suite (Palisade, 2009) was selected as it was 

found to be user-friendly and provide academic researchers with most of the sophisticated 

analytical tools discussed in this paper at a low cost.          

Data Mining in the Financial Sector 

Data mining has been integral to the financial services sector for several decades. 

One of the most well known uses of modeling to predict behavior is credit scoring which 

was developed by Fair Isaac in the mid 1970’s. Lenders who make decisions about the 

credit worthiness of consumers and their ability to repay a loan, for example, use Fair 

Isaac Company [FICO] scores.  
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The variables considered include amount of debt, type of debt, credit history, 

recently opened accounts and inquiries (Fair Isaac, 2009). Their original use has 

expanded considerably to the extent that they now often influence hiring decisions and 

even the issuance of insurance coverage. Predictive modeling has also been used in 

attempts to prevent and detect economic crimes such as fraudulent credit card 

applications, money laundering through financial institutions, insurance fraud, and health 

care fraud.    

Credit card fraud. 

Card issuers and on-line merchants wishing to detect fraudulent credit card 

transactions often use a neural network to calculate a score, or probability, that a 

particular transaction might be fraudulent. This score is typically based on various known 

data regarding the transaction (e.g. type and cost of item, location, shipping and billing 

addresses) and the spending habits of the cardholder. The score can then be used in real 

time to approve or deny the charge (Mena, 2003, pp. 249 - 254). 

Insurance fraud. 

In the insurance industry, predictive modeling has been used historically to aid in 

making underwriting decisions. Increasingly predictive modeling is being used to identify 

potentially fraudulent claims and target claims that have the potential to be the most 

costly and thus deserving of higher priority (Nyce, n.d.). Derrig (2007) discusses various 

methodologies for screening insurance claims to identify fraud and prioritize special 

investigative unit referrals including the use of artificial intelligence and predictive 

modeling.   
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Mosley (2008) examines the estimation of claim settlement values based on 

known variables such as attorney involvement, whether an “in-network” medical or auto 

repair facility is used, claimant characteristics and the extent of the property damage or 

injuries. An insurance company attempting to estimate the cost of a particular claim is 

somewhat analogous to estimating the probable harm to victims from a crime under 

investigation.  

Mosley (2008) also suggests that in reviewing claims certain “early warning 

signs”, such as large or exceptional claims and certain types of treatment, might be 

identified. If investigations conducted by the BFI could be evaluated using a similar 

methodology, then those cases that have the potential to cause the greatest losses to 

victims could be identified at an early stage.       

Money laundering. 

 Neural networks and other data mining methodologies have been deployed with 

some success in detecting suspicious financial transactions. Mena (2003, p.107) mentions 

how artificial intelligence is used by the Financial Crimes Enforcement Network 

[FinCEN] to evaluate the millions of currency transaction reports [CTR] and suspicious 

transaction reports [SAR] filed each year. Methodologies similar to the FinCEN Artificial 

Intelligence System [FAIS] are also deployed extensively in the financial services sector 

to combat money laundering and ensure compliance with federal requirements such as 

those under the Bank Secrecy Act and the USA PATRIOT Act.   

Vidyashankar, Natarajan, and Sanyal (2007) note several primary characteristics 

of an effective AML program. These include a “transaction monitoring system having the 

intelligence to detect and alert suspicious activities” and a “customer risk assessment 
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model to restrict entry of unwanted entities into the financial system.” They also point to 

the deployment of data mining solutions in detecting potential money laundering 

transactions and the use of regression analysis in “discovering, validating and quantifying 

trends from previously solved money laundering cases for use on current cases” 

(Vidyashankar, Natarajan, and Sanyal, 2007). In this way, existing data can be analyzed 

and used to focus future investigations. The use of multi-variate regression analysis may 

prove to be a practical and cost-effective way to build a scoring model to evaluate 

investigations conducted by the BFI.  

Security of on-line transactions. 

Tubin (2005) discusses how risk-based authentication can be used in on-line 

financial transactions to ensure that each customer interaction is authentic. Information 

gathered at login can be analyzed and input into a predictive model, which generates a 

risk score. The risk score is calculated by comparing the data gathered at login (e.g. IP 

address, browser, ISP provider) with the customer profile residing in a database. Rules 

can be used to then allow or deny access based on the risk score. The generation of a risk-

based score for on-line user authentication provides insight into how such technology 

might be used to generate a risk score for investigations. 

Data Mining in Law Enforcement 

The literature relating to the application of data mining and statistical analysis was 

reviewed for insight into how these techniques have been applied to the law enforcement 

and criminal justice environments. Mena (2003, chap. 6) discusses how neural networks 

work and provides case studies that illustrate their deployment in a criminal justice 

environment.   
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Examples cited include use in facial recognition software, the analysis of 

chemical traces in arson investigations and detection of smugglers. The use of a Kohonen 

network in an attempt to identify border smugglers may yield some insight into whether a 

meaningful risk-score can be developed to aid in evaluating and prioritizing 

investigations. Information available to officers at a border crossing combined with data 

from other sources is used to build a smuggling profile.  

 Given sufficient quantity of quality data, the same type of methodology might be 

applied to create a “profile” of each investigation conducted by the BFI. Unlike other 

types of neural networks, a SOM [Self Organizing Map] such as used by Kohonen does 

not require training samples. 

   Most law enforcement applications found during this literature review focus on 

attempts to prevent, predict or solve crimes by analyzing patterns in crimes committed 

and/or associations between criminals. Typically, data on reported crimes (e.g. burglaries 

or sexual assaults) is analyzed to look for patterns or links that might identify an offender 

responsible for multiple crimes. Oatley and Zeleznikow (2005) analyze residential 

burglaries in the West Midlands Police Force (United Kingdom) with the aim of using 

predictive modeling to profile offenders and link them to crimes using three types of 

social network analysis. The paper contains a useful discussion of existing approaches to 

criminal network analysis such as COPNET, Forensic Led Intelligence System 

[FLINTS], CADRE, Analyst’s Work Station and the FinCEN Artificial Intelligence 

System. 

COPLINK, developed at the Artificial Intelligence Laboratory at the University of 

Arizona in 1998, is primarily a tool for managing knowledge (COPLINK CONNECT) 
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and uncovering criminal associations using a social network analysis algorithm 

(COPLINK DETECT) (Zeleznikow, 2005). The Forensic Led Intelligence System 

[FLINTS], used by several United Kingdom police forces, has similar capability to 

COPLINK but adds geographic profiling capabilities and can combine “hard” forensic 

data such as fingerprints and DNA with “soft” behavioral data (Zeleznikow, 2005).  

Using “knowledge discovery from databases” [KDD], Zeleznikow proposes 

expanding FLINTS to include analyzing the “aims of certain unlawful acts” (Zeleznikow, 

2005) thereby improving law enforcement decision-making.  Although these 

methodologies provide a framework to improve decision-making in a law enforcement 

environment, none directly addresses how an investigative unit should allocate resources 

in the face of competing demands.    

Mena (2003, pp. 205 – 211) explains how machine learning and decision trees are 

used by U.S. Immigration and Customs Enforcement [ICE] at U.S. borders to predict the 

probability that an individual or vehicle is transporting narcotics. The system in use by 

ICE, known as the Anti-Drug Network [ADNET], provides agents with a risk score based 

on data such as the time of day, type of vehicle, vehicle owner information, and the 

number of previous trips across the border.    

  Hall, Calabro, Sourdin, Stranieri and Zeleznikow examined providing decision-

support regarding sentences imposed in Australian criminal courts. Although judges have 

substantial discretion, the authors argue that decision trees and argument trees can be 

used to model sentencing decisions. Their model considers the impact on the victim and 

society (e.g. financial and emotional distress, personal circumstances, vulnerability, 

future danger) the nature of the offender (e.g. criminal history, addiction problems, 
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remorse, cooperation with the government) and the type of offense (e.g. gravity of 

offense, degree of violence used, premeditation, whether abuse of trust was involved). If 

decision trees can be successfully used to model the probable criminal penalty faced by 

defendants, then the methodology could potentially be adapted to prioritizing 

investigative caseload (Hall, Calabro, Sourdin, Stranieri and Zeleznikow, 2005). 

A Royal Canadian Mounted Police [RCMP] (n.d.) presentation discusses the use 

of intelligence led policing in the prioritization of organized crime investigations. Two 

prioritization tools are discussed, SLEIPNIR and HPS (Harm Prioritization Scale). 

SLEIPNIR, named after the horse in Norse mythology, is a threat-measurement technique 

to gauge the relative threat posed by organized crime groups in Canada. The exact details 

are not publicly available, but in essence, SLEIPNIR evaluates each organized crime 

group based on 19 factors that include, for example, the amount of corruption involved, 

the degree of violence, and the amount of expertise, sophistication and intelligence use. 

RCMP uses a HPS to identify the most harmful criminal activities undertaken by 

organized crime groups.     

 Strang (n.d.) also discusses Project SLEIPNIR and its role in assisting the RCMP in 

choosing strategies and setting intelligence and enforcement priorities for organized crime 

and terrorism investigations. The author outlines a threat matrix to rank order organized 

crime groups based on their “relative capabilities, limitations and vulnerabilities”. 

According to Strang, this analytical technique was originally developed to “recommend 

national priorities” but has “proven useful for setting operational priorities” (Strang, n.d.). 

 Rather than using statistical analysis to determine the variables, the project relies on 

a national survey of law enforcement officers and organized crime experts to determine 
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what variables should be included and their weight. This concept is interesting, but relies 

heavily on the perceptions of law enforcement officers to score the threat posed by 

various organized crime groups. This author sought to add more objectivity by using data 

analysis to determine the weight of independent variables and develop a method for 

estimating the direct financial harm (i.e. dollar loss) to victims from crimes under 

investigation by the BFI.   

In a presentation at the Crime Reduction Exploring Leading Practices 

International Conference, Dr. Fourney (2007) discussed identification and targeting of 

prolific offenders using DNA databanks. Fourney recognizes the need to use resources 

efficiently and offers a brief outline of the RCMP method of prioritizing criminal 

investigations known as PROOF. The methodology of PROOF is to gauge the 

seriousness of an investigation by asking a series of questions.  

These questions attempt to establish the flight risk of a defendant, degree of 

violence involved, impact to victim, and the level of public or government concern. The 

responses are then weighted and used to generate a rating. Interestingly, under this 

methodology, neither the investigator nor the case coordinator that asks the questions 

knows the weight that will be given to any particular answer.    

According to analyst supervisor Regina Coon, the Florida Highway Patrol (FHP), 

Bureau of Investigations, assigns the highest priority to those investigations where there 

is a known victim and the Trooper (investigator) assigned believes there is a high 

probability of solving the crime.  Medium priority cases are those where there is a known 

victim but the probability of solving the crime is considered low.  The lowest priority 



  

24 

cases are those where there is no known victim (personal communication, September 30, 

2009). 

Requests from Troopers for analytical support are prioritized based on the rank of 

the requester and the egregiousness of the crime under investigation.   Coon stated that 

neural networks or other types of data mining technologies had not been used proactively 

by the FHP due to a lack of knowledge about such tools and the cost involved. According 

to Coon, FHP is planning to conduct a pilot project using neural networks in an attempt 

to identify fraudulent driver license applications and this may assist with case 

prioritization. 

Ronald Cave, a law enforcement Captain with the Florida Department of 

Professional Regulation, Bureau of Alcohol, Beverage and Tobacco (ABT), was 

contacted to determine how ABT prioritizes their investigative caseload. According to 

Cave, (personal communication, October 1, 2009) there is no formalized procedure for 

determining investigative priorities, but the highest priority of ABT is dealing with those 

issues that directly impact public safety and welfare. A higher priority is also accorded to 

those investigations that involve potential criminal violations relative to those that 

involve purely administrative violations. Cave stated that he believed the reason data 

mining technologies were not employed in ABT was due to a lack of knowledge rather 

than the potential cost of deploying such tools.  

Summary 

Statistical tools, data mining and predictive methodologies (e.g. regression 

analysis, neural networks, machine learning, decision trees) were reviewed to determine 

what analytical tools might be utilized in an attempt to address the identified problem. 
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How predictive methodologies have been applied in the financial services sector to 

reduce fraud and detect money laundering provides insight into their potential use in 

other areas. Much of the criminal justice literature in this area naturally focuses more on 

solving crime by identifying offenders than on case prioritization. Review of existing 

literature did not reveal a satisfactory methodology for prioritizing the resources of an 

investigative unit such as the BFI. Mosley’s (2008) use of a decision tree to estimate the 

likelihood of a large insurance company payout is interesting since it is somewhat 

analogous to estimating the financial losses to victims of crimes under investigation by 

the BFI.  

The RCMP has clearly devoted considerable thought to developing scoring 

models to prioritize major investigations through initiatives such as project SLEIPNIR 

and PROOF. However, the author sought to determine the variable weights through data 

analysis in an attempt to reduce subjectivity. 

Personal contact with two Florida state law enforcement agencies revealed that 

the primary reason data mining technologies such a neural networks were not utilized in 

determining case priority was lack of knowledge that these tools existed and how they 

might benefit the agency.                  

Research Design 

Data mining is defined by the SAS Institute (SAS Institute, 1998, p.6) as “the 

process of selecting, exploring and modeling large amounts of data to uncover previously 

unknown patterns of data for business advantage.” The two most common industry 

approaches to data mining are SAS, developed by SAS and the SAS Institute (SAS, 

1998), and the Cross-Industry Standard Process for Data Mining [CRISP-DM] (SPSS, 
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2000). SAS incorporates the methodology known by the acronym SEMMA: sampling, 

exploration, manipulation, modeling and assessment (SAS Institute, 1998).  This process 

provides a formal yet dynamic structure to build a model to solve a specified business 

challenge.  

CRISP-DM was developed in 1996 by a European Union funded consortium led 

by Daimler-Benz and Integral Solutions Ltd. (later purchased by SPSS) and is a practical 

open source methodology that is industry and application neutral (SPSS, 2000). CRISP-

DM offers a methodology similar to SEMMA for using data mining technology to solve 

specific business problems. CRISP-DM first addresses defining the business problem 

(business understanding) followed by the selection, cleaning and understanding of the 

data. Once these steps are complete, the model can be created, evaluated, deployed and 

maintained. The methodology for this professional research project follows the key steps 

or stages described in both the SAS and CRISP-DM methodologies. The cyclical nature 

of this data mining process is illustrated by the author in Figure 3. 

Research Questions as a Data Mining Problem 

In data mining terminology, the research question translates to the business 

problem that the organization seeks to solve or the objective it wishes to achieve. It is 

therefore important to frame the research question in terms of a crisply defined data-

mining problem at the beginning of the project. The research methodology, which will be 

both analytical and predictive, will attempt to determine if resources are allocated 

appropriately and if investigations conducted by the BFI can be prioritized by estimating 

the direct financial exposure of victims. 
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Figure 3. Common stages of data mining 

Conceptualization. 

The intent of this research project is to improve resource allocation, in part by 

developing a method of prioritizing investigations conducted by the BFI based on the 

financial risk to victims. It is recognized that the financial impact on the victim may be 

both direct and indirect.  For example, an investor who loses her life savings in a 

securities fraud may also incur indirect financial costs when obtaining legal counsel or 

assisting with the prosecution of the defendant.  Non-financial impact may include 

psychological trauma, embarrassment, or the forced return to the workplace from 

retirement for an elderly victim. However, indirect financial costs and the non-financial 

impact of crime on victims are specifically excluded from this study.  
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Data understanding. 

The second step in the process is to identify what data is already available within 

the BFI and what might realistically be obtained through manual research or from outside 

sources. Data on the investigations the BFI conducts is manually entered into a case 

management system when the investigation is opened and updated as the investigation 

progresses. The data is entered by individual investigators, support staff and managers 

and is periodically reviewed by management for accuracy.  

Before March 2008, all data concerning investigations conducted by the Bureau 

of Financial Investigations was captured in the Activity Tracking System [ATS].  From 

March 2008, through November 2008, data on new mortgage related investigations was 

input into the new Regulatory Enforcement and Licensing [REAL] system. In January 

2009, use of the legacy ATS system was discontinued and the REAL system is now used 

for all cases. 

ATS and REAL data concerning investigations closed between July 1, 2002 and 

November 30, 2008 was exported into Excel spreadsheets then combined. The resulting 

raw data comprised 2,414 closed investigations. The earliest investigation was opened in 

November 1996, the last investigation commenced in November 2008 (Florida Office of 

Financial Regulation, 2008). All BFI investigations are categorized as either 

“investigations”, “preliminary investigations”, “assistance provided to another OFR 

division” or “assistance provided to another agency” [assists]. A preliminary 

investigation is one conducted to review jurisdictional issues and determine whether a 

full investigation is warranted. 
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Investigations conducted by the BFI can be classified by whether the target is 

licensed4 by the OFR or not and the primary statutory violation alleged (e.g. unlicensed 

mortgage broker).  Possible classifications (investigative case types), for both licensed 

and unlicensed activity, are listed in Table 1. 

Operationalization. 

 One limitation of existing BFI data is that victim loss is calculated by simply 

subtracting voluntary and court ordered restitution from the total funds involved. Using 

this method to evaluate victim risk is arguably flawed, since this definition does not 

reflect funds actually lost by the victims. Restitution received by the victims is not 

tracked by the BFI, but there is good reason to believe that many victims of economic 

crimes investigated by the BFI receive little or nothing. 

For the purposes of this project, the direct financial risk to victims (the proposed 

dependent variable) is defined as victim financial exposure [VFE]. VFE is the total funds 

involved in the crime under investigation and while it is not a measure of actual losses, it 

is a good measure of the financial risk faced by victims. Any methodology seeking to 

prioritize economic crime investigations needs to be concerned with the financial harm 

that may result from the crime under investigation. This is what VFE is intended to 

measure although it should be noted that not all investigations conducted by the BFI 

involve a risk of financial loss that can be estimated. Investigations are conducted into 

allegations of unlicensed activity where there are no citizen victims and no financial 

losses (e.g. an entity or individual acting in an unlicensed capacity). Additionally, 

                                                 
4 For the purposes of this project the term “licensed” is used.  It should be noted that some Florida 

Statutes technically require “registration”. 
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Table 1 

 Classification of Investigations 

Classification Primary Florida Statute  Explanation 
Mortgage Broker Chapter 494  Individuals, businesses 

and branches brokering 
residential mortgage 
loans. 

Mortgage Lender Chapter 494 Residential mortgage 
lenders, including 
correspondent lenders. 

Consumer Finance Chapter 516 Entities making 
consumer loans of 
$25,000 or less at greater 
than 18% per annum 
interest. 

Motor Vehicle Finance Chapter 520 Motor vehicle retail 
installment sellers and 
branches. 

Retail Sales Finance Chapter 520 Retail sale of goods 
pursuant to a retail 
installment contract or a 
revolving account.   

Securities Chapter 517 Individuals and 
businesses acting as 
securities issuers, 
brokers, dealers or 
investment advisors. 

Loan Broker Chapter 687 No licensing 
requirement, but taking 
advance fees and/or 
deceptive conduct 
constitutes criminal 
violations of Florida law. 

Money Service Business Chapter 560 Check cashers, money 
transmitters and currency 
exchangers. 

Financial Institution Chapters 655, 657,  
658, 660, 663, 665, 667 

 

State chartered banks, 
credit unions, trust 
companies, international 
banks, and savings 
banks. 

Note. Table created to define and explain how investigations conducted by BFI are coded 

in case management systems.  
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due to their nature, very few preliminary investigations and assists to other agencies or 

OFR divisions contain VFE data.  

The raw data in the investigative case management systems falls into four main 

categories: (a) case identifying information; (b) nature and scope of the investigation (e.g. 

funds involved, number of victims, number of defendants); (c) enforcement action taken 

(e.g. criminal, civil, administrative, none) and (d) final disposition (e.g. imprisonment and 

fine).  Operationalization of several independent variables that were expected to be of 

value is shown in Table 2 infra. Operationalization of all variables in these four groups is 

described in Tables 3 through 6 of Appendix A. 

Data management. 

Data management involves the collection, exploration and quality control of the 

data.  Due to procedural changes and quality issues with older data, the population 

comprises all investigations closed between July 1, 2002, and November 30, 2008. 

Sampling is unnecessary, as the population is well defined and manageable. The unit of 

analysis will be the closed investigation.   

The investigative data was exported from the case management systems and 

combined into an Excel spreadsheet. This raw data was then cleaned to remove duplicate 

entries and cases merged with other cases. Where possible, missing, incomplete, 

improperly coded or obviously erroneous data was repaired using a manual review of the 

ATS case record and other sources. A location variable was added to account for the 

geographic location of the primary investigative target. Targets were classified by the 

Florida County where they were located or designated as “out of state.” A few types of 

cases that are not economic crime investigations and were performed for a very short 
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period early in the period under review were removed. These included background 

investigations performed on license applicants, funeral and cemetery investigations and 

“assists” that purely involved service of legal process, obtaining certified court records or 

providing computer forensic assistance.  

Table 2 

 Independent Variables 

Independent Variable Type Possible Values 
 

Regional Office Category Pensacola (PNS) 
Tallahassee Field Office (TLH) 
Jacksonville (JAX) 
Orlando (ORL) 
Tampa (TPA) 
Miami (MIA) 
Ft. Lauderdale (FTL) 
Ft. Myers Satellite Office (FTM) 
West Palm Beach (WPB)  

Classification of Case 
 

Category Licensed Mortgage Lender 
Licensed Mortgage Broker 
Licensed Finance Other 
Licensed Securities 
Licensed Money Service Business 
Licensed Financial Institution 
Loan Broker 
Unlicensed Mortgage Lender 
Unlicensed Mortgage Broker 
Unlicensed Finance Other 
Unlicensed Securities 
Unlicensed Money Service Business 
Unlicensed Financial Institution 

Activity Ongoing  
 

Category Yes or No 

Location of Target 
(derived variable) 

Category Florida County 
Out of State or Unknown 

Florida Victims Numerical Number 
Non-Florida Victims Numerical Number 
Targets/Principals Numerical Number of entities and individuals that are 

targets or associated targets.   

Note. Table created to define and explain independent variables used in modeling.  
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Predictive Modeling 

Predictive modeling attempts to use historical data to predict the probability of 

specified future outcomes. In this case, the output of the model (dependent variable) was 

victim financial exposure [VFE] from the crime under investigation. The hypothesis was 

that VFE is directly related to variables such as the primary type of crime under 

investigation, the licensing status of target, the number of victims and the number of 

targets. 

Neural Tools (Pallisade, 2009) provides three types of neural network 

methodologies; Multi-Layer Feed-forward Network [MLF] (also known as Multi-Layer 

Perceptron Network [MLP]), Generalized Regression Neural Net [GRN] used for 

numeric prediction and Probabilistic Neural Net [PNN] used for category prediction. A 

neural network can be visualized as a set of connected nodes comprising of an input 

layer, one or more computational layers and an output layer as illustrated by the author in 

Figure 4.  

The net is trained by feeding each case into an algorithm and recording the 

results. Put simply, the algorithm used in a MLF net initially assigns a random weight to 

each node then, through the training process, seeks to find the optimal connection 

weights between the nodes. In this way, the net “learns” which weights minimize training 

set errors. A PNN works in a similar way, but the algorithm seeks to minimize a 

mathematical representation of the distance between nodes. The output node in a PNN is 

the predicted category with the highest probability density function. Data used for 

modeling excluded preliminary investigations and cases opened solely to assist other 

agencies and OFR bureaus. 
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Figure 4. Neural network architecture 

Various combinations of independent variables were explored in an effort to 

develop a model that predicted the dependent variable [VFE]. The Neural Tools software 

provided the ability to calculate the relative impact of each independent variable.  Those 

variables with low relative impact values were reviewed and discarded from initial 

models. This allowed analysis to be focused on a smaller set of variables that more 

accurately reflected the underlying data and improved prediction accuracy. The Neural 

Tools output calculates the percentage of “bad predictions”, that is the “number of cases 

in the training set for which the network predicted an output value that did not agree with 

Input 

A 

Input 

B Input 

C 

X 

Y  

  X 

Y Y 

Model 
Output 

Hidden 
Computational 

Layers 

Independent 
Variables 



  

35 

the actual known value” (Pallisade, 2009). A subset of data, not used in the training 

process, was used to test the predictive value of the model. If successful, the model 

should have been able to predict VFE (i.e. the output) based on the numeric and 

categorical independent variables with some degree of accuracy. 

Validity and Reliability 

The time-period utilized for this research project was chosen to maximize data 

quality and exclude any significant changes in operational definitions or operational 

policies that might have affected the validity of the results. VFE has face validity. 

Logically, data collected on “funds involved” should provide a valid measurement of the 

financial risk faced by victims of an economic crime under investigation by the BFI. By 

studying the entire population of investigations closed over a six-year period rather than 

using a sampling methodology, there can be no sampling error and the possibility of 

selection bias will be reduced.   

External validity primarily addresses whether the results of a research study can 

be generalized. Maxfield and Babbie (2009, p.55) define external validity by asking “do 

research findings about cause and effect apply equally to different cities, neighborhoods, 

and populations?” Although the methodology used here may provide insight that might 

be applied to other environments, the aim of this research project is focused on improving 

the investigative performance of a specific unit rather than being able to generalize any 

findings.     

Reliability “is a matter of whether a particular measurement technique, applied 

repeatedly to the same thing, will yield the same result each time” (Maxfield and Babbie, 

2009, p.93).  StatTools (Pallisade, 2009) provides various measures of statistical 
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reliability for use on population samples. Greater uncertainty is introduced where two or 

more independent variables are closely correlated to each other (multi co-linearity). In 

cases where multi co-linearity exists, the standard error of the estimates would increase, 

reducing the degree of confidence that can be placed in those estimates.  

Ethics and Confidentiality 

This professional project did not involve human subject research.  No data was 

obtained from human subjects that were about those subjects, nor was any identifiable 

private information obtained from human subjects.  Ethical concerns primarily related to 

ensuring that sensitive or confidential data was not improperly released. Investigations 

conducted by the BFI are generally confidential and exempt from disclosure under 

Florida public records laws until the investigation is closed or ceases to be active. This 

research project addresses confidentiality concerns by using data that relates only to 

closed investigations that are no longer active. In addition, any confidential or sensitive 

information identifying investigative targets (e.g. name, address, social security number) 

was redacted from the spreadsheets used in analysis to prevent accidental release of 

protected information.   

Findings 

Investigative Resources 

The primary resource available to the BFI to enable it to fulfill its mission is 

investigative personnel.  In the 2009/10 fiscal year, approximately 85 % of the BFI 

budget was expended on personnel, most of whom are investigators. Each regional team 
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is headed by a manager5 who supervises investigators that fall into one of three 

categories; Financial Investigator-Criminal Enforcement [FI-CE], Senior Financial 

Investigator [SFI] or Financial Investigator [FI].  The FI-CE is the most senior non-

managerial position within the bureau whereas the FI is comparable to a journeyman who 

is qualified in his trade, but not yet a master.     

Investigative success depends on wisely allocating personnel between regional 

offices and deploying staff to investigations accurately assessed as being of high priority. 

While investigators from more than one region can work together to tackle large inter-

regional investigations, the costs of travel and per diem necessitate avoiding this practice 

as much as possible. 

 

Figure 5. Investigative staffing by region 

                                                 
5 Investigators in the Fort Myers and Tallahassee Field offices are supervised by managers located 

in Fort Lauderdale and Pensacola respectively. 
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Figure 5 shows the assignment of investigative personnel excluding 

administrative support staff. Tampa has the greatest number of investigative positions 

followed by Miami then Ft. Lauderdale and Orlando.  The staffing and structure of the 

investigative unit in each regional office can be seen to vary considerably. For example, 

Orlando’s investigative positions are all at the FI-CE level, whereas Ft. Myers has no 

Financial Investigator positions but Miami has three. 

Investigative Workload 

A detailed analysis revealed that over the six-year period investigations comprised 

61% of the total BFI workload, preliminary investigations 32%, assistance provided to 

other agencies 5% and assistance to other OFR divisions 2%. The total BFI workload by 

the primary alleged crime under investigation is shown in Figure 6. Clearly, the highest 

BFI workload relates to allegations of securities violations [49%] followed by alleged 

mortgage violations [19%]. Investigations relating to money service businesses [MSB], 

other finance-related violations (i.e. non-mortgage consumer finance transactions such as 

motor vehicle loans) and loan brokers6 are fairly evenly distributed at 11%, 10% and 9 % 

respectively.  Very few investigations [2%] were conducted into alleged violations of the 

numerous Florida laws under OFR jurisdiction relating to depository financial 

institutions.  For the sake of simplicity these are shown in Figure 6 in the category 

banking related. 

                                                 
6 Loan Brokers are not licensed by the OFR and typically charge an upfront fee to arrange a 

consumer or commercial loan. 
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Figure 6.  BFI workload by primary allegation 

The workload of each regional office was analyzed by the crime alleged and 

whether the primary target was licensed or unlicensed with the OFR at the time the 

investigation began.  Figure 7 illustrates the total investigative workload for the period 

including preliminary investigations and “assists” by region. The regional offices with 

total workloads exceeding 250 investigations were Tampa [TPA], Orlando [ORL], Miami 

[MIA] and West Palm Beach [WPB].  In Tampa, Orlando and West Palm Beach the 

majority of investigations concerned allegations of securities fraud. In Miami, 27% of 

investigations were securities related whereas mortgage related investigations comprised 
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31% of that region’s workload.  

 

Figure 7. Workload by region and alleged violation. Note. Investigations conducted into 

any violations of Florida laws relating to financial institutions are categorized as “bank” 

investigations for simplicity. 

 

Figure 8 illustrates VFE by region. Orlando and Tampa were found to have the 

highest number of investigations where the VFE exceeded $1 million (44 and 37 cases 

respectively). All north Florida regions combined accounted for 55% of investigations 

conducted where VFE exceeded $1 million. 
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Figure 8. VFE by region. Note.  Figure illustrates only those investigations where VFE 

was greater than zero.  

 
When examining the number of investigations conducted involving more than 50 

victims, the highest regional workload is found to be in Tampa [3.4% of BFI cases], 

followed by Orlando [2.6%] and Miami and West Palm Beach [1.6%] (Figure 9). 

Regional workload was also viewed from the perspective of whether the primary target 

was licensed or unlicensed with the OFR at the time the investigation began. Figure 10 

shows the workload for each region classified by licensing status. Clearly, investigative 

work involving entities and individuals that hold no license with the OFR dominated. 

Indeed, 84% of total work performed by the BFI related to non-licensees.  
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Figure 9. Victims by region 

 
  

Figure 10. Regional workload by licensing status 
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This study also calculated the average workload of an investigator over the period 

under examination. Data concerning workload [Figure 11] suggests that investigators in 

the Orlando and Tampa regions carry the highest average workload. This reinforces the 

findings discussed supra, but also indicates that investigators in the Pensacola [PNS] 

regional office have a higher than average caseload.     

 

Figure 11. Regional investigator workload. Note. Figure assumes all positions filled 

throughout the period whereas in fact there has historically been a 5% to 12% vacancy 

rate.   

Predictive Modeling Results 

Cleaned data on the investigations conducted by the BFI was used to train both 

MLF and PNN neural networks using Neural Tools (Pallisade, 2009). Preliminary 

investigations and those involving assistance to other agencies or bureaus are not in-depth 
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investigations and consume few resources. During the period under review, 193,896 work 

hours were logged against all investigations, but only about 5% of these hours were spent 

conducting preliminary investigations. Additionally, these superficial reviews rarely 

contain reliable data on VFE. Therefore, for the purposes of modeling, preliminary 

investigations and assists to other agencies or divisions were excluded.   

Modeling was performed on four data sets: (a) all investigations; (b) all 

investigations where VFE was greater than zero; (c) investigations relating to finance and 

securities violations only and (c) securities and mortgage investigations only. Neural 

networks were trained using the independent variables listed in Table 2 and tested based 

on a random sample of cases not used for training purposes. Performance of all initial 

models was found to improve where a range (category variable) was substituted for 

discrete values of the dependent variable VFE and the independent variables “targets” 

and “victims”  (e.g. VFE $10 million and over, more than five targets, 500 or more 

victims).         

The PNN consistently out performed the MLF methodology on all data sets. The 

most accurate predictor of VFE was obtained while training a PNN net on data relating 

only to securities and mortgage related investigations. This is to be expected since these 

investigations generally involve quantifiable financial losses to victims. The most 

important independent variables in this model were found to be the number of victims 

[44.4%] followed by target location [20.1%] and case classification [16.8%]. In training, 

this model was able to accurately forecast VFE 74% of the time, but when tested on a 

15% random sample of cases the accuracy fell substantially to under 20%. Detailed 
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results of modeling activity where the dependent variable is VFE are contained in Table 7 

of Appendix B. 

Conclusions and Recommendations 

The raw information initially collected was not of high quality and considerable 

effort had to be devoted to manually cleaning the data to improve accuracy. The findings 

of this study concerning the development of a neural network, while providing useful 

insight, must be viewed through the lens of a relatively small and imperfect data sample. 

Despite this caveat, several interesting and useful conclusions can be drawn. 

The primary focus of the BFI is on allegations of fraud and unlicensed activity, so 

a large percentage of workload relating to unlicensed activities is expected. However, 

only 16% of BFI work during the period under examination related to licensees. This 

suggests that the BFI should consider placing a lower priority on some investigations 

involving licensees. This is counter-intuitive and at variance from the BFI philosophy 

that allegations concerning licensees should receive the highest priority. There may be 

reputational, political or other considerations for according investigations against 

licensees a high priority, but this study suggests that this may not be the best decision if 

the aim is to minimize financial harm to victims.  

Historically, the perception within the BFI is that the busiest regional offices are 

located in south Florida due to that area’s high crime rate and population density. Over 

5.5 million people resided in the high property crime counties of  Dade [Miami], Palm 

Beach [West Palm Beach] and Broward [Ft. Lauderdale] in 2007 (FDLE, 2007). 

Conventional wisdom also argues that south Florida, and Ft. Lauderdale in particular, is 

the epicenter of securities and investment fraud in Florida.  
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While this may have been true at one time, this study does not support this 

assertion. In fact, this study reveals that Tampa has a regional workload 41% higher than 

the busiest south Florida office (Miami) and that all north Florida regional offices 

combined accounted for 58% of the statewide workload. As Figure 8 illustrates, the 

number of investigations where VFE exceeded $1 million is higher in both Orlando and 

Tampa than in any south Florida region.   

The findings relating to workload argue that investigative personnel are not 

allocated optimally between regional offices. An imbalance exists between the north and 

south Florida offices, specifically too few resources are devoted to Orlando and Tampa. 

The average workload per investigator in three north Florida regional offices (Orlando, 

Tampa and Pensacola) exceeds that of Miami. As vacancies occur, consideration should 

be given to reallocating positions from Miami and Ft. Lauderdale to provide additional 

resources for Orlando and Tampa.              

This study finds promise in using a probabilistic neural network in an attempt to 

predict VFE, especially for securities and mortgage related investigations. The best of the 

trained nets suggest that the most significant independent variables are the number of 

victims, the county where the primary target is located and the case classification. 

Perhaps surprisingly, whether conduct was ongoing at the time the investigation was 

opened was not found to be as relevant to predicting VFE as previously thought. 

However, the current rates of testing error are too high for any of the models 

developed here to be deployed in production. Additional research is needed along with 

more data to train and test the model.  BFI data captured since the full implementation of 

the REAL system in January 2009 is more detailed and promises to be of higher quality. 
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Future research should benefit considerably from improvements in management 

information brought about through REAL and the acquisition of more data. A greater 

breadth and depth of information, for example concerning victim demographics, will 

likely suggest additional independent variables to test and improve modeling accuracy.      

No analytical technology can be a substitute for the professional judgment of 

seasoned managers, but with additional research a neural network may yet be trained that 

can assist BFI in making better-informed resource allocation decisions.     
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Appendix A 
 

Operationalization of Variables 
Table 3  

Case Identifying Data 

Data Element Type of Field Definition 
Activity Number Alpha numeric 

[ATS] or 
numeric [REAL] 

System assigned case number. 

Date Added  Date  Date investigation opened.   
Disposition Date  Date Date investigation closed.   
Region Text Name of regional office assigned to investigation.  
Employee Assigned Text Name of investigator assigned to case. 
Target Name 
(redacted) 

Text Name of primary target of investigation. 
Redacted to ensure confidentiality.  

Target Address 
(redacted) 

Text Primary address of target. Redacted to ensure 
confidentiality. 

Target City Text City where target is located. 
Target County Numeric  County where located (if in Florida). 
Target State Standard state 

abbreviation 
State where target located.  

Target ZIP ZIP + 4 ZIP where target located. (U.S. based targets 
only) 

Note. Table created to define and explain data elements in the BFI case management 
systems known as ATS and REAL.  
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Appendix A continued 

 
Table 4  

Nature and Scope 

Data Element Type of Field Definition 
Area Text Shows if the investigation relates to licensed or 

unlicensed activity is a preliminary 
investigation or an “assist” to another agency or 
OFR division.    

Entity Text Type of entity e.g. mortgage lender, mortgage 
broker, securities issuer, loan broker.   

Type Text Type of instrument/product e.g. stock, 
investment contract, mortgage loan. 

Issue Text Primary allegation, e.g. fraud, sale of 
unregistered securities, advance fee scam. 

Funds Involved Dollar Scope of the investigation. Dollars at risk. 
Funds Lost Dollar Actual or estimated victim losses.   
Principals Numeric Total number of targets and associated targets 

(individuals and businesses).  
Violations 
Substantiated 

Date Date one or more violations are deemed to have 
been substantiated.  

Activity Halted Date Date alleged illegal activity believed to have 
ceased. 

Victims Florida Numeric Total number of Florida residents who are 
believed to be victims.  

Victims Other Numeric Total number of non-Florida residents who are 
believed to be victims. 

Subpoena Numeric Number of subpoenas issued during 
investigation. 

Complexity Text Complexity of case when closed. High, 
medium or low.   

Hours Worked Numeric Total hours worked during the course of the 
investigation.  

Days Open Numeric Number of days between “date added” 
(opening) and “disposition date” (closing). 

Priority Numeric Priority of case.  Current values are 1 (high), 2 
(medium), and 3 (low). 

Note. Table created to define and explain potential independent variables.   
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Appendix A continued 

Table 5  

Referrals for Enforcement Action 

Data Element Type of Field Definition 
Referred to Legal Date Date report of investigation formally referred to 

OFR legal counsel for enforcement action 
Referred to State 
Attorney 

Date Date investigation formally referred to State 
Attorney for criminal action. 

Referred to Statewide 
Prosecutor 

Date Date investigation formally referred to Office 
of Statewide Prosecutions for criminal action. 

Referred to US 
Attorney 

Date Date investigation formally referred to U.S. 
Attorney for criminal action. 

Referred to Attorney 
General 

Date Date investigation formally referred to 
Attorney General for civil enforcement action. 

 
Note. Table created to define and explain data elements capturing enforcement actions. 
 

Table 6  

Case Disposition 

Data Element Type of Field Definition 
Disposition Text Final disposition of case, e.g. closed with action, 

closed due to insufficient evidence, closed 
prosecution declined. 

Voluntary restitution  Dollar Victim restitution paid voluntarily by target. 
Court Ordered 
Restitution 

Dollar Restitution ordered by a court to be paid to 
victims. 

Fines Ordered Dollar Fines assessed pursuant to administrative order or 
criminal judgment/sentencing. 

Costs Ordered Dollar  Investigative costs ordered paid to the OFR by the 
court.  

Prison Numeric Total number of months of imprisonment for all 
defendant(s) connected to the investigation. 

Probation Numeric Total number of months of probation for all 
defendant(s) connected to the investigation. 

Note. Table created to define and explain data elements used to capture final case 

disposition. 
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Appendix B 
 

Neural Network Results 

Table 7  

 
Neural Network Results Summary where Dependent Variable is Victim Financial 
Exposure 

Data Set 

 
Neural 

Net 
Type   

Independent Variable 
% Contribution   Train Test  

  Region 
Target 

Location 
Case 

Classification Ongoing Victims Targets 
%  
"bad" 

% 
“bad" 

All 
Investigations PNN 8.8 13.7 12.4 0.9 51.6 12.7 38 71 

All 
Investigations MLF 11.8 23.6 18.1 5.1 28.6 12.7 71 81 

All 
Investigations 

- Non Zero 
VFE PNN 5.4 28.8 18.1 2.7 37.7 7.3 35 66 
All 

Investigations 
- Non Zero 

VFE MLF 14.8 20.2 19.3 6.6 25.4 13.6 65 77 
Finance and 

Securities 
Investigations PNN 6.6 31.1 9.3 3.1 41 8.9 29 66 
Finance and 

Securities 
Investigations MLF 12 21.6 13.2 6.2 29.8 17.1 66 80 
Mortgage and 

Securities 
Investigations PNN 5.9 20.1 16.8 5.3 44.4 7.6 26 78 
Mortgage and 

Securities 
Investigations MLF 12.6 24.7 6.6 7.1 31.5 17.4 66 77 
 

Note. Table summarizes the results obtained by the author during the training and testing 

of both MLF and PNN neural networks using Neural Tools software on various data sets. 

The table also records the impact that each independent variable had in predicting VFE.  
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