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Abstract 

Hacktivists create dossiers on any entity that is perceived to be an obstacle to their social 

or political agenda. This includes individuals, public and private entities, law enforcement 

agencies, military personnel, government officers, and other entities. Dossiers are created from 

the content found in social media networks, Google searches, private, public, government, and 

military websites, reverse IP lookup, social engineering, hacking, phishing, and other sources. 

Once information is found, online activists publicize the information via Pastebin, social media 

networks, other websites, and other forums. This is called doxing, a term derived from 

documents. The goal of doxing is to threaten, embarrass, harass, and humiliate the individual or 

organization to further the hacktivists agenda. The purpose of this capstone project is to call to 

attention the problems that arise as a consequence of hacktivists doxing individuals and other 

entities. The ramifications of doxing are critical to an individual’s and other entity’s safety 

because the information disseminated exposes the individual or organization to be a victim of 

identity theft, hacking, financial crimes, and other crimes. To mitigate the effects of doxing, 

individuals and organizations need to take an active role by being conscientious of the 

information disseminated via social media networks, over the phone, emails, texting, and other 

means. Organizations need to actively defend their infrastructure by implementing defense in 

depth best practices to protect the organization’s information and information systems. 

Following the “protect, detect, and react” model, organizations achieve information assurance 

that establishes a balance between people, technology, and operations.  

Keywords: Cybersecurity Intelligence and Forensics, Christopher Riddell, Vernon McCandlish,   

political activists, economic crimes, identity theft, information protection, technological crimes  
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Mitigating The Effects of Doxing 

Statement of the Problem 

The purpose of this research was to examine methods that may help individuals mitigate 

the effects of doxing, a term derived from documents. Doxing consists of aggregating as much 

information on an individual or organization using social media networks, web search engines, 

social engineering,
1
 basic deduction skills, and password cracking methods

2
 (Treasur3, 2011). 

Once enough information is gathered on a targeted individual or organization, the attacker 

openly publishes the target’s personal photos, personally identifiable information, and any other 

information, including information on family members, in retaliation for a perceived offensive 

action the target or the target’s organization may have taken (Paget, 2012). The attacker 

publishes this data via social media networks, Pastebin
3
, AnonPaste

4
, and other online forums 

(FBI, 2011). In many instances, hacktivists rather than cybercriminals use doxing as an attack 

method. A hacktivist is an individual that uses cyber exploitation attacks for social, religious, 

political, or cultural ideologies (U.S. Department of Homeland Security, n.d.). Although 

hacktivists perpetrate cybercrimes, for purposes of this research study, a hacktivist is 

characterized differently from cybercriminals in that cybercriminal’s sole intent is to perpetrate 

                                                 
1
 Social engineering is a non-technical attack that exploits human weaknesses. The goal is to bypass technological 

alerting mechanisms by obtaining information that gains administrative access to the network or other sensitive 

areas. The attacker invents any scenario that helps persuade or trick the target to perform an action (ex. reset a 

password) or divulge information (ex. username, password) (Verizon, 2012). 
2
 Password cracking refers to methods used to decode a password. Computer algorithm software is used to make 

combinations of numbers, upper and lower case letters, and special characters to decode the password (Janssen, n.d.) 
3
 Pastebin and similar websites are text-sharing websites where individuals copy and paste any text, programming 

source code, or any other type of information viewable by the public. These websites are popularly used by hackers 

and hacktivists because it does not require registration; users can paste large text files, and it’s traditionally used in 

IRC networks (Zeltser, 2011, The use of Pastebin). 
4
 AnonPaste is a free pasting service developed by the hacktivist collective Anonymous and the People Liberation 

Front (PLF). AnonPaste was designed to protect people’s identities by encrypting all pastes preventing data server 

storage. AnonPaste also does not keep connection logs further protecting IP address detection. Any type of data can 

be pasted on AnonPaste because it is not censored, moderated, or deleted (Poeter, 2012). 
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an attack either for financial gain, to cause mischief, to cause terroristic harm, or for cyber 

espionage reasons. 

Understanding methods used by hacktivists to dox targeted entities provides valuable 

insight to recognize the dangers to individuals, law enforcement personnel, and public and 

private entities that occur as a result of doxing. This research attempted to answer the following 

questions:  

 How do hacktivists dox a targeted entity?  

 What are the ramifications of doxing?  

 What is the correlation between privacy and doxing?   

This research attempted to explore available tools and methodologies that information 

security researchers recommend individuals and organizations implement. These methodologies 

help prevent hacktivists and other cyber criminals from obtaining personally identifiable 

information, login and password information, and any other personal information that can lead to 

compromising the physical and online security of targeted individuals. In addition, this study 

may help public and private organizations, law enforcement personnel, and other entities 

implement methodologies that may mitigate the risk posed by hacktivists and other cyber 

criminals from compromising the entities network infrastructure.  

In 2011, hacktivist groups stole more records than the combined records stolen by other 

cybercriminals, internal employees, and business partners. According to Verizon’s 2012 Data 

Breach Investigations Report, of the 174 million records stolen worldwide in 2011, more than 

100 million records were stolen by hacktivist groups (Verizon, 2012). This finding gives an 

indication that online activist groups, commonly known as hacktivists, evolved from using 

typical digital retaliation techniques that include website defacements, denial of service (DoS) 
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attacks, distributed denial of service (DDoS) attacks, defined later in this document, and other 

disruptive telecommunication techniques to more sophisticated cybercrimes. This includes 

hacking into corporate networks to steal personal and corporate data for financial gain, social, 

religious, cultural, or political reasons. Some hacktivists attack corporate networks through the 

use of a botnet
5
 or malware to cause serious damages to the targeted entities. A more popular 

attack by hacktivists is to dox individuals and agencies to intimidate, harass, embarrass, or “just 

because”. 

Hacktivists Common Modi Operandi 

Website defacement. In most instances, hacktivists deface an entity’s website to change 

the main web page’s visual appearance. The objective is to place the group’s slogan, a reason for 

the attack, and a taunting message to the system administrator identifying the web server’s 

vulnerabilities. The majority of the times web defacement results from conducting SQL 

injections (SQLi)
6
 on the target’s web server. This enables the attacker to log into the 

administrator’s account. Although the purpose of the attack is to vandalize the website, through 

SQLi, the attacker gains access to the web server where email, other personal and corporate data 

is stolen (Kanti, Richariay, and Richariay, 2011). In February 2011, the hacktivist collective 

Anonymous
7
 (hereinafter Anonymous) defaced the security firm HBGary Federal website in 

retaliation for the company’s initiative to track online activists that participated in the online 

protests supporting WikiLeaks (Prince, 2011). By gaining access into the system’s web server, 

                                                 
5
 A botnet consists of a large network of compromised computers, called zombies, remotely controlled by an 

individual or group of individuals known as bot-herders (Microsoft, 2012, What’s a botnet). A bot is short for robot. 
6
 SQL injection (SQLi) is a web-based attack where the attacker enters (injects) extra text in an entry field on a 

website. When the SQL database (db) server is poorly designed to handle inputs, the extra text is handled by the db 

as an SQL code instead of an input data. SQLi exploits security vulnerabilities found in SQL servers, a db server 

used by many of today’s websites. The objective is to expose hidden data, override valuable data, or execute system 

level command on the db host (The PHP Group, 2012). 
7
 Anonymous is a leaderless informal collective of people that conducts online vigilante justice to protect the free 

flow of online information (Anonymous, 2010). This hacktivist group opposes anyone (ex. individuals, corporations, 

and governments) perceived to impede the flow of information (Paget, 2012). 
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Anonymous stole corporate emails to gain access to one of the system administrators’ 

credentials. Through the use of social engineering, the Anon, an Anonymous member, was able 

to trick a network administrator to hand over complete control of HBGary’s CEO Greg 

Hoglund’s security-research site rootkit.com; the Anon also stole other corporate data, and shut 

down the website (Prince, 2011).  

Denial of service (DoS) attacks. Another technique used by hacktivists is to conduct 

DoS attacks. This attack consists in one individual disrupting the services of the targeted entity’s 

website. The objective is to send more requests for services than the web server can handle. This 

causes the web server to become inaccessible. This prevents legitimate users from accessing 

information or services (US-CERT, 2009). Anonymous and supporters use various types of 

software to conduct DoS attacks; this includes LOIC
8
, HOIC

9
, RefRef

10
, SLOWLORIS

11
, and 

others.  

DoS attacks are not as effective as DDoS attacks because the targeted server is able to 

mitigate attacks from one computer using one Internet connection than many computers using 

Internet connections from various parts of the world (Weis, 2012). However, DoS attacks are 

useful in creating a distraction by funneling attention and resources away from further attacks. 

Thus while the server is mitigating the DoS attack, the attacker sends a targeted attack intended 

to breach into the server (Weis, 2012). This technique was used by Anonymous during #OpSony 

in April 2011 (Takahashi, 2011). On this instance, Anonymous retaliated against Sony for taking 

                                                 
8
 LOIC, Low Orbit Ion CAnon, was developed by Praetox Technologies for legitimate purposes. It’s an open source 

tool that helps network administrators’ test network stress levels to detect vulnerabilities (Pras et al., 2010). 
9
 HOIC, High Orbit Ion CAnon is another open source Windows executable tool designed to conduct internal 

network security and stability testing (SpiderLabs, 2012). 
10

 RefRef is open source software developed by Anonymous that fools the targeted web server into using its own 

processing power to shut down after exhausting its own resources (Kumar, 2011). 
11

 SLOWLORIS is Linux open source software developed by RSnake. As this tool requires the use of Perl it is not 

as popularly used (Gallagher, 2012). This tool sends small chunks of requests for service to the targeted server 

forcing the server to remain open until the full request is received (Gallagher, 2012). 
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legal action against two individuals that reversed engineered the PlayStation 3 (PS3) security 

system. As a result, these individuals developed software that allowed users to run unauthorized 

programs on the PS3 (Takahashi, 2011). As Sony’s web server was being DoSed, Anons 

launched another attack that resulted in theft of credit card data of over 12 million customers 

(Weiss, 2012).  

Distributed denial of service (DDoS) attacks. One of the most popular weapons of 

mass disruption of online services used by hacktivists is DDoS attacks. This exploit is an 

intensified version of a DoS attack, where the attacker uses multiple computers to launch the 

attack (Cisco Systems, 2004).  There are several methods to conduct DDoS attacks. In some 

instances, the hacktivist group coordinates supporters to launch DoS attacks at specific times and 

dates. On April 2, 2012, Anonymous announced on its Twitter account, AnonOpsUK, 

“Operation Trial at Home,” to be carried out in retaliation for the United Kingdom’s efforts to 

extradite the hacker Gary McKinnon; Richard O’Dwyer, owner of a file sharing website that 

illegally shared copyrighted material; and Chris Tappin, a retired British businessman the U.S. 

government accused of providing Iran with documentation that could be used to build surface-to-

air missiles (Kovacs, 2012). In its announcement on Twitter, Anonymous rallied supporters to 

use any DoS software to target the homeoffice.gov.uk, on April 7, 2010 at 9 p.m. UTC 

(Softpedia, 2012, OpTrailARHome banner). 

In other instances, hacktivists recruit supporters for a cause by inviting them to download 

software to allow the hacktivists to remotely access the computer to send multiple amounts of 

data to a targeted website or to email spam to targeted email addresses (US-CERT, 2009). In 

December 2010, Anonymous conducted “Operation Payback” to retaliate against Amazon for 

removing server access to the WikiLeaks website; PayPal, Visa, MasterCard, and PostFinance 
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for cancelling WikiLeaks’ accounts preventing supporters from being able to make online-

donations (Pras et al, 2010). During #opPayback, Anonymous used a modified version of LOIC 

called LOIC in Hive Mind, where attacks were remotely controlled by one or more Anons. In 

essence, #opPayback supporters voluntarily joined a botnet to launch DDoS attacks. Anonymous 

recruited supporters through Twitter by announcing when a targeted entity was to be DDoSed.  

For instance, on December 7, 2010, during the attack against VISA, Anonymous announced via 

its Twitter account Anon_Operation the IRC
12

 server address to log into, irc.Anonops.net (See 

Figure 1).  

 

Figure 1. Anonymous announcing DDoS attack against Visa.com  

Note: This figure was taken from Attacks by “Anonymous” WikiLeaks Proponents not Anonymous (Pras et al., 2010). 

Once there, individuals accessed the IRC channel #loic, where “all parameters of [the] 

attack (including the target) [were] set up remotely” (Pras et al., 2010, p. 4). If Twitter suspended 

the account, Anonymous would set up another Twitter account and IRC channels to continue the 

attack or target other entities (Pras et al., 2010).  

There have been instances however, when individuals involuntarily conducted DDoS 

attacks. On January 19, 2012, Anonymous misled individuals into launching DDoS attacks 

against the Department of Justice website. This took place when individuals unwittingly clicked 

on the Twitter link #opmegaupload to obtain information regarding Anonymous retaliation 

                                                 
12

 Internet Relay Chat (IRC) similar to chat rooms, an IRC is useful for exchanging text messages or conducting 

online conferences (U.S. Department of Homeland Security, n.d.) 
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against the U.S. Department of Justice for disabling the file sharing website Megaupload 

(Norton, 2012).  

Justification of the Problem 

Hacktivist groups such as Anonymous have increasingly used doxing to retaliate against 

law enforcement agencies by publicly displaying the targeted officer’s personally identifiable 

information (PII) along with the PII of anyone that is associated with that officer. The effects of 

doxing are severe enough that on August 2, 2011, the FBI issued an intelligence bulletin warning 

law enforcement personnel and other victims of the risk for identity theft and harassment faced 

through doxing (FBI, 2011).  

Law enforcement personnel are not the only entity victimized by doxing. Aside from 

DoSing Sony’s web server, stealing over 12 million credit card records, some Anons launched a 

different mission called “Sony Recon.” This operation consisted in doxing Sony’s corporate 

executives, spouses, children’s schools, and frequented retail stores (Anderson, 2011). The 

Anons then sifted through the information to locate Sony’s executives’ home address. Armed 

with this information, the Anons searched through government websites to obtain personal tax 

refund information, house size, and the victims’ neighbor information (Anderson, 2011).  

The most alarming part of doxing is that since most of the information needed to trace an 

individual is readily available online, doxing is perpetrated by individuals who, in most 

instances, have little or no hacking experience. This is not to say that all online activists are 

amateur hackers; to the contrary, there are some hacktivist that are highly skilled hackers. 

Regardless of the online activist hacking skills, the fact remains that these individuals are one of 

the greatest security threats (Dysart, 2011). This statement is supported by Verizon’s 2012 Data 

Breach Investigations Report that found that one of the most significant changes seen in 2011 
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was the increase in activity of hacktivists against larger organizations worldwide (Verizon, 

2012).   

In fact, Verizon discovered that the number of data breach cases perpetrated by online 

activist groups in 2011 exceeded the total number of cases Verizon analyzed in the previous 8 

years (Verizon, 2012). It is important to note that the Verizon report was not exclusive to 

Verizon’s data but rather included data from organizations around the world including the United 

States Secret Service, the Dutch National High Tech Crime Unit, the Australian Federal Police, 

The Irish Reporting & Information Security Service, and the Police Central e-Crime Unit of the 

London Metropolitan Police (Verizon, 2012).  

Another alarming issue is that although hacktivists attacks have been widely publicized in 

the media, many individuals, private and public organizations do not do enough to protect their 

personal online information. A 2012 Norton Cybercrime Report found that 40% of individuals 

surveyed do not use complex passwords or change passwords frequently while over a third of 

individuals surveyed do not verify that the padlock symbol appears on the browser before 

entering personally sensitive information such as online bank authentication (Symantec, 2012). 

Researchers also found that 30% of people surveyed lack Internet safety usage or do not 

understand cybercrime (Symantec, 2012). Another 40% of individuals surveyed were not aware 

of the stealth nature of some malware while another 55% of individuals were not certain whether 

their computers were free of viruses (Symantec, 2012). 

To make matters worse, Hacktivists frequently evolve their tactics and techniques. In 

March 2012, the hacktivist group AntiSec conducted a counter intelligence attack against the FBI 

by claiming to have hacked into the notebook of FBI supervisor, Christopher Stangl, stealing 12 

million Apple’s Unique Device Identifiers (UDID), along with “user names, device names, 
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notification tokens, cell phone numbers and addresses” (Infosecurity, 2012, Hackers claim). As 

proof of the hack, AntiSec published one million UDID numbers, though user names, device 

name, or any other sensitive information was not released, on Pastebin and various BitTorrent
13

 

sites (Infosecurity, 2012, Hackers claim). This served as anti-FBI propaganda as AntiSec 

claimed that the FBI was spying on individuals via iPod Touch, iPhones, and iPads (Infosecurity, 

2012, Hackers claim). Uproar from individuals and organizations followed at the enormity of the 

government intrusions that despite the FBI’s denial that such hack ever occurred and Apple’s 

denial that UDIDs had been provided to the FBI (Chalk, 2012) no one believed them. AntiSec’s 

deception was exposed when David Schuetz, a computer security consultant, discovered that the 

UDIDs had not originated from the FBI but rather from a hack on the app development company 

Blue Toad (Sanders, 2012). Apple further explained that Blue Toad being an app developer 

would have access to UDIDs device name and type but not to the users account information and 

other sensitive information as claimed by AntiSec (Sanders, 2012).  

In yet another separate incidence, in September 2012, the hacktivist group NullCrew, 

hacked into the Northern Ireland Home Office website to leave an Assange poster in response to 

England’s effort to extradite Julian Assange, WikiLeaks founder, to Sweden.  At the same time 

and for the same reason, Anonymous launched DDoS attacks against the British Intelligence 

agencies MI5 and MI6. This forced both websites to be offline for one hour (Infosecurity, 2012, 

What the Anonymous Attacks). These recent attacks to high profile agencies further emphasize 

the need for private, public, and government agencies to take serious measure in place to 

mitigate and limit cyber-attacks.  

                                                 
13

 BitTorrent is a peer-to-peer file sharing protocol that reduces the amount of bandwidth required to transfer files by 

distributing bits of file data into multiple systems. For example, a movie file is partitioned into bits of data stored on 

multiple computers, when an individual downloads the movie file, the BitTorrent system locates multiple computers 

containing the bits of file that makes up the complete movie file (TechTerms, 2007, BitTorrent). 
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Current Deficiencies in Research 

Although hacktivists’ doxing individuals and organizations have been widely published 

in the media, not much has been done to counter online activists’ intrusions (Dysart, 2011). The 

problem exists in that even though many research studies have been written about hacktivists 

conducting DoS attacks, there has been little research on hacktivist attacks through doxing. As an 

example, while investigating hacktivist use of doxing in research studies, scholarly journals, and 

books, the author of this research study found none. Some of the resources searched included 

Homeland Security Digital Library, EBSCO, the International Security & Counter-Terrorism 

Reference Center, ProQuest Social Science Journals, Faulkner Information Services, and others. 

A search through LexisNexis Academic resulted in 16 sources. All of these were news articles; 

some articles described instances where an entity was doxed (See Figure 2).  

 

Figure 2. LexisNexis Academic doxing search results 

A simple Google search for the word “doxing” resulted in 72,800 websites containing 

tutorials, definitions, news articles, blogs, YouTube videos, hacktivists posting dox results, and 

other information. After looking through 100 of these search results, the author of this study 

found no scholarly journals, research studies, or empirical research studies. Another Google 
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search for the word d0xing, a popular jargon used by hacktivists to refer to doxing, resulted in 

5,500 search results. The search results constituted d0xing tutorial, news articles, blogs, and 

other information.  

This finding is troubling because aside from DoS and DDoSing attacks, doxing is one of 

the most popular methods of attack by hacktivist. In December 2011, to protest the Stop Online 

Piracy Act (SOPA), Anonymous called on “all d0xers, hax0rs, phreaks, and social engineers” 

(Scrooby, 2012) to provide support in conducting operation Hiroshima (#OpHiroshima). The 

objective as seen in Figure 3 was to obtain as much information as possible on government 

agencies, political parties, corporations, and law enforcement officers supporting SOPA.  

 

Figure 3. Anonymous rallying supporters to conduct #OpHiroshima 
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Eleven days later, on January 1, 2012, all information gathered appeared on Facebook, 

Twitter, MySpace, YouTube, dating websites, chat room forums, and other websites. Some of 

the individuals and entities doxed included Mayors Ralph Becker and Michael Bloomberg, 

Senator Orrin Hatch, Congressmen Adam Schiff and Connie Mack, Congresswoman Mary Bono 

Mack, NYPD Commissioner Raymond Kelly, Police departments from Long Beach, Boston, and 

Oakland, Time Warner’s CEO Jeffrey Bewkes, and others (#Op Hiroshima, 2012).  

 In another instance, in May 2012, in support of the Anti-NATO protest in Chicago, IL as 

well as the Bureau of Justice Statistics (BJAS) compilation of statistics related to hacking crimes, 

the hacktivists AntiS3curityOPS and Anonymous worked together to hack into the Bureau of 

Justice Statistics network to steal 1.7GB of data. Some of the stolen data included internal emails 

and other sensitive information. The hacktivists made the stolen data available to the public as a 

BitTorrent file on The Pirate Bay
14

 (Schwartz, 2012).  

Stolen data and any other data that is dumped at similar websites to The Pirate Bay and 

Pastebin are rich data mining resources for doxing purposes and other cybercrimes. In December 

2010, the hacktivists group Gnosis uploaded a long readme file containing server logins, 

employee usernames and passwords from Nick Denton’s Gawker Media. Gnosis also uploaded a 

500MB torrent file containing 1.3 million usernames and passwords on The Pirate Bay (Brian, 

2011). The issue for the companies is that if it does not act quickly to deactivate the 

compromised usernames and passwords, cyber criminals can use anyone of these usernames and 

passwords to login to employees emails as reconnaissance to assess what other useful sensitive 

information could be stolen. This data may be used to launch further attacks against the company 

                                                 
14

 The Pirate Bay is BitTorrent file sharing website that makes it easy to transfer large files. Anyone can upload and 

download torrent files for free. The Pirate Bay, registered in the Republic of Seychelles, only saves torrent files on 

the server thus no copyrighted or illegal material is stored on the server making it harder for law enforcement to 

track individuals responsible for uploading the file (The Pirate Bay, 2007). 
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or its employees. Aside from The Pirate Bay and Pastebin, there are other websites that maintain 

a list of doxing activity. The website remainAnonymous.org/d0x contains a list of over 88 

instances where hacktivists doxed individuals, organizations, law enforcement, and other entities.  

Literature Review  

The intent of this research was to examine methods that may help individuals mitigate the 

effects of doxing. To do this, it was necessary to comprehend the impact of doxing by 

demonstrating the tools used by hacktivists when doxing targeted individuals. In identifying how 

doxing is perpetrated, recommendations are made to help mitigate the effects of doxing. In order 

to understand how hacktivist gather information on the Internet to dox targets, it is necessary to 

recognize the value of social media networks, public records information, and information 

available on the websites of private, public, and government entities.  

Social Media Networks 

Today’s society is increasingly growing dependent upon interactions within the social 

media networking ecosystem. A 2012 Pew Internet survey on social networking found that 66% 

of online adults in the United States use social media platforms while 80% of teenagers between 

the ages of 12 and 17 utilize social media networks (Brenner, 2012).  In this ecosystem 

individuals interact with others through various Internet connected devices that include laptops, 

tablets, desktops, TVs, and smartphones (See Figure 4). These devices facilitate individuals need 

to socially interact with others, for various purposes including:  
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 Publishing through blogs such as WordPress, Quora, Tumblr, Typepad, and Posterous. 

 Sharing videos, photographs, music, or links with services that include YouTube, Flickr, 

Pinterest, Hipstamatic, Instagram, Digd, Dailymotion, Vimeo, Scribd, and Spotify. 

 Playing online games using Zynga, Playfish, Popcap, Playdom, and Hi5. 

 Social networking for professional or personal reasons using LinkedIn, Viadeo, 

MySpace, Badoo, Tagged, Classmates, and MyYearBook. 

 Buying through the use of customer intelligence platforms that include Amazon, eBay, 

Bazaarvice, PowerReviews, Polyvore, Blippy, and Hunch. 

Internet Connected 

Devices 

Playing 

Virtual 

Worlds 

Instant 

Messaging 

Bulletin 

Board 

Publishing 

Buying 

Localization 

Generic Social 

Platforms 

Sharing 

Social 
Networking 

Figure 4. Social media networking ecosystem 
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 Virtual world platforms using Habbo, Second Life, Meez, , and World of Warcraft. 

 Instant Messaging using MSM messanger, Digsby, Pidgin, Meebo, Adium, and Skype. 

 Localization of socialized city guides or events through the use of Yelp, Path, 

Foursquare, Plancast, and DisMoisOu (Brenner, 2012).   

More popularly, the use of generic social platforms that include Google+, Twitter, and 

Facebook, simplifies online social interactions globally (Cavazza, 2012). The more individuals 

are connected, the more personal, geolocation, and other sensitive information is exposed within 

the ecosystem. Table 1 illustrates the type of information hacktivist gather. 

Table 1.  

Information Obtained from Social Media Networks 

Full name Telephone number Vacationing places 

Nick name “like,” preference Places of employment  

Date of birth Photographs Personal blogging sites 

Gender Significant others Other historical data 

Address(es) Family members  

email address(es)  Pet name(s)  

 

Tapping into the social media networking environments is useful for hacktivists during 

the reconnaissance stages of doxing. Once hacktivists obtain the target’s email, name + city + 

state, or phone number, hacktivists search through social media networks to find the target’s 

profile. If the target does not have a secure profile then hacktivists are able to obtain a lot of 

information. There are instances when the target may have protected his/her basic information 

but left the list of friends and family unprotected. These individuals in turn may have a public 

profile. Through here hacktivists are able to gather information, including photos, not only on 

family member(s) and friends but also on the target.  
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 Google+ is a rich data mining resource because it is one of the fastest growing social 

media networking platforms in history. In less than one month, Google+ reached over 25 million 

users; by the end of 2012, it is projected to reach over 400 million users (Bullas, 2012). Pinterest 

is a great visual social web resource that is accessed by 4 million unique users (Bullas, 2012). 

This site is useful for finding the targeted individual’s geolocation as long as the uploaded 

images have not been stripped of metadata.
15

  Facebook offers hackers a wealth of data mining 

resources as it contains one billion users (Tsukayama, 2012). Understanding the significance of 

the social media networking ecosystem in everyone’s lives, helps recognize the various methods 

used by hacktivists to create a dossier on targeted individual for doxing purposes. 

Hacktivists Doxing Methods 

Reconnaissance stage. To keep track of the target’s aggregated information, hacktivist 

use note taking applications such as Notepad, BasKet, Maltego, Excel, and other software. Table 

2 is an example of the information collected: 

Table 2.  

Data Collected for Doxing 

Target Doxing Notes 

Target Information Family information Target’s Contact information 

Full Name: Mother: Email(s): 

Doxing reason: Mother phone #: YouTube: 

Aliases: Mother address: Phone (C): 

Known IP(s): Father: Phone (H): 

Nickname: Father phone # Phone (W): 

Address:    Father address: IP: 

City: Sibling1: ISP: 

State: Sibling2: Hostname: 

SSN Family business relationships: Skype: 

DOB  Facebook: 

                                                 
15

 Metadata exists within digital images. It provides descriptive information such as the camera’s technical 

characteristics, GPS geolocation, date the picture was taken, name of the camera’s owner, and other information 

(Hackney, 2008). 
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Credit Card Number(s):  YouTube: 

Sec #  Websites Associated with: 

Geo Location:  Other Accounts: 

Latitude:  Games associated with: 

Longitude:   

Other:   

  

Google. Many doxing tutorials appearing on Pastebin, forums, and other websites 

recommend using the search engine Google as a first resource to find information on a target. 

The reason is Google’s Googlebot, commonly known as Google crawlers, a generic term used 

for a robot or spider program that automatically scans all web pages within a website. Files that 

are not properly secured are automatically scanned by Googlebot as it probes any link on a 

webpage, even links to a word document, spreadsheet, PowerPoint, and any other file it has 

access to (Google, 2012). There are many ways to find information on individuals in Google. 

Just by obtaining the target’s name and email address, the hacktivist is able to aggregate further 

information, especially if the target commonly uses that email address to log onto social media 

networks, forums, gaming sites, instant messaging, employer’s website, and other areas. The 

following are some examples on how online activists may use Google’s advanced operators to 

gather the target’s information: 

 Quotes used during a term search forces Google to find webpages that contain that term. 

For example, if the hacktivist has the complete name of the target by typing the query 

“joe j smith” or entering the target’s email address restricts Google to find web pages 

containing only those words (Todesco, 2012).  

 Allinanchor restricts query results to pages containing the terms specified in the anchor 

texts found on the web page’s link. An anchor text is a word on a page linked to other 

web pages or found in several areas on the same web page. Usage example: to find all 

pages containing the name James T. Kirk use allinanchor: james t kirk. Google finds only 
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those web pages that have the anchor text on links for “james,” “t,” “Kirk.” (Boorman, 

2012). 

 Intext forces Google to find only those web pages containing the queried phrase. Usage 

example: intext:”james bond” If the name of the person is too common then adjusting the 

query narrows down the search, for example intext:”james bond” intext:mi6 finds all 

instances when those two phrases appear on a webpage (Todesco, 2012).    

 Filetype restricts query results to the specified file type. This operand helps find a person 

that may be contained within an excel file, a word document, a pdf file, or any other file 

type. Usage example: Joe S Smith filetype:xls results in Google finding all Excel files 

containing “Joe,” “S,” “Smith.” (Boorman, 2012). 

 Epic image search is useful in identifying those websites where that photo has been 

uploaded. For example, if the hacktivist is able to obtain the target’s photo then by 

uploading the photo to Google images as seen in Figure 5, results in all webpages where 

that photo appears. In other instances, the hacktivist may have a hard copy of the target’s 

photo, by using a digital camera to take a picture of this photo or by scanning this photo 

and uploading this image to Google images, the hacktivist is able to find similar images 

and relevant search terms for that image (Todesco, 2012).  
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Figure 5. Google’s epic image search 

 Google Maps can also be used as a search tool to find the target’s physical address, 

business address, or any other location. By entering the name of the target, hacktivist 

can query Google Maps to find locations where the target might be located. Search 

results are narrowed by adding the city and state to the target. 

Online public searches. Various online public search websites are data aggregators that 

provide hacktivists basic information needed during the initial stages of data harvesting. Through 

these websites, hacktivists locate the target’s address. In some instances, the individual may be 

living at the parents, significant other, sibling, or friends’ house; therefore, in conjunction to the 

target’s home address, hacktivists search for these individual addresses. Table 3 provides some 
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of the websites accessed by hacktivists to gather the information. Appendix A expands this 

listing. 

Table 3.  

Public Search Websites 

AnyWho whitepages – home address, phone number(s) 

Spokeo– provides usernames, partial email(s), and family members. Spokeo has the ability to 

perform email and phone reverse lookup 

IP-address.org and WHOIS.arin.net
16

 – these two websites perform IP address reverse lookup. 

The information obtained include name of IP address owner, address, city, state/province, postal 

code, country, phone number, email, and website domain registrant information. 

Argali – is software that provides telephone, addresses, and other information. Although the 

services have an annual $29.95 fee, Argali offers a 30 day free trial. Individuals can also perform 

10 searches per month using the free edition. 

RootsWeb.com and Ancestry.com – to seek out family information 

BlackBookOnline – this is a free public records search site that provides information such as 

arrest warrants, jail inmates, most wanted, property tax search, and unpaid DWI fines, federal 

public records, motor vehicle records, news articles, parking tickets, professional licenses, voter 

registration records, email lookups, mail drops, maps and satellite photos, and SSN validator. 

TineyEye.com – is an image search engine that locates websites the image has been uploaded. 

The websites are found using image identification technology instead of finding it through the 

images metadata, watermarks, or keywords (Idee, Inc, n.d.). 

 

If hacktivists find any other information while in the process of gathering the target’s and 

parents home address, the data is added onto the note taking application. No detail, no matter 

                                                 
16

 WHOIS is a directory that contains contact information (mailing addresses, phone numbers, and email 

address(es)) of the person, group, or company who owns and manages a domain. Although WHOIS is regulated by 

the Internet Corporation for Assigned Names and Numbers (ICANN) to maintain the domain name registration’s 

integrity and website ownership process, ICANN requires that all contact information be publicly available   

(DomainTools, 2012) 
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how small it might be (ex. target’s pet name) is ignored because that piece of information might 

help in cases where the hacktivist performs: 

 Social engineering to gather further information (ex. obtain the target’s login and 

password, or get the IT administrator where the target has an email account to reset the 

password) 

 Answer security questions when trying to hack into the target’s email, networking social 

media account (ex. Facebook), or any other website the target may have an account.  

Microsoft’s Bing. Bing has an advanced operator called IP: This operator locates all 

websites hosted by that domain IP address (Microsoft, 2012, ip:).  A domain name is an 

alphanumeric name that uniquely identifies a website (TechTerms, 2012, domain name). When 

an individual or organization registers a domain name, an IP address is issued; Domain names 

are easier to remember when represented as alphanumeric characters rather than a string of 

numbers that represents the IP address, therefore, the individual or organization chooses a more 

memorable name by which to represent its organization online. Domain names do not have a 

www at the beginning; therefore websites starting with www.websitename.suffix are sub-

domains (HCI Data Ltd, 2007). Since domain names can have many sub-domains, hacktivists 

use the IP: operator to identify all websites belonging to the targeted organization or individual. 

All domain names have a suffix that identifies the top level domain type. Table 4 shows some of 

these suffixes. If the hacktivist has the target’s domain IP address, using the IP: operator on Bing 

results in finding different sub-domain domains hosted by that domain IP address.  
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Table 4.  

Domain Name Suffix 

com – commercial entity edu – educational institution 

gov – government agency mil – military agency 

net – network organization org – non-profit organization 

 

Reverse IP lookup. Reverse IP address lookup is a tool that is useful to find the domain 

name’s IP address and the IP address of websites associated with that domain IP address 

(DomainTZ, n.d.).  Although reverse IP lookup identifies the number of websites associated with 

that IP address, it does not provide the names of the websites. Therefore, this tool can be used in 

conjunction with Bing’s IP address. If the hacktivist only knows the target’s domain address (ex. 

utica.edu) or website address (ex. www.utica.edu) then utilizing the reserve IP lookup, the 

target’s IP address is found. By using Bing’s IP: operator, all websites associated with that IP 

address can be identified. On the other hand, if the target’s IP address is known, the hacktivist 

can search the Internet Service Provider servicing the IP address. This helps the hacktivist 

narrow down the target’s physical location. Although this process may not provide the exact 

address where the target lives, this information helps the hacktivist discard those individuals that 

have the same name as the target but live in an entirely different area. 

Skype, *67, 411. When gathering information for doxing purposes, hacktivists are not 

shy. If it is suspected that the target resides with the parents, significant other, or family member, 

the hacktivists seek out that person’s phone number by dialing 411, looking up the phone number 

through white pages, or through online public searches. Cold calls using *67 or Skype calls are 

made looking for the target. Star 67 prevents the person being called from seeing the callerID 
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number. The objective is to confirm the target’s phone number, address, and any other 

information the hacktivists is able to obtain from these individuals through social engineering.  

In some instances the hacktivist may locate the target’s family or friends in social media 

networks; he/she might make the effort to “friend” that person for the sole intent of obtaining as 

much information on the target as possible. The hacktivist may even be bold enough to “friend” 

the target on a social media network. Many doxing tutorials on Pastebin and other websites 

suggest friending the target, family members, and friends as a resource to obtain the information 

on the target. 

Private, public, and government websites. Another source of information accessed by 

hacktivists is information available on organization’s website. This information includes 

employee’s title, phone number, email address, and biography. On November 1, 2012, the 

hacktivist NullCrew obtained from the website of the Department of Defense 

Pharmacoeconomic Center the base and unit names, addresses, phone numbers, DSN numbers, 

and fax numbers of its employees. In addition, NullCrew obtained email addresses, names, 

phone numbers, and jobs and special operation details from the Department of Defense website. 

The hacktivist also aggregated the user names, administrator credentials, and email addresses 

from the websites of BT&T, MasterCard, and NSA (Kovacs, 2012, NullCrew). Although experts 

stated that the information publicly released by NullCrew is not sensitive information as it is 

publicly available, to doxers, the aggregated information is valuable as it provides a list of 

individuals to target later on. The data is also valuable to other hacktivists as the data may help 

them send targeted cyber attacks such as social engineering, spear phishing, and other cyber 

crimes. 
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Pastebin and similar websites. Another source hacktivist look at to gather data are posts 

made in Pastebin and similar websites from individuals or groups that have previously doxed a 

group of individuals, one of whom is the target. In other instances, the target may have been a 

victim of a data breach thus his/her information may have been leaked onto these websites. The 

information obtained from these leaks may include the target’s IP address, username and 

password, and email address. Passwords may be in salted or unsalted format. Password salting 

consists of securing passwords by randomizing the password with a string of characters before it 

is encrypted. This makes passwords harder to decrypt (Moodle, 2011).  

Hacking. A more intrusive method used by hacktivists to obtain data is by stealing 

information through hacking into the Target’s personal computer, if the target is an individual or 

a company’s server, if the target is a company. On October 1, 2012, the hacktivist collective 

Ghostshell doxed on Pastebin 120,000 records from the top 100 universities. Identity Finder 

research analysts found that through a SQLi attack the hacktivists gained access to the 

universities servers obtaining names, email addresses, usernames, hashed and plain-text 

passwords, phone numbers, dates of birth, and home addresses. Individuals affected by these 

hacks were students, faculty, and staff. The hacktivists however were not able to obtain any 

credit card account information and Social Security numbers (Osborne, 2012). A month later, on 

November 2, 2012, Team Ghostshell disclosed on Pastebin 2.5 million records belonging to 

Russians working in government, educational, telecommunications, the Joint Institute for 

Nuclear Research, medical facilities, large corporations, and law enforcement agencies. 

Ghostshell’s dox included names, usernames and passwords, education and job history, and IP 

addresses (Brook, 2012, Team Ghostshell). Ghostshell members’ mode of attack seems to be 

different than Anonymous and other hacktivist because the dox released contains raw dump files 
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taken from more than one company or organization. In general, Anonymous and other hacktivist 

target one individual or company (Protalinski, 2012).  

Phishing. To find the target’s IP address, email login and password, social media account 

login and password, or online bank account login and password, hacktivists may resort to 

sending phishing emails. This attack consists on sending a fraudulent email to the target by 

pretending to be a trusted source, typically an organization where the target is a member 

 Facebook, LinkedIn, other social network 

 Financial agency used by the target  

 The IT department of the company the target works  

 The academic institution the target attends 

The objective is for the target to divulge confidential data that helps that hacktivist 

harvest further information for doxing. Since phishing attack warnings have been widely 

publicized in the media, attackers have made the attack more sophisticated. In a successful 

phishing attack the target trusts or knows the entity sending the email; the email content sounds 

alarming, genuine, and valid; and the email request is logical. Thus to be as authentic as possible, 

the hacktivist spoofs the website of the organization he/she is pretending to be to ask for the 

target’s login and password (Rouse, 2011). Three types of data are obtained through this method, 

the target’s IP address, account login and password. If that method is unsuccessful, the hacktivist 

may send harassing emails until he/she gets a reply email. By looking at the email source, the 

hacktivist obtains that target’s IP address.  

Maltego. Another source that gathers the target’s information is the open source 

intelligence platform Maltego. This software aggregates online public data resources to 

determine relationships between people, groups of people, professional and personal affiliations, 
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IP addresses, and much more. Although Maltego was structured to assist an organization detect 

threats and vulnerabilities through a graphical digital footprint, the software could in turn be used 

by hacktivists and other cyber criminals to create a detailed imagery of an organization’s 

network infrastructure, mail server addresses, IP address blocks, and Internet providers (Paterva, 

n.d.). Even though Maltego's community edition is free, depending on how lucrative it is for the 

hacktivists to dox the target, these individuals could use the commercial edition that costs $650 

the first year and $250 per year in subsequent year. Some hacktivists have been known to 

utilizing stolen credit card information obtained when aggregating information for doxing 

purposes or when hacking into an organization’s computer network. When the hacktivist Hector 

Xavier Monsegur, aka Sabu, was indicted, one of the charges was related to access device fraud 

for using credit card information he obtained when he breached into two organizations. He used 

these credit cards to pay for personal debt. Sabu was also charged with conspiracy to commit 

bank fraud for providing over a dozen victim’s information that included the bank account and 

routing numbers, Social Security numbers, names and addresses. The information he provided 

was used by others to commit bank fraud (Wisniewski, 2012).   

Geolocation API specification. Geolocation API is an option that individuals have to let 

others know the geographical location information, in latitude and longitude, when sending a 

message or uploading a video using a desktop, laptop, or mobile device. Targets providing 

geolocation information on social media networks, blogs, message boards, and other forums 

facilitate the information needed for doxing purposes. Popular social networks providing this 

information include Facebook, Twitter, and Google+ (Barke, 2012). In addition, YouTube’s 

Gears Geolocation API enables individuals to make geo-based video searches. The search results 

are WiFi-based for PCs and GPS cell ID-based for mobile devices (Chau, 2008). Thus if the 
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hacktivists is located in the area where the target lives and the target posted YouTube videos, 

then the hacktivist is able to determine the target’s physical location. Table 5 lists some of the 

devices that provide the individual’s geolocation. 

Table 5.  

Devices Providing Geolocation 

Internet Browsers Devices  Social Media 

Chrome 5.0+ Android 2.0+ Facebook 

Firefox 3.5+ iPhone 3.0+ MySpace 

Internet Explorer 9.0+ Opera Mobile 10.1+ Twitter 

Opera 10.6+ iPad  Google+ 

Safari 5.0+ iPod Touch YouTube 

 

 Once an individual’s geolocation is found, hacktivists use Google Maps, MapQuest, 

Google Earth, or other mapping software to find the physical location of the individual. Through 

the use of satellite imagery, hacktivists are able to have an image of the target’s home and place 

of business. This information is later posted all over the Internet when the person is doxed. 

Discussion of Findings 

Analyzing the tools used by hacktivists to gather information on individuals for the 

purpose of doxing facilitates the understanding of the consequences that doxing causes not only 

to the targeted individual but also to the targeted individual’s family, friends, co-workers, place 

of employment and anyone else that is remotely affiliated with the doxing victim. As the doxing 

victim’s personal and professional information is released to the public, there are various 

ramifications that doxing causes to victims. There are also various privacy concerns that arise as 

sensitive information such as username and password, bank account or credit card information is 

released. Subsequent to being doxed victims face numerous forms of harassment as contact 

information is released on the Internet. In addition, the public humiliation faced by victims goes 
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beyond the experience of being targeted but in many instances by having some very personal 

information released to the public.  

Ramifications of Doxing 

 The ramifications of information being exposed through doxing causes the target a range 

of issues from psychological issues to security concerns as strangers obtain his/her home address. 

On November 22, 2011, Anonymous released a 10-minute video targeting Lt. John Pike, a 

University of California Davis police officer that pepper-sprayed passive student protesters. The 

threatening video released the officer’s photo, home address, and other personal contact 

information (Dillon, 2011). On the video, Anonymous stated that releasing law enforcement 

officers’ information is of no consequence to them, even if it places that officer’s life at risk 

(Dillon, 2011). The ramifications of doxing law enforcement personnel is of serious concern 

because people seeking retaliation on the officer may take it upon themselves to harass or 

physically attack the officer including family members. In cases where the law enforcement 

officer is performing an undercover operation, being doxed places the officer’s life, family 

members, and neighbors in danger as the undercover agent’s target of the investigation may seek 

revenge against that officer.   

Being a doxing victim may cause the individual to initially feel minor emotional irritation 

but as ramifications of personal information and that of family members being freely available 

online sinks in, the irritation turns to anxiety and may even lead to serious health issues. In 

addition, the doxing victim suffers from public embarrassment to reputational damage; this 

especially applies to top ranking officials, law enforcement officers, security experts, elected 

government officials, and others. On October 15, 2012, an Anonymous based branch in New 

Jersey, hereinafter NJAnon, wrongly doxed Kody Maxson, a 30-year old Canadian, the 
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hacktivist believed to be the man responsible for tormenting Amanda Todd, a 15-year old 

Canadian that committed suicide after years of cyber and physical bullying (Anonymous, 2012, 

Amanda Todd). Although Anonymous in general does not assist in police investigations, 

NJAnon’s involvement came after nude autopsy photos of Todd appeared online and reasons for 

her suicide became known. As the hacktivist scoured the Internet to find the individual that 

social engineered 12-year old Todd to expose her breast in a chat conversation, the individual 

tracked her down on Facebook and published her topless photo online (Sieczkowski, 2012).  

While Maxson is an individual that on a jailbait forum posted nude images of teenagers 

to blackmail them as it happened to Todd (McGuire, 2012), an investigation conducted by the 

RCMP after Anonymous exposed Maxson cleared him of any wrongdoing in the Todd case 

(Davison, 2012). In the dox, NJAnon posted on Pastebin Maxson’s username, home address, 

year of birth, and a YouTube video that has now been removed (Davison, 2012). Backing up 

NJAnon dox, Vice Magazine published a chat conversation screenshot and jailbait web forum 

posting screenshots that allegedly tied Maxson to Todd. In addition, based on NJAnon’s dox, 

Vice Magazine published a Google Map screenshot that showed Maxson’s home broadening the 

man’s dox along with his Google+ account, and the name of his high school (Murphy, 2012).  

Some may argue that even though Maxson had nothing to do with the Amanda Todd 

case, at least the dox resulted in Anonymous and Vice Magazine uncovering an individual that 

was sexually targeting teenagers. However, the police caution against online vigilantism as it can 

lead to serious consequences, particularly for those who have nothing to do with any crime as 

online vigilantism may lead to physical vigilantism (Davison, 2012). Furthermore, following the 

RCMP’s investigation of Maxson, NJAnon admitted through an interview by the Daily Dot that 

the home address was wrong, but that the perpetrator was somewhere in Vancouver (Murphy, 
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2012). This proves the point that doxing can have serious repercussions, as the data uncovered 

online may not be accurate because the doxer makes many assumptions. The target may have for 

example the same name and live in the same city as another individual.  

Doxing may even cause the doxing victim issues at work as personal information such as 

social activities, sexual preference, political preference, financial status, and other information 

causes co-workers and supervisors to alienate the doxed individual (Andress, 2012). The doxing 

victim may also become an identity theft victim as personally identifiable information (PII) is 

exposed to the world. On February 28, 2011, HBGary Federal CEO, Aaron Barr, resigned from 

his position after Anonymous doxed him and his family. Barr became Anonymous target after he 

publicly announced that he would reveal the names of several Anonymous leaders. After Barr 

was doxed, he received personal threats placing his wife and children at risk. In addition to 

threats, Barr lost his professional reputation as the content of several emails were disclosed some 

of which contained information that demonstrated Barr making questionable transactions. Others 

affected by Barr’s public announcement were HB Gary, HB Gary Federal, Partnering 

contractors, and a law firm (Greenberg, 2011). 

Privacy Concerns 

 As seen from various examples provided throughout this document, the amount of data 

gathered on a person for doxing purposes ranges from name and contact information to 

disclosing PII such as name, date of birth, and Social Security number. Some doxes provide the 

name, address, contact information, credit or debit card number, username and password, IP 

address, photographs, social networking information, education and professional information. In 

some instances, the dox includes the target’s family’s personally identifiable information. Since 

doxing an individual involves disclosing the information on various online forums, websites, 
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chat rooms, and other sources, the victim’s information is left for all the world to see exposing 

the victim to further cybercrimes including identity theft, credit card and/or debit card fraud, 

phishing, hacking, and other cybercrimes. The privacy concerns arising from hacktivists doxing 

are that in many instances, hacktivists do not solely go after one individual; instead, they try to 

make a more impressive statement to the public by hacking into organization’s servers taking 

megabytes, at times gigabytes, of sensitive data. Table 6 is a small sample that illustrates the 

amount of data hacktivists stole from various organizations. The type of data includes names, 

date of birth, Social Security numbers, and addresses. 

Table 6.  

Hacktivists Data Breaches 

Date Hacktivists Company 
No. 
People 
Affected 

Names DOB SSN Addresses 

6/1/2012 AntiSec 
Toronto Police 
Service 

664 police 
informants 

- - - - 

5/29/2012 AntiSec pharmacist.com Unknown - - - 
 

12/29/2011 Anonymous Startfor 860,000 75,000  -    -    50,618  

12/28/2011 Anonymous Specialforces.com 40,000 - - - - 

9/6/2011 Anonymous 
26 Texas Law 
Enforcement 
Agencies 

Unknown - 6,182  647  4,631  

8/30/2011 ObSec 
UGO 
Entertainment 

Unknown - - - - 

8/8/2011 AntiSec 
U.S. Law 
Enforcement 

Unknown - 2,058  1,923  7,165  

 

Note: The tabulation was made from IdentityFinder data breach reports from August 8, 2011 to June 1, 2012 
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Table 7 is a continuation of the same small sample data that illustrates the data breaches 

made by hacktivists. The type of data taken includes emails, credit card numbers, usernames, 

passwords, and phone numbers.  

Table 7.  

Hacktivists Data Breaches Continued 

Date Hacktivists Company email CCs Usernames Passwords 
Phone 
No. 

6/1/2012 AntiSec 
Toronto Police 
Service 

3,692  - 2,848  2,848  1,045  

5/29/2012 AntiSec pharmacist.com 28,659  - - - - 

12/29/2011 Anonymous Startfor 859,311  68,063  860,000  860,160  50,569  

12/28/2011 Anonymous Specialforces.com 40,854  7,277  36,368  36,368  - 

9/6/2011 Anonymous 
26 Texas Law 
Enforcement 
Agencies 

39,419  42  - 174  14,701  

8/30/2011 ObSec 
UGO 
Entertainment 

21,548  - - 23,389  - 

8/8/2011 AntiSec 
U.S. Law 
Enforcement 

1,531,638  8  - 4,661  17,105  

 

Note: The tabulation was made from IdentityFinder data breach reports from August 8, 2011 to June 1, 2012 

 

To hacktivists, the data stolen from organizations is used as a means to bully, to cower, or 

to harass organizations in an attempt to stop the entity from performing an action hacktivists are 

opposed to. Attacks against law enforcement officers for example are perpetrated to try to stop 

law enforcement from arresting hacktivists. Private organizations and elected officials are doxed 

in an attempt to stop them from enacting anti-piracy laws. However, hacktivists fail to realize or 

simply don’t care to realize that each one of the stolen records is a person. An individual who’s 

personal, financial, and contact information is sold or traded in the underground market. This is a 

person who is left to face identity theft problems, harassment, and public humiliation. 
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Identity theft. In 2011, the FTC reported that 15% of the overall fraud complaints 

received were for identity theft. This is slightly down from 2010 where the numbers of identity 

theft complaints received were 17% and 20% in 2009 (FTC, 2012). Identity theft is often 

interconnected with many other criminal activities as reported by the FTC in 2011 where the 

most common forms of identity theft included government documents/benefit fraud (27%), credit 

card fraud (14%), phone or utilities fraud (13%), and bank fraud (9%) (FTC, 2012). Identity theft 

and subsequent fraud that follows once an identity is stolen poses severe consequences not only 

for the individual whose identity is taken but also for the companies where the identity was 

stolen through a data breach (Sophos, 2012). From the FTC’s report, not much is known about 

the identity thieves’ demographics or how the crime was committed.  However, based on the 

type of information that hacktivists look for when doxing targets, it is not hard to determine that 

doxing causes individuals to become identity theft targets.  In 2011, the FBI released an 

intelligence bulleting warning law enforcement that as the number of hacktivists arrests increase, 

law enforcement personnel faced hacktivists harassment in the form of doxing and may 

subsequently become identity theft victims as personally identifiable information is released to 

the public (FBI, 2011).  

In June 2012, members of the UG Nazi hacktivist group were arrested by the FBI in what 

turned out to be one of the largest coordinated international law enforcement actions against 

carding
17

offenses. One of the UG Nazi hacktivists arrested was a 15-year-old using the alias 

“Cosmo” or “Cosmo the god” who plead guilty for committing identity theft, credit card fraud, 

online impersonation, and making bomb threats (Honan, 2012). The other UG Nazi member 

arrested was Mir Islam, aka Josh the god, leader of UG Nazi, who trafficked stolen credit card 

                                                 
17

 Carding consists of trafficking over the Internet stolen credit cards, debit cards, other access devices, bank account 

information, and other stolen personally identifiable information to obtain money, goods or services (FBI, 2012). 
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information and at the time of his arrest was found in possession of more than 50,000 credit 

cards information (FBI, 2012). The FBI investigation found that Islam and other UG Nazi 

members were the founders of a carding forum called carders.org. Previously, UG Nazi members 

worked alongside Anonymous to protest the enactment of the anti-piracy law SOPA. Other 

hacktivists actions included DDoSing the websites of NASDAQ, CIA.gov, and UFC.com. In 

addition, Cosmo social engineered his way into gaining access to Amazon, PayPal, and other 

companies user accounts (Honan, 2012). As a consequence of the FBI investigation and arrests, 

UG Nazi’s website and carder.org no longer exist as the FBI seized the hacktivists’ server and 

carders.org domain name (FBI, 2012). 

Theft of intellectual property. Companies’ intellectual properties are ideas or inventions 

that give business a competitive advantage. These unique ideas or creations are legally owned in 

the form of patents, trademarks, copyrights, designs, circuit layouts, trade secrets, and 

confidential information (Espinel, 2009).  In 2012, FBI Director Robert Mueller stated at the 

RSA Conference in San Francisco and at the Senate Select Committee on Intelligence that as the 

number of computer breaches to public, private, academia, and military organizations increases, 

there is a serious concern that cyber-threats, be it from foreign government agents, hacktivists, 

and other cybercriminals, may surpass terrorism concerns. The concern raised by Mueller is that 

through these attacks Americans are losing intellectual properties, financial resources, innovative 

ideas, and other resources (AP, 2012). Mueller’s concern was reflected by a March and April 

2012 survey conducted by Bit9 that found that 61% of IT and Security professionals believe the 

company they work for is most likely to be attacked by hacktivists causing a lot of damage to the 

organization’s brand name, security, and economic risks (Bit9, 2012). As the 2012 Verizon data 
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breach investigation report found, 61% of data breaches by hacktivists were made to larger 

organizations, some of the records stolen included companies’ intellectual properties.  

Shared domain names perils. In many instances, entities registering a domain name do 

so with the intent to sell sub-domain names. Therefore, websites owned by different individuals 

share the same IP address as its website is hosted by one domain name. The issue here is that if 

hacktivist target one of the websites belonging to a shared domain name then when hacktivists 

use the reverse IP lookup tool, the domain IP address and all websites associated with that 

domain name are identified. Hacktivist will either not differentiate or care to differentiate if the 

other websites do not belong to the target. Therefore, the hacktivist may choose to target all 

websites associated with that IP address regardless of whether the other websites are not the 

intended target.  

Harassment 

One of the subsequent attacks suffered by victims after being doxed is harassment. In 

many instances hacktivists direct supporters to harass the doxing victim using the contact 

information provided in the dox. On January 1, 2012, Anonymous targeted Time Warner 

Chairman and CEO, Jeffrey Bewkes, along with the company’s executives for supporting the 

Stop Online Piracy Act (SOPA). The executives received numerous voicemail messages, emails, 

and threating phone calls. Bewkes on the other hand was doxed along with his wife as part of 

Anonymous #OpHiroshima. Anonymous also encouraged its supporters to make use of the 

phone and fax numbers, email addresses, and social networking sites the hacktivists provided on 

Pastebin to harass Bewkes to further the protest on SOPA (Wagenseil, 2012). 

Pizza bombs. This is a harassing attack where pizzas are ordered on behalf of the doxed 

target. Both the doxed target and the pizza business are victimized as both face the issue of who 
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is to pay for the cost of the pizzas and what is to be done with the pizzas. As pizza businesses 

make it possible for customers to place orders online, hacktivist use proxy servers
18

 to hide the 

IP address of the person making the order. A search through various Pastebin and other online 

forums for the keyword “pizza bomb” resulted in individuals writing tutorials on how to 

successfully pizza bomb individuals. Additional postings included individuals encouraging 

others to pizza bomb a doxed target.  

In many instances, Pastebin and other online forum tutorials recommended the use of 

proxy servers to prevent pizza businesses and doxing victims from discovering the IP address of 

the individual(s) making the pizza order. The proxy servers recommended were hidemayass.com, 

ibrowsefreely.com, Anonym.to, TOR, and others. In other instances, it was recommended the 

use of caller ID fakers that help mask the individual’s phone number. On September 13, 2012, 

under #OpSaveBarrett the Anonymous sub-group AntiSec doxed 13 federal government workers 

disclosing home addresses and credit card numbers (Hudson, 2012). In addition, AntiSec posted 

on Pastebin a dox on the FBI field office in Dallas, specifically targeting Agent Robert Smith. 

Along with the information provided on the FBI, AntiSec provided the address and phone 

numbers of Pizza Hut and Domino’s Pizza businesses near the FBI’s field office in Dallas. The 

hacktivists instructed supporters to order 5 pizzas per location to avoid suspicion (A Guest, 

2012). AntiSec further instructed supporters to use a caller ID faker using the FBI Dallas phone 

number provided on Pastebin (Hudson, 2012).   

#OpSaveBarret arose from the arrest on September 12, 2012 of Barrett Brown, a former 

spokesman for Anonymous. Brown was arrested a few hours after posting a YouTube video 

threatening Agent Smith. Brown also asked viewers to send any information on Smith and his 

                                                 
18

 A proxy server, also known as proxy, acts as an intermediary between external networks and internal networks. 

Proxies protect internal information resources, including IP addresses, from being accessed by external networks 

such as the Internet (Business Dictionary, n.d.). 
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family so that he could doxing Smith (Selk, 2012). The reason Brown targeted Smith was 

because the agent charged Brown’s mother with obstruction of justice for not producing Brown’s 

laptop when Brown was first arrested a few months earlier (Hudson, 2012).   

Fax bombs. Also known as fax-flooding, consists on sending large amounts of faxes to a 

targeted individual, company, or organization. The faxes sent vary, in some instances hacktivists 

send black faxes with the intent to waste the target’s blank ink, at other occasions hacktivists 

send faxes that contain the hacktivists’ logo along with the reason for the attack.  On December 

12, 2011, pro-Wikileaks hacktivists were set to send fax-floods to Amazon, MasterCard, 

Moneybookers, PayPal, Visa, and Tableau Software for closing Wikileaks accounts. This action 

prevented Wikileaks from obtaining donations. The companies closed the accounts in retaliation 

for Wikileaks disclosure of 250,000 U.S. Diplomatic Cables. The attack however did not take 

place because the hacktivists were attacked by another group of hackers that opposed the fax-

flooding attack (Leyden, 2010).  

In January 2008, during Project Chanology, Anonymous attacked the Church of 

Scientology in response to the church’s attempt to remove a Tom Cruise’s interview about 

Scientology from YouTube. The series of attacks by Anonymous included DDos attacks, prank 

calls, black faxes, and other forms of protests (Before Its News, 2012).  

Twitter bombs. Another form of harassment that comes as a consequence of being 

doxed is twitter bombs. In this attack, individuals send numerous targeted tweets to the targeted 

individual rendering the twitter account inaccessible by individuals wishing to communicate with 

the twitter account’s owner. On October 16, 2012, as part of #OpRIP, Anonymous twitter 

bombed Alex Ramos for distributing nude autopsy photos of Amanda Todd. After Ramos 

repeatedly refused to apologize for posting the photos as he obtained them by performing Google 



38 

 

searches, Anonymous initially attacked Ramos by defacing his twitter account. Later on, 

Anonymous members sent over 9,000 text messages on two of Ramos’s accounts as seen in 

Figure 6.  

 

Figure 6. Anonymous #OpRIP – Twitter text message bombs 

Afterwards, Anonymous took possession of Ramos’ twitter account as seen in Figure 7 

(Murphy, 2012). After these attacks, on October 30, 2012, Ramos’ account was suspended. 
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Figure 7. Anonymous #OpRIP – twitter account owned 

Email bombs. As part of the online protests, hacktivists send many emails that contain 

large file attachments to the targeted individual. The objective is to cause the target’s email 

account to reach the allocated limit preventing legitimate emails from passing through (Hush, 

2012). In January 2012, Time Warner’s chairman and chief executive officer, Jeffrey Bewkes, 

was doxed by Anonymous in protest for supporting the House of Representatives bill, Stop 

Online Piracy Act. Along with the doxed data, Anonymous encouraged its supporters to 

bombard Bewkes with emails, faxes, and phone calls (Chozick, 2012). 

Public Humiliation  

Another effect of doxing is public humiliation. As sensitive information is disseminated 

on the Internet through doxing, the victimized individual along with anyone associated with that 

person is targeted by hacktivists and sympathizers. In January 2012, in protest of the antipiracy 

legislation SOPA, Anonymous doxed many individuals supporting the proposed legislation. As 

lawmakers for the House Judiciary Committee were doxed, their aids were also targeted by the 

hacktivists. In one instance, Anonymous superimposed the photograph of a 25-year-old aide into 

a pornographic photograph (Chozic, 2012).  
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On instances when hacktivists target organizations they try to embarrass the organization 

through various means, website defacement, DDoS attacks, email bombs, fax bombs, voicemail 

bombs, and other types of disruptive attacks. Another attack is to breach into the organization’s 

network servers to steal as much data as they can. This servers two purposes, one is to humiliate 

the organization as the stolen data is publicly disclosed on various forums in a similar fashion as 

doxing individuals. The second reason is to make a statement that furthers the hacktivists’ 

political cause. The company’s reputation is damaged as news of the breach spreads and the 

implications start to sink in that the organization’s infrastructure was not as secure as the 

organization purported it to be, especially if the data stolen is the customers and employee’s 

personal information. The 2012 Data Breach Investigation Report conducted by Verizon found 

that of all the 2011 data breaches conducted by online activists and organized criminal groups,  

the data that is stolen the most is personal information (95%) compared to payment card numbers 

or data (3%), authentication credentials (1%), and system information (less than 1%) (Verizon, 

2012).   

Recommendations and Conclusions 

This capstone project calls to attention the problems that arise as a consequence of 

hacktivists doxing individuals, public and private organizations, law enforcement agencies, and 

other entities. As no empirical research has been done on the effects of doxing, it is hoped that 

this capstone project may lead others to seek out funding opportunities that can investigate how 

doxing affects individuals and organizations nationwide. This capstone may also be useful to 

other individuals that may want to further expand the research on the topic of doxing. 

 The capstone project’s objective was to seek methods in which individuals and other 

entities can mitigate the risk posed by hacktivists and other cybercriminals as a result of being 
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doxed. As cyber attacks perpetrated by hacktivists and other cybercriminals continue to increase 

in varied forms, individuals, law enforcement agencies, private and public organizations have to 

be more vigilant in the manner in which sensitive and personal information is handled and 

safeguarded. One of the purposes of this project was to provide a greater understanding and 

awareness of the methods in which hacktivists and cybercriminals commit crimes, especially 

how doxing is perpetrated. 

As people and organizations become increasingly dependent on the advances in 

technologies, especially in the use of mobile devices, criminals adopt new ways to commit 

cybercrimes. This poses challenges to current information security solutions such as antivirus 

software and firewalls. In a 2012 March and April survey conducted by Bit9, researchers found 

that 74% of IT and security professionals were not confident that the current information security 

measures at their workplace were effective at protecting the organization’s server infrastructure 

(Bit9, 2012).  

Through the availability of commercial software that automates the process of cyber 

attacks, IT security industry professionals have seen an increased mass generation of malicious 

exploits that resulted in an increased volume of malware (Sophos, 2012). From June to 

December 2011, Sophos reported an increase of more than 50% of malicious websites per day; 

this means that there were over 30,000 websites infected with malware per day; 80% of these 

websites provided legitimate services (Sophos, 2012). The type of malware that is used to 

penetrate an entity’s network to steal personal information and other sensitive data includes 

viruses, worms, Trojans, spyware, and adware. In its 2012 semi-annual report, Sophos indicated 

that many of these attacks could have been prevented through the use of better password 

management, keeping antivirus software up-to-date, maintaining application software and 
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operating system software up-to-date, and patching vulnerabilities in browsers by downloading 

critical security browser updates (Sophos, 2012).  

As hacktivists attacks increase significantly over other cybercriminals attacks, entities 

have to up the ante in securing current information security practices. According to the 2012 Bit9 

survey, 58% of IT and security professionals surveyed felt that the implementation of best 

practices and better information security policies increased an organizations ability to diminish 

cyber attacks, 29% of participants surveyed felt that individual employees would have the 

biggest impact in improving the state of cyber security, and only 6% of individuals surveyed felt 

that government regulation and law enforcement helped prevent the threat of attacks (Bit9, 

2012).  The following are some of the factors that help mitigate cybercrimes including the effects 

of doxing. 

Defense in Depth 

 The concept of defense in depth is a best practices strategy that relies in protecting 

information and information systems by establishing a balance between people, technology, and 

operations to achieve information assurance (IA). Organizations need to protect the availability, 

integrity, authentication, confidentiality, and non-repudiation of their information systems based 

on the Protect, Detect and React model (See Figure 8).  

 

Figure 8. Defense in depth strategy 

Note: Information taken from the National Security Agency, Information Assurance Solutions 

Group. (NSA, n.d.). 

 

People Technology Operations 

Information Assurance 

Robust and integrated set of information assurance measures and actions based 

on the Protect, Detect, and React Model 
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The NSA Information Assurance Solutions Group recommends that in order to effectively 

achieve IA organizations need to expect attacks by characterizing: 

 Adversaries – nation states, terrorists, hackers, hacktivists, competitors. 

 Motivations – intelligence gathering, intellectual property theft, embarrassment, 

defacement, doxing, disruption of services, bragging rights, or just because. 

 Classes of attacks – passive monitoring of communication, active network intrusion 

attacks (hacking), exploitation of insiders through social engineering, third party attacks 

(attacking the organization’s that provide information technology resources). 

 Non-malicious events – employee errors, fire, power outages, flooding, forces of nature 

such hurricanes, tornadoes, earthquakes, etc.  (NSA, n.d.). 

Subsequently to categorizing attacks, organizations need to implement policies 

and procedures to handle such attacks. By expecting attacks, organizations can set up 

attack detection tools and procedures that enable employees to handle and report attack 

incidences, and most importantly recover from attacks (NSA, n.d.). 

IA achieved through People. Organizations achieve IA by following the top-

down model. People from the top, senior level management lead by example by 

following the policies and procedures created to prevent attacks to information and 

information systems. IA is also achieved when organizations conduct training and 

awareness seminars to educate employees, especially those that handle the organization’s 

most sensitive information. The training should include topics on 

o How to protect the organization’s information and information systems 

o How to detect instances when an attack is being carried out 

o What to do when an attack is in progress.  
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Through the assignment of a Chief Information Officer, the organization assigns 

roles and responsibilities of individuals responsible for safeguarding the 

organization’s information and information systems. In addition, organizations need 

to set budgets aside to minister the technological resources needed to safeguard the 

organization’s servers and workstations; to establish physical security measures to 

control and monitor access to the facilities that contain the organization’s servers, 

sensitive information repositories, and data archives (NSA, n.d.).    

IA achieved through technology. Organizations need to establish effective 

policies and processes to protect the organization’s technology. Since attacks may come 

from multiple sources via internal or external attacks, organizations need to set up 

multiple layers of defense to protect internal networks as seen in Figure 9.  

 

Figure 9. Technological defense-in-depth 

Note: Figure taken from the Ethical Hacker Network (Andress, 2012). 

Internal Firewall. The importance of having firewalls, whether it is used to defend a 

home computer or an organization’s internal network, is that it manages incoming and outgoing 

network traffic preventing unauthorized sources from accessing information contained in internal 

networks. Even though firewalls are effective at controlling traffic, they must not be relied upon 
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to secure the whole network (SANS Institute, 2001).  In 2001, the SANS Institute determined 

that one of the most common mistakes made by managers that jeopardize the organization’s 

network security is solely relying on firewalls (SANS, 2001).  

DMZ. Organizations set up demilitarized zones to increase the level of security by 

segmenting networks. This network security design prevents attackers from obtaining all the 

organization’s data in the event of a data breach. According to SANS Institute the optimal 

segmentation for a small office or home office is to segment networks into four sections: 

1. Outside segment – This is the segment where all external traffic comes into the 

organization or home office. This is the area where traffic coming in and out via the 

Internet occurs. The organization has no control of the traffic directed at the organization 

but the organization can control via access lists the traffic that can come through  the 

network and the traffic that can go out of the network (Alateeq, 2005).  

2. Services segment – this is the segment where the DMZ is set up. It is the segment that 

contains the services provided to the public. Many organizations place the DMZ between 

the Internet, the firewall, and the Local Area Networks (Alateeq, 2005). Since some 

systems such as mail and web servers must be exposed to external networks to function, 

these servers are kept away from the internal network (Andress, 2012).  

3. Internal segment – This segment contains the organization’s internal servers and 

internal stations. In this segment the highest security level is needed because it contains 

the organization’s employees’ computers, printers, and other internal servers that store 

confidential information (Alateeq, 2005).  Training employees on the best ways to secure 

information through better computer use plays a big role in this section. Proper password 
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management and anti-social engineering training discussed later on in this document is 

also important in this section. 

4. Remote user segment – This is the segment where the organization’s insiders (i.e. 

employees) expose the internal network to the outside world. Organizations need to set 

up security measures to prevent or lessen the effect of attacks especially when allowing 

employees to use mobile devices at work, access the organization’s servers remotely 

from home, offer wireless network services, and allow other devices to access the 

organization’s server (Alateeq, 2005).   

IDS and IPS. Another layer of protection to the organization’s internal network is setting up 

network based intrusion detection systems (IDS). IDS monitors networks, hosts, and 

applications’ traffic and patterns to detect attacks (SANS, 2001). There are different types of 

IDS: 

Host-based Intrusion Detections Systems (HIDS) scans communication traffic coming in 

and out of a single computer to detect and send alerts that an attack is taking place (Magalhaes, 

2006).   

Network-based Intrusion Detection System (NIDS) is similar to a HIDS except that it 

scans traffic coming in and out of a network. If the NIDS detect an attack it sends an alert that an 

attack is occurring (Magalhaes, 2006).   

Intrusion Prevention Systems (IPS) – HIDS and NIDS are useful at detecting and reporting 

instances of attacks but they do not prevent attacks from happening. To prevent attacks, IPSs are 

set up in the same place where IDS exists to complement IDS alerts as it takes action against 

attacks by rejecting or dropping the traffic the IDS alerted as a possible attack (Andress, 2012).  
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 External Firewall. As an added layer of protection, external firewalls are set up to be 

first line of defense to enhance the screening process of communication coming in and out of the 

network. External firewalls coordinate security between the IDS, other network security devices, 

and the internal firewall. In addition, external firewall serves as buffer zones for communications 

coming in from outside parties (Office of Administration, 2004).  

The usefulness of having several layers of protection is to make it harder for attackers to 

steal the organization’s information. Therefore if the external firewall is attacked, the attacker 

has to go through other layers of protection, DMS, IDS, IPS, and internal firewall before it can 

get to the organization’s information and information systems.  

IA achieved through Operations. The NSA Information Assurance Group recommends 

that on a day to day basis, organizations maintain information security and information 

application security by: 

 Maintaining an up-to-date system security policy. 

 Certifying and accrediting changes to the information technology baseline.  

 Installing information security patches, antivirus updates, firewall updates, software 

updates, operating system updates, and updating and maintaining access control lists.  

 Performing systems security assessments. This can be accomplished via network 

vulnerability scanners, penetration testing, and social engineering testing. This helps 

asses the organization’s security readiness. 

 Monitoring and reacting to current malware threats (NSA, n.d). 

 Continuously train personnel on how to detect, deter, prevent, and report attacks. 
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Anti-social Engineering Training 

 Social engineering is one of the oldest tactics used by criminals to trick individual into 

disclosing sensitive information for the purpose of stealing data, money, or something else of 

value. Tactics used include deception, manipulation, and intimidation. Verizon’s Data Breach 

Investigations report (DBIR) found that 37% of the records stolen were caused by social 

engineering. The social engineering methods used the most were pretexting (52%), followed by 

solicitation or bribery (29%), phishing (14%), elicitation (6%), and other forms (6%) (Verizon, 

2012). Pretexting consists of calling a person by posing as a customer service representative or 

someone else from a company in order to request confidential information including Social 

Security number, phone records, bank or credit card account number, date of birth, username and 

password (FTC, 2006). In some instances, when the pretexter obtains the information, the 

criminal calls the victim’s bank, poses as the victim, and steal the victim’s money (FTC, 2006). 

The DBIR found that in 2011, criminals targeted small business owners by calling them 

pretending to be a payment card support service agent.  

Phishing consists of sending emails that appear to come from legitimate businesses. The 

objective is to get the target to either disclose confidential information as in pretexting (Kay, 

2004) or to click on a malware infected link that allows the criminal to gain entrance into the 

network (Verizon, 2012). The DBIR found that criminals send phishing emails to corporations 

knowing that at any given time, one of the targeted company’s employees, especially in large 

corporations, would fall for one of the phishing emails (Verizon, 2012). Elicitation consists of 

subtly extracting confidential information from an individual through conversation; this can 

either be done in person, over the phone, texting, or in chat rooms. In analyzing social attacks, 

the DBIR found that 46% were done over the phone, 37% of social engineering attacks were 
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done in-person while 17% via e-mail, 3% via SMS or texting, and 2% over social networking 

sites (Verizon, 2012).   Given that cybercriminals, including hacktivists, tend to use social 

engineering to obtain confidential information the following is actions are recommended 

 Provide anti-pretexting training – for organizations, it is not enough to create 

policies and procedures on how not to disclose sensitive information. Anti-social 

engineering training is needed to educate employees to recognize instances when an 

individual attempts to obtain confidential information. Whether at the office or at 

home, individuals should verify requests for confidential information rather than 

readily providing the information (Verizon, 2012). For example, if an unknown 

person calls telling the bank needs bank account information because someone is 

trying to access the account, the person should not provide the information. I instead, 

the person should call the bank directly to verify that the bank account information is 

actually needed. 

 Provide anti-phishing training – similar to anti-pretexting training, employers need 

to train employees how to detect phishing emails and report instances when phishing 

emails are detected. The IT department should in turn send out an email to all 

employees letting them know the type of phishing email attempts that are coming 

through the organization’s email. Employers should also train employees on the 

procedures the company will use on instances when there is a password change 

request. The IT department should also configure the company’s e-mail clients to 

render HTML e-mails as text to prevent malicious links from coming in; the email 

clients should also include anti-spam; and the email client should also automatically 

virus check and filter email attachments (Verizon, 2012).  
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 Protect corporate information – organizations need to implement a culture of 

human intrusion prevention system where employees behaviors help protect the 

organization’s data. This can be accomplished by implementing security awareness 

training that includes: 

o Screen-locking workstations when moving away from workstations. 

o Not disclosing username and passwords; especially to unknown persons. 

o Train employees not to attach unauthorized devices to the network. 

o Prevent tail-gaiting to secure areas. 

o Train supervisors and employees that it is OK to question unusual activities 

and policy violations (Pilling, 2012).  

o Via emails, newsletters, or staff meetings, management should provide 

examples of social engineering attacks. This reinforces the anti-phishing, anti-

pretexting, anti-elicitation, and anti-solicitation employee training. 

 FTC anti-pretexting recommendations – management should encourage employees 

to read the anti-pretexting recommendations made by the Federal Trade Commission. 

The FTC describes how individuals can protect themselves from becoming victims of 

pretexting (see Appendix B). 

Password Security Management 

According to Symantec’s Norton 2012 annual cybercrime report, on a global level, 

cybercrime affects more than five hundred thousand people per day. In one year, more than 46% 

of online adult are victimized by cybercrimes; this is an estimated 556 million adults worldwide 

(Symantec, 2012). The Norton report also found that although many Internet users took the 

necessary steps to protect their personal information while performing online transactions they 
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failed to protect their emails and other online accounts by properly managing their password. 

The report also found that 40% of the population sampled did not use complex passwords, 

another 40% did not frequently changed their passwords, and a third of the population failed to 

look for the padlock symbol in the browser before entering sensitive information such as 

username and password, and banking details (Symantec, 2012).  In addition, the Norton report 

indicated that 27% of online adults received password change notifications because their emails 

had been compromised (Symantec, 2012). Although the report did not indicate how many of 

these attacks were perpetrated by hacktivists, as table 6 and 7 demonstrated, some of the data 

stolen by hacktivists included email addresses, usernames, and passwords.  

In today’s society where emails and online transactions are an everyday occurrence, the 

importance of managing passwords to prevent criminals from stealing personal and professional 

information is very important. Emails are the gateway to obtaining photographs, financial 

statements, personally identifiable information, work related documentation, and access to other 

online transactions. To avert cybercriminals from gaining access to emails and other accounts, 

US-CERT recommends the following: 

 Use complex and long passwords – use a combination of uppercase, lowercase, 

numbers, and non-alphanumeric characters. The longer the password the more 

difficult it is for a cybercriminal to crack the password (Huth, Orlando, and Pesante, 

2012). 

 Use different password for each account – individuals using the same username 

and password on several websites make it easy for criminals to access more than one 

account. Keeping up ones security is not easy but there is no reason to make it easy 

for criminals to steal personal information (Huth, Orlando, and Pesante, 2012). 
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 Avoid using public computers and public access networks – if at all possible it is 

recommended to prevent accessing private, sensitive, or business information while 

using public computers or accessing public networks. If it cannot be helped, it is 

recommended to change the password once gaining access to a private network 

(Huth, Orlando, and Pesante, 2012). It is also recommended to change the password 

when coming back from a trip within the US or overseas (The University of Chicago, 

2012). 

 Use password management utilities – individuals can store all passwords in one 

location through the use of a password manager. To access the passwords, individuals 

enter a master passphrase. The advantage to using this software is that individuals do 

not risk having passwords read by someone else, if the passwords are written on a 

piece of paper, or accessed by someone, or if the passwords are stored on a file in a 

computer. There are many ways in which a person can use a password management 

utility. There are websites dedicated to storing passwords; there are also portable 

password manager utilities that utilize a smartphone, a USB drive, or other portable 

device (Huth, Orlando, and Pesante, 2012).  

 Change passwords frequently – in an effort to prevent unauthorized access to 

emails and other accounts it is recommended that passwords be changed frequently. 

Some organizations have the policy to change passwords every 120 days (Utica 

College, 2012). Other organizations recommend changing passwords that provide 

access to financial transaction more often (The University of Chicago, 2012). 

 Avoid storing passwords using web services - to make it easier to log into accounts, 

web browsers, email clients, and other web services offer customers the ability to 
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store username and passwords. However, if these services are hacked, cybercriminals 

will access the database that stores these information (The University of Chicago, 

2012). 

Whois Guard 

 As previously stated in the literature review section, ICANN requires that the contact 

information of individuals, group, and organizations owning and managing a domain be publicly 

available by WHOIS directories. This helps entities verify the authenticity of a domain. To assist 

protect domain registrants privacy ICANN allows entities to provide proxy information from 

private registrations services such as WhoisGuard. In this case, WhoisGuard’s contact 

information is shown in place of the domain’s owner. This also helps individuals and 

organizations prevent hacktivists from harvesting information for doxing purposes. The only 

problem for .us domain owners is that since March 2005, the National Telecommunications and 

Information Administration established that these domain owners cannot use a proxy to privatize 

contact information. In June 2008, the Canadian Internet Registration Authority established that 

only .ca domain owners’ contact information for corporations and organizations must be made  

publicly available but not that of individuals (DomainTools, 2012).  

Blocking Googlebot 

 To prevent Google’s crawlers from accessing the entire content within a website, 

administrators have to block all Googlebot’s user-agents.  However, the disadvantage to blocking 

the entire website is that the website will not appear in Google searches. Instead, individuals and 

organizations may opt to restrict certain areas within a webpage (ex. image files, videos, etc.) 

(Google, 2012, Google Crawlers). To provide an example on how Googlebot’s user-agents can 

be blocked, a listing of eight of the most common Googlebot user-agents is provided on Table 8.  
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Table 8.  

Google User-agent Googlebots 

Crawler Name User-agent Name HTTP(S) request user-agent 

Google Web Search Googlebot 

Mozilla/5.0 (compatible; Googlebot/2.1; 

+http://www.google.com/bot.html) 

or (rarely used): Googlebot/2.1 

(+http://www.google.com/bot.html) 

Googlebot News Googlebot-News Googlebot-News 

Googlebot Images Googlebot-Image Googlebot-Image/1.0 

Googlebot Video Googlebot-Video Googlebot-Video/1.0 

Google Mobile Googlebot-Mobile 

[various mobile device types] (compatible; 

Googlebot-Mobile/2.1; 

+http://www.google.com/bot.html) 

Google Mobile AdSense 

Mediapartners-Google 

Or 

Mediapartners 

(Googlebot) 

[various mobile device types] (compatible; 

Mediapartners-Google/2.1; 

+http://www.google.com/bot.html) 

Google AdSense 

Mediapartners-Google 

Mediapartners 

(Googlebot) 

Mediapartners-Google 

Google AdsBot 

(Landing page quality 

check) 

Adsbot-Google 
AdsBot-Google 

(+http://www.google.com/adsbot.html) 

 Note: The table content was taken from Google.com, Google Crawlers, September 24, 2012. 

As an example, website administrators wishing to prevent Google from scanning videos 

within the directory name personal have to disallow user-agent Googlebot-Video on the 

robots.txt file.  The following code causes Googlebot to scan everything from a website except 

image files found on the directory personal: 

User-agent: Googlebot 

Disallow: 

User-agent: Googlebot-Image 

Disallow: /personal (Google, 2012, Google Crawlers) 

 

Individuals preferring to block all search engines from showing the webpage in search 

results should insert the following robots meta tag on the web page: 

<!DOCTYPE html> 

<html><head> 

<meta name="robots" content="noindex" /> 
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(…) 

</head> 

<body>(…)</body> 

</html> 

 

Where the meta name “robots” is a name attribute that specifies that the directive 

following the meta name “robots” applies to all crawlers. To address a specific crawler, for 

example Googlebot news, the meta name changes from “robots” to “Googlebot News.” If the 

individual only wants to prevent Googlebot from indexing or crawling the webpage then the 

meta name changes from “robots” to “Googlebot” content=”noindex” /> (Google, 2012, Robots 

Meta Tag). To control how Googlebots access web pages, Google provides a complete listing of 

all the coding that can be made within the web page through this URL 

https://developers.google.com/webmasters/control-crawl-index/   

Social Media Networking Best Practices 

To many organizations and individuals social media networks makes up an essential part 

of the day-to-day business operations and social life. Many businesses conduct advertising 

campaigns, employment hiring, and political and social networking through the most popular 

social media networks such as Facebook, LinkedIn, Twitter, and YouTube. The issue with social 

media networks is that it leaves corporations and private networks vulnerable to attacks from 

hacktivists and other cybercriminals (Sophos, 2012). Through the use of malware, spam, false 

advertising, hacking, and other means hacktivists have been able to obtain a large portion of the 

information needed for doxing. According to Norton’s 2012 report, when individuals accessed 

their social network accounts, 40% of individuals become victims of cybercrime; 17% reported 

that someone hacked into their social network profile pretending to be them; and 10% of 

individuals were victimized by a scam or by activating a fake link accounts (Symantec, 2012). 

Even though companies such as Facebook and Google+ have made efforts to increase privacy, it 

https://developers.google.com/webmasters/control-crawl-index/
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is up to individuals and organizations to ensure that their accounts security settings are properly 

in place. According to Norton’s 2012 report, some of the mistakes that make individuals 

susceptible to falling victims of a cybercrime while accessing their social network accounts 

include: 

 Forgetting to logout after ending each social network session 

 Not checking privacy security settings to see if the account setting is set as public or 

private 

 Not verifying that the links to certain websites are legitimate before sharing them to 

friends and families social network accounts. 

 Accepting any friends request, even from people they have never met (Symantec, 

2012).  

Given that hacktivist and other cybercriminals target so many individuals through social 

networking sites, the following security tips for online social networking are recommended: 

 Ignore social media networking links that appear on email messages. No matter who 

sends the email, it is better to prevent clicking a link that could be malware infested, or a 

phishing email. Instead, login to the social network site (ex. Facebook) and look for the 

item (Zeltser, 2011, 11 Tips). 

 Review the list of applications and sites that were given access, remove those that are no 

longer in use (Zeltser, 2011, 11 Tips). 

 Avoid sharing sensitive information via social networking sites. It is better to use text 

messages, emails, phone calls, or share the information in-person. The same applies for 

friends, family, and co-workers. Some individuals may not like sharing as much details of 
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their lives on social networking sites. Therefore it is better to respect that preference 

(Zeltser, 2011, 11 Tips). 

 Advertisements about jobs opportunities, especially work-at-home job opportunities may 

be a scam. It is essential to be skeptical about those advertisements that sound too good to 

be true. If interested in finding out about a certain job opportunity, it is better to contact 

the company directly to see if the advertisement is real (Zeltser, 2011, 11 Tips). 

 Be skeptical of chat messages or email messages where a friend or a person in the contact 

list asks for money due to an emergency. If contacted, call the person directly to verify 

that this is really needed (Zeltser, 2011, 11 Tips). 

 Avoid clicking on links that lead to shocking, embarrassing, or amusing videos. The links 

may lead to malware infested websites, downloading the video may also cause a malware 

to be installed onto the computer (Zeltser, 2011, 11 Tips). 

 When logged into a social networking site and prompted to perform software updates do 

not click on that link. This might be a trick to download malware (Zeltser, 2011, 11 Tips). 

 When accessing public networking sites, do not share sensitive company information 

because the person asking for information might be an impostor pretending to be 

someone from work (Zeltser, 2011, 11 Tips). 

 Sending private messages using social networking sites may not be so private. There have 

been instances when private messages have been made public due to an error from a 

social networking site, the service provider may inadvertently have leaked the 

information, or some other error might have occurred that results in that private message 

being made public (Zeltser, 2011, 11 Tips). 
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 When accessing social networking sites while at work, follow the workplace policies and 

procedures. Report instances when suspicious situations occur, especially if it deals with 

someone trying to access the company’s data (Zeltser, 2011, 11 Tips). 

This capstone project was intended to alert individuals and other entities that doxing causes 

many ramifications. As the literature review section demonstrated, there are many methods that 

hacktivists use to gather as much information as they can on individuals and other entities for 

doxing purposes. These are not the only methods used by hacktivist. Further research needs to be 

done as hacktivists continuously invent new ways to prevent their online activity from being 

detected.  For example, through the use of Anonymizing tools, hacktivists have created ways to 

hide their IP addresses. According to the Verizon 2012 report, the Anonymizing tools used by 

hacktivists include The Onion Router (TOR), the Invisible Internet Project (I2P), Commotion 

Wireless, Freenet, and other tools (Verizon, 2012). By examining hacktivists activities through 

Anonymizing tools, further information can be found on the newest methods used to exchange 

information to dox individuals and organizations, to send DDoS attacks, to hack into 

organization networks, and to perpetrate other attacks. 

The objective of this research study was to describe solutions that can be implemented to 

mitigate the effects of doxing. Ultimately, it is up to individuals and organizations alike to 

examine current practices used to access social media networks, emails, texting, perform online 

financial transactions, and conduct other online transactions. Compare those current practices 

with the information provided in this document to reflect whether current practices need to be 

changed to protect confidential information and most importantly prevent hacktivists and other 

cyber criminals from stealing confidential information. 
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Appendix A- Public Search Websites List 

Hacktivists and individuals dedicated solely to doxing post tutorials and resource information on 

Pastebin, online forums, and other websites. The following is a compilation of public search 

websites used by these individuals harvest information: 

http://a9.com/ http://www.bjorgul.com/ 

http://addictomatic.com/ http://www.blinkx.com/ 

http://collecta.com/ http://www.census.gov/ 

http://decoder.americom.com/ http://www.classmates.com/ 

http://digg.com/ http://www.clearinghouse.net/ 

http://earth.google.com/ http://www.completeplanet.com/ 

http://en.fooooo.com/ http://www.copernic.com/ 

http://en.wikipedia.org/ http://www.corp.att.com/directory/ 

http://espn.go.com/ http://www.countrycallingcodes.com/ 

http://groups.google.com/ http://www.craigslist.com/ 

http://hi5.com/ http://www.criminalsearches.com/ 

http://info.com/ http://www.cvgadget.com/ 

http://infomine.ucr.edu/ http://www.deepdyve.com/ 

http://inter800.com/ http://www.dexknows.com/ 

http://maps.google.com/ http://www.directhit.com/ 

http://maps.yahoo.com/ http://www.dmoz.org/ 

http://metasearch.com/ http://www.dogpile.com 

http://mp3.zhongsou.com/ http://www.dotcomdirectory.com/ 

http://namechk.com/ http://www.ebay.com/ 

http://netscape.aol.com/ http://www.educationworld.com/ 

http://omgili.com/ http://www.ehow.com/ 

http://people.yahoo.com/ http://www.einet.net/ 

http://person.langenberg.com/ http://www.eonline.com/ 

http://pipl.com http://www.exactseek.com/ 

http://radaris.com/ http://www.excite.com/ 

http://scholar.google.com/ http://www.factmonster.com/ 

http://search.yippy.com/ http://www.faganfinder.com/img/ 

http://searchenginewatch.com/ http://www.familywatchdog.us/ 

http://technorati.com/ http://www.findpeople.com/ 

http://tel.search.ch/ http://www.flightstats.com/ 

http://topsy.com/ http://www.fonefinder.net/ 

http://tweepz.com/ http://www.four11.com/ 

http://Twitter.com http://www.freeality.com/ 

http://video.aol.com/ http://www.freefind.com/ 

http://www.dogpile.com/
http://person.langenberg.com/
http://pipl.com/
http://radaris.com/
http://twitter.com/
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http://weather.gov/ http://www.freeprf.com/ 

http://web.archive.org/ http://www.galaxy.com/ 

http://whatsmyipaddress.com http://www.gigablast.com/ 

http://whatstheirip.com http://www.go2net.com/ 

http://who-me.com/ http://www.goodsearch.com/ 

http://wink.com/ http://www.highway61.com/ 

http://www.123people.com/ http://www.hoovers.com/ 

http://www.192.com/ http://www.hotbot.com/ 

http://www.20search.com/ http://www.hotmail.com/ 

http://www.37.com/ http://www.iaf.net/ 

http://www.411.com/ http://www.iam.no/ 

http://www.a1peoplesearch.com/ http://www.iask.com/ 

http://www.academicinfo.net/ http://www.icerocket.com/ 

http://www.addresses.com/ http://www.infobel.com/ 

http://www.alexa.com/ http://www.infoplease.com/ 

http://www.all4one.com/ http://www.infousa.com/ 

http://www.allonesearch.com/ http://www.intelius.com/ 

http://www.altavista.com/ http://www.ipl.org/ 

http://www.ananzi.co.za/ http://www.irs.gov/ 

http://www.anywho.com/ http://www.isearch.com/ 

http://www.aol.com/ http://www.isleuth.com/ 

http://www.archive.org/ http://www.iwon.com/ 

http://www.birthdatabase.com/ http://www.jigsaw.com/ 

http://www.kayak.com/ http://www.skipease.com/ 

http://www.kbb.com/ http://www.snap.com/ 

http://www.kgbpeople.com/ http://www.socialmention.com/ 

http://www.kompass.com/ http://www.sogua.com/ 

http://www.linkedin.com/ http://www.supermedia.com/ 

http://www.loc.gov/ http://www.superpages.com/ 

http://www.looksmart.com/ http://www.switchboard.com/ 

http://www.lycos.com/ http://www.teoma.com/ 

http://www.mamma.com/ http://www.thebighub.com/ 

http://www.mapquest.com/ http://www.thedirectory.org/pref/ 

http://www.mckinley.com/ http://www.thesearchenginelist.com/ 

http://www.melissadata.com/lookups/ http://www.thrall.org/proteus.html 

http://www.metacrawler.com/ http://www.tripadvisor.com/ 

http://www.miningco.com/ http://www.tucows.com/ 

http://www.monash.com/spidap.html http://www.usa.gov/ 

http://www.msn.com/ http://www.usa-people-search.com/ 

http://www.myfreeemailsearch.com/ http://www.usatoday.com/ 

http://www.mylife.com/ http://www.usernamecheck.com/ 

http://whatsmyipaddress.com/
http://whatstheirip.com/
http://who-me.com/
http://www.192.com/
http://www.alexa.com/
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http://www.myonid.de/ http://www.usps.com/ 

http://www.myspace.com/ http://www.ussearch.com/ 

http://www.netpeoplesearch.com/ http://www.videosurf.com/ 

http://www.ning.com/ http://www.viewzi.com/ 

http://www.nlsearch.com/ http://www.washingtonpost.com/ 

http://www.nndb.com/ http://www.wayp.com/ 

http://www.northernlight.com/ http://www.webmd.com/ 

http://www.numberway.com/ http://www.websearch.com/ 

http://www.orbitz.com/ http://www.webwombat.com.au/ 

http://www.pandia.com/people/ http://www.whatuseek.com/ 

http://www.peekyou.com/ http://www.whitepages.com 

http://www.peoplebot.com/ http://www.who2.com/ 

http://www.peoplefinder.com/ http://www.whostalkin.com/ 

http://www.people-hunters.com/ http://www.whowhere.com/ 

http://www.peoplelookup.com/ http://www.wisenut.com/ 

http://www.peoplesearch.com.au/ http://www.wolframalpha.com/ 

http://www.peoplespot.com/ http://www.worldtimeserver.com/ 

http://www.phonebook.com/ http://www.yahoo.com/ 

http://www.phonenumber.com/ http://www.yasni.com/ 

http://www.phonespell.org/ http://www.yellowbook.com/ 

http://www.picsearch.com/ http://www.yoname.com/ 

http://www.pretrieve.com/ http://www.zabasearch.com/ 

http://www.privateeye.com/ http://www.zhongsou.com/ 

http://www.profusion.com/ http://www.zillow.com/ 

http://www.publicrecordfinder.com/ http://www.zoominfo.com/ 

http://www.quintura.com/ http://www.zuula.com/ 

http://www.rapleaf.com/ http://www.realtor.com/ 

http://www.refdesk.com/ http://www.reunion.com/ 

http://www.samepoint.com/ http://www.scirus.com/ 

http://www.scribd.com/ http://www.search.com/ 

http://www.searchbug.com/ http://www.searchengines.net/ 

http://www.searchtastic.com/ http://www.searchtools.com/ 

http://www.silobreaker.com/ 

  

 

  

http://www.whitepages.com/
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Appendix B – Federal Trade Commission Anti-Pretexting Recommendations 

 Don’t give out personal information on the phone, through the mail or over the Internet 

unless you’ve initiated the contact or know who you’re dealing with. Pretexters may pose 

as representatives of survey firms, banks, Internet service providers and even government 

agencies to get you to reveal your SSN, mother’s maiden name, financial account 

numbers and other identifying information. Legitimate organizations with which you do 

business have the information they need and will not ask you for it. 

 

 Be informed. Ask your financial institutions for their policies about sharing your 

information. Ask them specifically about their policies to prevent pretexting.  

 

 Pay attention to your statement cycles. Follow up with your financial institutions if your 

statements don’t arrive on time. 

 

 Review your statements carefully and promptly. Report any discrepancies to your 

institution immediately. 

 

 Alert family members to the dangers of pretexting. Explain that only you, or someone 

you authorize, should provide personal information to others. 

 

 Keep items with personal information in a safe place. Tear or shred your charge receipts, 

copies of credit applications, insurance forms, bank checks and other financial statements 

that you’re discarding, expired charge cards and credit offers you get in the mail. 

 

 Add passwords to your credit card, bank and phone accounts. Avoid using easily 

available information like your mother’s maiden name, your birth date, the last four digits 

of your SSN or your phone number, or a series of consecutive numbers. 

 

 Be mindful about where you leave personal information in your home, especially if you 

have roommates or are having work done in your home by others. 

 

 Find out who has access to your personal information at work and verify that the records 

are kept in a secure location. 

 

 Order a copy of your credit report from the three nationwide consumer reporting 

companies every year. An amendment to the federal Fair Credit Reporting Act requires 

each of the major nationwide consumer reporting companies to provide you with a free 

copy of your credit reports, at your request, once every 12 months. To order your free 

annual report from one or all of the nationwide consumer reporting companies, visit 

www.annualcreditreport.com, call toll-free 1-877-322-8228, or complete the Annual 

Credit Report Request Form and mail it to: Annual Credit Report Request Service, P.O. 

Box 105281, Atlanta, GA 30348-5281. You can print the order form from ftc.gov/credit. 

Do not contact the three nationwide consumer reporting companies individually. They 

provide free annual credit reports only through www.annualcreditreport.com, 1-877-322-

http://www.annualcreditreport.com/
http://www.ftc.gov/credit
http://www.annualcreditreport.com/
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8228, and Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-

5281.  

 

Your credit report contains information on where you work and live, the credit accounts that 

have been opened in your name, how you pay your bills and whether you’ve been sued, arrested 

or have filed for bankruptcy. Checking your report annually can help you catch mistakes and 

fraud before they wreak havoc on your personal finances. 

 

If You Think You’re a Victim 

 

If you think you’ve been a victim of pretexting, the FTC recommends that you:  

1. Report it to your financial institution immediately. Close accounts that have been 

tampered with and open new ones with new Personal Identification Numbers (PINs) and 

passwords.  

 

2. Contact the fraud departments at one of the three major credit reporting companies 

immediately. Tell them to flag your file with a fraud alert including a statement that 

creditors should get your permission before opening any new accounts in your name. The 

company you contact will transmit your request to the other two. 

 Equifax: call: 1-800-525-6285 and write: P.O. Box 740241, Atlanta, GA 

30374-0241  

 

 Experian: call: 1-888-EXPERIAN (1-888-397-3742) and write: P.O. Box 

949, Allen, TX 75013-0949  

 

 Trans Union: call: 1-800-680-7289 and write: Fraud Victim Assistance 

Division, P.O. Box 6790, Fullerton, CA 92634  

 

3. Contact your local police as soon as possible, and ask to file a report. Even if the police 

can’t catch the pretexter, having a police report can help you in clearing up your credit 

records later on. 

 

4. Contact the Federal Trade Commission as soon as possible. The FTC works for the 

consumer to prevent fraudulent, deceptive and unfair business practices in the 

marketplace and to provide information to help consumers spot, stop and avoid them. To 

file a complaint, or to get free information on any of 150 consumer topics, call toll-free, 

1-877-ID-THEFT (1-877-438-4338), or use the complaint form at www.ftc.gov/idtheft. 

The FTC enters Internet, telemarketing, identity theft and other fraud-related complaints 

into Consumer Sentinel, a secure, online database available to hundreds of civil and 

criminal law enforcement agencies in the U.S. and abroad.  

 

If you’ve been a victim of identity theft, file a complaint with the FTC by contacting the FTC’s 

Identity Theft Hotline by telephone: toll-free 1-877-ID-THEFT (1-877-438-4338); TDD: 202-

326-2502; by mail: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania 

Avenue, NW, Washington, DC 20580; or online: www.ftc.gov/idtheft. 

 

http://www.ftc.gov/idtheft
http://www.ftc.gov/idtheft
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The FTC has published a free booklet, Take Charge: Fighting Back Against Identity Theft. This 

comprehensive guide includes information on what consumers can do to reduce their risk of ID 

theft; how consumers can protect their personal information; the steps consumers can take if they 

do become victims of ID theft; and a directory of government resources available to ID theft 

victims. For your copy, visit www.ftc.gov/idtheft. 

 

The FTC works to prevent fraudulent, deceptive and unfair business practices in the marketplace 

and to provide information to help consumers’ spot stop and avoid them. To file a complaint or 

get free information on consumer issues, visit ftc.gov or call toll-free, 1-877-FTC-HELP (1-877-

382-4357); TTY: 1-866-653-4261. Watch a video, How to File a Complaint, at ftc.gov/video to 

learn more. The FTC enters consumer complaints into the Consumer Sentinel Network, a secure 

online database and investigative tool used by hundreds of civil and criminal law enforcement 

agencies in the U.S. and abroad. 

 

http://www.ftc.gov/idtheft
https://www.ftccomplaintassistant.gov/
http://www.ftc.gov/bcp/consumer.shtm
http://ftc.gov/
http://www.ftc.gov/multimedia/video/scam-watch/file-a-complaint.shtm
http://www.ftc.gov/video
http://www.ftc.gov/sentinel/

