
 

 

 

 

 

 



Abstract 

Virtual worlds are places of escape not just for the average person alone, but also for the 

criminal element. They are places where individuals may interact with legal or illegal 

intent against those they meet online or across the Internet. An investigator working on a 

case in the physical world may find the evidence leads to one of these virtual realms. The 

purpose of this research is to examine current digital forensic technology and recommend 

improvements to current practices in virtual world investigations. The target audiences 

for this research are those law enforcement and intelligence agencies who may be 

charged with conducting investigations within virtual environments (Ex. FBI, NYPD, 

CIA, etc.). It takes a great deal of time and care to find and collect data in a forensically 

sound manner, and much may be hidden within the huge graphics files used in these 

worlds. A tree may hold a thousand credit card numbers, a cloud might hide malware or 

terrorist secrets, and an ice cream truck might carry a million pictures of violated 

innocence. Stolen credit card numbers, malware, terrorist secrets and even child 

pornography are only a few examples of what may be stored by the criminal element. An 

investigator acquires evidence normally through traditional physical investigations or 

online research via Google and Social Media like Twitter, Facebook, LinkedIn, etc. 

Traditional investigatory methods alone are not enough to be successful in these worlds 

but may be adapted by an investigator who chooses to learn the gaming culture and 

become a trusted member of the virtual community they investigate.  

 Keywords: computers, intelligence, forensics, crime, terrorism, virtual worlds 
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VIRTUAL WORLD COMMUNITIES 

AN EXAMINATION OF CURRENT DIGITAL FORENSIC TECHNOLOGY 

WITH RECOMMENDATIONS FOR IMPROVED INVESTIGATIONS 

 

Virtual worlds offer individuals the ability to take on a limitless number of new 

identities with only a few key-strokes. Virtual world communities also provide terrorist 

and criminal organizations a ready-made means of communication with like-minded 

people. This increases their ability to find and train new members. Much like legitimate 

organizations, these groups grow their membership, while concealing and disseminating 

information and instructions to their network(s), under the guise of a simple online game 

(Cybercop, 2006). 

The purpose of this project is to research the current technology, tools and training 

needed to facilitate investigations within virtual worlds. Further, it is important for 

investigators to understand how the technology and tools may hinder government 

investigations both on and off the Internet (Wylie, 2010). Without informed support on 

the part of management, an investigator’s effectiveness is limited without adequate time, 

access to proper tools, skills and training (Haskins, 2008). As such, solutions for the 

investigative challenges faced by those charged with conducting virtual crime cases are 

minimal at best.  

The author’s belief is that a thorough examination of available online data, as well 

as advice from security experts, will aid in gauging threat potential; identifying likely 

adversaries, and discovering resources to successfully postulate appropriate forensic 

tools, tool creation and/or specialized training. The end goal is to better prepare those 

whose investigative work requires them to venture into virtual worlds (Singel, 2008). 
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Research 

 As previously stated, current virtual world technology, information and forensic 

solutions for investigating digital realms will be sought from open sources and security 

experts on virtual worlds. From this, the project focus will narrow based upon the 

resulting research. A qualitative research method will follow and focus upon how humans 

react and behave towards one another as well as the technology used when interfacing 

online. 

  Kirk Hausman, author of “Terrorist Uses of Massively-Multiplayer Online 

Environments” (2006)  examines the potential uses of MMORPGs (Massively 

multiplayer online role-playing games) and MMOEs (Massively Multi-participant On-

line Environments) by terrorist organizations for the purposes of recruitment, training, 

communication, coordination, funding and enacting attacks (Webopedia, 2012).  

 Other experts in the security field (Paul De Souza [DeSouza] of the Cybersecurity 

Forum Initiative [CSFI], Raymond Parks [Parks] of Sandia National Laboratories, Scot 

Terban [Terban] of Infosec-Island, Rick Brekelmans [Brekelmans] of the Royal Dutch 

Navy, and Rick Amores [Amores] of U.S. Cyber Labs) have also been consulted for 

advice on tools and the importance of training methods in preparing law enforcement and 

intelligence operatives for investigations in virtual environments.  

There are many types of virtual worlds with their own unique, operational 

methodologies and not every tool or technique will work effectively in every world. 

Several of the aforementioned experts have discussed tools in the CSFI forums that they 

would like to see created, have provided specifications, and processes to create and test 

the tools.  These options will be explored based on how productive the research for Open 
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Source and COTS (Completely off the Shelf) software proves. 

Deficiencies and Training Solutions Explained 

 

Overall, successful undercover operations will require an investigator to become a 

participating member of the community, not just a person asking questions or using tools. 

Preparations for conducting more effective virtual world investigations will be outlined 

more fully in this research project. All manner of online games from early MUDS (Multi-

User Dungeons), MUSHES (Multi-User Shared Hallucinations), MUVEs (Multi-User 

Visual Environments), and MOOs (Multi-User Object Oriented), to modern virtual 

communities such as Second Life are considered virtual worlds (Yale, 2012). 

Assimilation into these communities is not difficult, for even the most neophyte computer 

user, although it takes patience and practice, as these communities thrive on social 

interaction (Rossmiller & Carswell, 2011). 

People enter these worlds for the most part, to escape every day reality and 

become someone else: heroes or villains, with little to no chance of having real 

consequences for their actions, be it part of the game they play or a darker one meant to 

snare the innocent (Pervertedjustice.com, 2012). An aggressive investigator solely trying 

to “clear a case” so that they may move on to the next one will be completely transparent 

to the virtual world community. 

To alleviate this, part of the research concentrates on successfully becoming a 

player, as other players are unlikely to give useful information to an outsider (Hadley, et 

al., 2012). Investigators are further challenged because there are no facial features or 

tones of voice - to analyze. The normal methods for detecting a lie in person will not 

apply (Mitnick, 2002). 
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 The current threat potential posed by criminal, terrorist, and nationalist hacker 

groups, etc. will be examined in an effort to gauge these entities' abilities and prioritize 

them for the purposes of investigation (Ward, 2009). There are many varieties of groups 

which use the Internet and could be using virtual worlds for their own purposes. Many of 

these groups are not engaged in illegal activities, per se, but may seem strange or 

disturbing to those who are unfamiliar with them (Weinberger, 2008). Personal contacts 

with all manner of groups will be necessary. As such, behavior common to new players 

(“noobs”) is tolerated initially and is often the best way to get the lay of the virtual land. 

That being the case, it is important to research and define the most common types 

of malicious groups as well as the types of groups one may encounter which may not be 

malicious. If possible, discovering what is known of a players (or groups) offline activity, 

as well as other web based activities, will be necessary within the bounds of a legal 

investigation. 

 

Figure 1 Changing appearance. Author’s Second Life (2012) avatar, “Orchloch.” 

Actions in virtual worlds may innocently appear deceiving and as such it is 
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important to observe actions and ask innocuous, non-judgmental questions of those 

contacts where possible. However, being too curious may be as damaging to a virtual 

world investigation as prejudging the activities or information of a contact attired as 

Satan or garbed in the form of an Angel.  

There are basic problems which must be defined when one conducts any sort of 

investigation into a virtual world and one of the foremost is that investigators must 

remember that they are not the only ones watching what is going on.  

There are online officials (paid or unpaid depending on the nature of the world) 

who are keeping track of activities within these environments and are invisible to the vast 

majority of participants unless they choose to reveal themselves. The players also watch, 

the given abilities of some players oftentimes rivaling those of game officials in certain 

niche detection abilities (Bioware.com, 2011). 

This means it is better to assume one's activities are being observed at all times, 

even if not being watched directly. Officials will notice what players' activities have been 

from the logs. So long as each virtual realm’s rules are followed and the game itself is not 

impacted there is generally no censure. But that does not means records will not be kept 

for future use. 

This can be a major difficulty if the activities being investigated have been 

perpetuated by an official or officials on the world. If they become suspicious it is 

unlikely one will find any data that hasn’t been planted to lead an investigator astray. If 

one can properly determine the reliability of any official(s) the possibilities of a 

successful investigation improve immensely as their surveillance skills are total within a 

virtual world.   
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As stated previously, there are no visual or verbal cues for an investigator to 

concentrate on when someone is doing something shady unless that physical cue has been 

coded into the activity (and very often they are not). The only way to prove or disprove 

what someone is saying is by being able to find the information oneself. Verifying the 

truth of another player or group’s words is not considered unusual and is unlikely to raise 

any red flags in an online community regarding the questioner’s intentions. 

  It is also important to remember that these worlds have people who will often 

take on a character role and never break it for anyone, while others will be less serious 

about it or not even role-play at all. There are as many different types of people in a 

virtual world as in the physical world with just as multitudinous a number of unique 

personalities. 

Virtual worlds, as have been described earlier, are a paradise for liars but many of 

them are simply acting with no malicious intentions behind their facade. Technological 

tools can help in determining what a person has been up to online, but often the least 

invasive method is old-fashioned investigative technique which involves asking 

questions, taking down answers, and then verifying the information privately.  

Tool use will eventually be noticed by officials when employed in their worlds 

and perhaps even detected by attentive players. If an avatar has not moved for hours 

despite many attempts at conversation by other players or even world officials this is 

bound to attract attention. Lastly, slang and foreign language as well as virtual culture 

must be absorbed. Fortunately this is not a big hurdle to jump with the proper translation 

program or dictionary (Lingoes.net, 2012). 

New people, of various backgrounds, come onto these worlds all the time and 
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people are used to being asked questions. Players are generally helpful to the newcomer 

attempting assimilation. There are also lexicons and dictionaries online for the more 

popular realms which make it simple to pick up a vernacular of a given realm. A general 

glossary of the most universal terms is available at Netlingo.com but is too 

comprehensive to be included in this research project, even in the Appendix section.  

 

Figure 2 How to join World of Warcraft for free (Battle.net, 2012). 

It is not only avoidance of the learning process which raises eyebrows, but also 

not taking advantage of the activities of a given world: going on “quests, “farming” 

creatures for experience points and gold, or role-playing with others. Logging into a 

world and bringing your suite of tools online for a live forensics investigation will again 

likely be noticed by officials or by players who see you unmoving and unresponsive.  

Proper tools, which are simple to use and fast acting would help alleviate the 
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worry of standing out. Again, as mentioned earlier, it would be wise to prepare and learn 

of player and group twitter feeds as well as other social media outlets which community 

members may use to stay in touch when not logged in. Trust is a very important quality to 

cultivate in both players and officials, losing that trust will not only ruin an investigation 

but it will ruin the chance of future investigations for some time thereafter. 

When attempting to identify criminal, terrorist, and hacker groups these will likely 

have the same cues as an investigator trying to fit in if they are new. It is important to 

note your own flaws as a “noob” so you may spot them in others who may also be there 

for reasons other than entertainment. However, other players may have already 

assimilated into these worlds and as a consequence be harder to track for that reason. 

They may also have access to talented programmers or a tested suite of tools themselves 

already. This may provide these players with an edge when operating in a given virtual 

environment without their activities being easily noticed by online officials or outside 

investigators (Lev, 2012). 

Another investigative problem lies in being too overtly aggressive, which may 

earn an investigator censure from officials in that world, the result being the logging and 

banning of one’s IP address or site address in extreme cases. Under those circumstances, 

going back in will not be possible for that character or their computer account unless one 

is able to spoof their IP address.  

In such a case it is likely wiser to have a new investigator with another computer 

and user account take over. Verbal cues may give one away in text and it is possible that 

the spoofed address may be detected and not only get the character banned but a 

complaint sent to the Internet provider as well. Further aggression would likely be met 
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with legal action which may be threatened in advance of this point. Being banned from 

the game could be the least of an investigator's worries. 

The nature of people and groups one meets in virtual worlds will be easier to 

gauge in places like Second Life where there is a broader mixture of people who simply 

go on to socialize often within their own groups - within their own purchased territories. 

Uninvited guests will not be welcome (assuming their realm is not locked to outsiders).  

While this is not unusual in a closed group, those involved may give cues as to the 

nature of their activities. A given avatar's attire, their actions, the appearance of the realm 

– or even a lack of any distinguishing features can give indications of something unusual 

going on. A realm and membership with no distinguishing features or creative expression 

is strange in a world devoted to creative expression. 

Target Audience 

 The intended users of this research project are law enforcement and intelligence 

operators whose task it may be to operate in virtual realms. Fortunately, today many 

younger people already have basic experience with computers, with many of them also 

having experience in online gaming.  

 For these it will be less necessary to worry about the mechanics of learning a 

game and how to enter or fit in. The challenge for them will be to assimilate themselves 

without losing site of their investigative goals and keeping their true intentions secret 

from those they interact with and know in their lives outside their work. It will also be 

necessary to learn new ways of using social media like Twitter, Facebook, and other sites 

as means of learning what their new “friends” (who at some point they may need to 

betray to make a conviction) may be up to that they might normally not be privy to. 
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 Not every person who carries out this activity will be suited to creating and/or 

playing a role. Like undercover investigation conducted off the Internet, it is not an easy 

thing to stay true to a personality, a set of values, and a history that isn't your own. Those 

with a background in acting or role-playing on such worlds will likely have an advantage 

over those who do not. 

 The world-at-large, for the most part, lives much of its life online these days. It is 

only natural that malicious entities such as criminals and terrorists would find a home on 

the Web. Some of these homes may be on persistent worlds similar to Second Life; 

worlds which are online and active 24-7 entertaining the world-at-large (Bioware.com, 

2011). Many of these groups have existed for years with few in official government 

positions being the wiser of their activities.  

 Groups such as Al-Qaeda (Au, 2007), the Russian Business Network (Kabay & 

Guinen, 2011), and hacktivist groups like Anonymous (Warcutter, 2012) have shown 

many of the malicious uses, to which the Internet can be turned by those with the 

knowledge and the desire to do so. It is vital that those who defend our freedoms have the 

skills to identify these groups online and by extension within the growing number of 

virtual realms on the Internet.  

 Technology has been advancing by leaps and bounds, becoming almost 

impossible to stay current for even many technology practitioners. For those investigators 

whose jurisdictions lie in the physical world, it has become nearly impossible to conduct 

an investigation which does not have a computer involved with it in some way.  

Current trends seem to indicate that more and not less of our lives will be bound 

up within the strands of the Internet. It is up to those whose duty it is to guard us to have 
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the skills and knowledge to succeed in their tasks of finding those who seek to do us 

harm (Amores, 2012). This paper will hopefully be one of many attempts by the security 

profession to aid in their preparation. 

Literature Review 

Overview & Objectives 

 A new identity may be acquired by anyone in a virtual world; an individual may 

even acquire multiple identities in multiple worlds. There are many virtual communities 

available to those interested in escaping physical reality, a fact which many terrorists and 

criminals may use to their advantage. These virtual realms provide the criminal element 

with a means to conduct illicit business over what appears to the casual observer as only 

an online game. The purpose of this study is to research the current technology being 

used in virtual worlds and how that technology may be used to obfuscate criminal 

activities.  

 Some examples of such criminal activity are the exchanging of physical currency 

for digital currency (money-laundering) and then back to physical currency; or virtual 

training of terrorists and assassins, preparing them for real-world attacks upon virtual 

duplicates of their targets and target locations. It is difficult to differentiate, unless one is 

involved in a virtual setting, whether people are playing at being terrorists or whether 

they actually are terrorists. 
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Figure 3  How to trigger a light or light a bomb in Second Life (Second Life, 2012). 

In addition to money laundering activities, online participants can also hide data 

inside the code of any object including people and the landscape, creatures one 

encounters – literally anything. And lastly it has been proven by at least one researcher 

that an avatar can activate a light from within the Second Life Gaming Community by 

pressing a button in that realm which will then set off a red light in the physical 

world.(Hausman, 2006) 

It is possible to affect the physical world with attacks from virtual realms and 

government operatives are currently ill-equipped to effectively investigate cases of this 

nature. The concern being that if an avatar can press a button to turn on a light then by 

extension they may also be able to press another button to detonate a bomb. 
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 Criminals, terrorists, and nationalist hacker groups, etc. will be examined and 

input will be sought from both the Internet and cybersecurity experts seeking their 

recommendations of documents to peruse and websites to mine for helpful data. From the 

resulting research the focus of this paper will narrow and follow a qualitative methods 

format. How humans react and behave towards one another as well as the technology 

used in these worlds will be explored. 

 The works of information security experts on virtual worlds, Edward M. Roche, 

author of “Virtual Worlds, Real Terrorism,” Kirk Hausman author of “Terrorist Uses of 

Massively-Multiplayer Online Environments” and security expert Rick Amores 

(“Gatomalo”) of U.S. Cyber Labs regarding data collection and becoming anonymous 

online will be referenced. The end goal of the research is to better prepare those whose 

investigative work requires them to venture into virtual worlds.  

 Enhancing the investigator's knowledge will be accomplished by providing access 

to a basic glossary of terms used in online chat and gaming environments. Familiarization 

with social media information resources (such as Facebook, Twitter, LinkedIn and other 

networking sites) used by participants in a given community will also be pursued. For 

example, tools like TweetDeck may be used to keep track of updates from Twitter, 

Facebook, and Myspace accounts. (Tweetdeck.com, 2012) Another tool called 

Trendsmap allows one to keep track of Twitter trends around the world enabling one to 

focus research to a particular country or city within that country. (Trendsmap.com, 2012) 

  Research regarding the various virtual worlds has been confined to several of the 

most popular: Linden Labs (Second Life), Blizzard Entertainment (World of Warcraft), 

and BioWare (Neverwinter Nights 2). Information regarding steganography (the art of 
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hiding information) and steganalysis (the art of detecting hidden information) tools and 

tools which may be used to detect and reveal them were gleaned from Hayati and Chang's 

(2007) “Survey of Steganographic and Steganalytic Tools for the Digital Forensic 

Investigator.”  

Logical Division of Works 

A number of people are studying and sharing their data on virtual worlds, but few 

are sharing data on investigating them. This is only one reason for conducting this 

research. A secondary reason is to streamline the steps for investigators looking into 

criminal or terrorist individuals or groups that are hoping to elude observation and 

possible capture for their activities. The investigative methods used will likely vary 

depending upon the nature of the world in question.  

Some virtual world creators like Linden Labs, utilize a proprietary scripting 

language while others utilize a Graphical User or GUI-based interface within a virtual 

world. Training, even more than tools, will be the important base from which 

investigators will develop more effective methodologies of their own for analyzing the 

activity in virtual worlds.  

 For the purposes of efficiently illustrating these methods, background preparation 

and tools, investigatory tools & techniques, recommended resources for tools creation, 

and training resources will be briefly explained. Again, the virtual worlds which will be 

used in examples are Second Life, World of Warcraft and Neverwinter Nights 2. There 

are many more virtual worlds but these are a few of the most popular (See Appendices for 

examples of what options are available to users of these virtual communities). 

 Every virtual world has its own rules regarding what can be included it. In Second 
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Life, products called ‘prims’ (short for primitive) are the building blocks of that world. 

All objects in Second Life are made of prims, except avatars, the ground, and trees. 

Whenever people in Second Life say "prim jacket" or “prim eyes" or "prim boots," it 

means those items have been made from prims for use in that world. An interesting 

question which may be explored would be whether investigatory tools may be created 

using prims. It is even possible to create tiny surveillance devices from prims, though the 

legality of such tools according to Second Life rules and actual privacy laws may be 

questions better directed to Linden labs and law enforcement in future research (Wagner, 

2007). 

 In Second Life, prims may be made anywhere a person is allowed to build. This 

could be one’s own land, someone else's land with their permission, or a public sandbox 

where building is not limited. Prims cost L$0 (zero Linden dollars) and are unlimited in 

supply. There is, however, a limit to how many prims a parcel of land may hold, though 

there is no limit to the total number of prims one may create. 

 It is important to know that in Second Life all creation costs (and purchases) are 

tracked in Linden Dollars. There is a real-time one-for-one ratio between U.S. dollars and 

Linden Dollars, joining the latter to the real world economy, and revealing an efficient 

resource for money-laundering (Second Life.com, 2011). 

 To create items in World of Warcraft requires joining the wow-v.com website 

which allows a player to create custom items for interaction with other players. As in 

Second Life and Neverwinter Nights 2 literally anything may be created. Registration is 

free and there are no costs to use the site. Donations are encouraged to continue the site's 

operations.  
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 The interface is simple, relying on a series of drop down menus for a creator to 

choose from. Items created are intended for inclusion on private servers. However as 

these servers may be made public by their owner there is no real bar to players using 

unique items on other World of Warcraft servers.  

 There are many tutorials available on YouTube regarding item creation using this 

system. Several tutorials created by a group called “OurSaintsProductions” have succinct 

and well-explained video tutorials recommended as a means of grounding a novice user 

in this World of Warcraft creation method. This resource is listed in the references for the 

convenience of the reader. Exporting and using such creations on another World of  

Warcraft server will require the owner(s) of the server to add that creation to their server 

(wow-v.com, 2012). 

 In Neverwinter Nights 2 (and its Precursor NWN1) items are created using the 

GUI-based toolset. To create items, which may be modified to taste, simply click on the 

“Items” tab in the Blueprint Menu. This brings up all of the items presently available in 

the game along with their options for customization (color, texture, styling, etc). Right-

clicking anywhere in the New Item field will bring up a small pop-up menu. Within that 

menu, there are two choices: “Create Blueprint” and “Copy Blueprint” (Bioware.com, 

2011). 

  Copied blueprints are useful when creating items needing only a slight 

modification from the original while created blueprints require more effort but yield a 

greater degree of personalization. For the purposes of hiding information it would make 

better sense to copy an item as this requires less effort and will also blend more easily 

into the milieu of the game. Documents, videos, pictures, stolen credit card numbers or 
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even malware could all be hidden within the vast size of graphic files. 

 Item creation is restricted on Neverwinter Nights Persistent Worlds. “Persistent 

Worlds” is a term created by Bioware.com denoting virtual worlds using Neverwinter 

Nights 1 and 2 software game environment. This environment is based on the tabletop 

role-playing game Dungeons and Dragons. Like Second Life and World of Warcraft, 

these worlds operate 24 hours a day, seven days a week. Depending upon the rules of a 

given world, there are varying levels of acting or role-pay involved when a character is 

created and used there. It is best to know this in advance beforehand (Bioware.com, 

2011). 

 What is created offline is unlikely to be uploaded unless one has access to a game 

official with the permissions to upload new content. This means that covert use of 

investigatory tools while logged into any of the aforementioned virtual worlds is unlikely. 

It may, in fact, be simpler to become a game official on any of these virtual worlds and 

use the powers that come with the office to track suspects. This will of course, require 

investigators to spend regular amounts of time online to effectively assimilate the culture 

and technology to earn this right. 

Synergy 

 All tools and techniques should work together properly with neither tools nor 

techniques affecting the performance of other tools being used. The majority of the 

resources available on this subject will focus on preparing the investigator to fit into these 

worlds. Other resources will provide professionals a taste of how to track suspect 

activities through the use of Twitter, Facebook, online forums, and various other social 

networking sites.   



18 

 

Open source threat intelligence is a viable fount of information which is in use by 

the U.S. government as well as terrorists and criminals. Social media sources like 

Facebook, Twitter, and LinkedIn are invaluable when attempting to profile another 

individual or group.  

“Anonymous,” the loosely-associated hive of hacker-terrorists excels at using this 

resource to attack governments and businesses. For law enforcement and intelligence 

operators alike it is vital they learn how groups like “Anonymous” function, and adapt 

those techniques for their own use. Groups like “Anonymous” are becoming the model 

for how to gather data online and how to use it most effectively (Gatomalo, 2012). 

To aid in this research, an investigator might sign up for a TweetDeck account 

which allows one to more efficiently access the data sources available in Twitter and 

other social-networking sites. Accessing Pastebin.com and researching current trends will 

also provide a deeper view of a suspect’s activities online. (Pastebin.com, 2012) 

A language translation program like Lingoes (or others available amongst many 

add-ons in the Firefox browser) used in tandem with these tools will also broaden the 

information available to investigators. (Lingoes.net, 2012) 

Other sources of data which are outside the scope of this research but must be 

mentioned are the Darknet or Dark Web (a clandestine network run by and for the 

criminal element) and the Deep Web (a collection of sites and databases not available to 

Google and other search-engines and far outstripping them in information). These 

provide a great deal of data to process and analyze for most researchers and will normally 

require much more practice to use effectively than will be available to the average 

investigator. 
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 Before official information gathering efforts are undertaken, it is vital that 

investigators make themselves as invisible as possible before conducting Internet 

research. In this regard, taking a page from “Anonymous” would be wise. According to 

Gatomalo (2012), the best source for the would-be information gatherer wishing to be 

effectively untraceable (the author notes that no one is completely untraceable) is as 

follows: 

 ...Before we start let’s become invisible on the web. I would read -Anon Security -

How to be Anonymous [1]. This is a guide written by the group Anonymous and 

frankly they do a great job of hiding. Just add your favorite and be safe and 

private. In the white hat world Anonymous is one of the bad guy’s but this 

growing movement will inspire the young and the lonely a place to be accepted. 

These crew(z) help you to help yourself, just read and educate yourself. If you 

want to be good at TI you have to learn from your advisories and friends 

(Gatomalo, 2012). 

 For basic protection a simple Onion Router (TOR) and free Virtual Private 

Network (VPN) allows a researcher enough anonymity to begin working in relative 

safety. TORs are similar to their vegetable namesake in that they have many layers. 

Layers of proxy server’s channel one’s encrypted data to others within the chain of TOR 

servers until eventually it is again decrypted. This passing of data is extremely random in 

destination and equally difficult to detect in content of said data, its originator, or 

intended recipient. VPN’s are used by businesses to access the Internet and connect with 

locations and employees through an encrypted link. The main difference between the two 

types of anonymity protection are that in a VPN the physical location of the participants 
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is generally not being hidden from outsiders, whereas a TOR’s goal is complete 

anonymity for the user.   

 According to Gatomalo, to effectively retrieve information from the “twitter-

sphere,” the site trendsmap.com should be used as it allows real-time mapping of what 

are current topics of interest in online communities. Research may then be focused into 

what is happening within a particular country right at that moment. This is a true source 

of free, real-time open source intelligence. It should be noted that it is best to watch what 

an investigator tweets themselves as the criminal element also monitor this source.  

 There are many tools available to those interested in mining networking sites and 

their number continues to grow along with the social aspects of the Web. Governments 

and criminals are constantly searching for new ways to gather intelligence and their 

efforts will contribute further to the loss of privacy in society. 

 Google and other search engines can still be useful despite their lack of access to 

the Darknet and Deep Web. Through the use of proper search scripts and tips one may 

earn better results than is possible for most users (Church of Google, 2006-2012). 

Another useful resource can be found at archive.org which has been active since 1996. 

True to its name this site archives the Internet and saves significant amounts of data that 

would otherwise be lost when a site is updated or is itself lost due to neglect. 

(Archive.org, 2012)There are still many more resources available on the Internet for the 

motivated researcher to discover and exploit (Gatomalo, 2012).   

 What is most necessary in the end is knowing how to think like a hacker, a 

terrorist, or whatever the target of the investigation may be. Whatever the target, the 

answers will be found in cyberspace - if one is able to think outside the box.  
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The real trick considering all of these information gathering resources will be to 

use them effectively alone or in combination within each type of virtual environment. 

What would be efficient in a Multi-User-Dungeon (MUD), (a real-time text-based game 

accessed through a computer's web browser or separate telnet client program) would not 

necessarily work as well in a high-graphics world such as Second Life.  

The latter types of worlds require high bandwidth, a strong 3D graphics card and 

significant Random Access Memory (RAM) as well, or one’s computer can freeze 

negating any online activity until the computer is rebooted. Text-based games like MUDs 

require very few resources and for this reason could be highly attractive to criminally-

minded users with only basic computer resources.  

Because of this great range of possible worlds an investigator may need to access, 

it is more important to have tools and techniques which may enhance each other in an 

investigation. The ability to find tools which may be adapted for use in multiple virtual 

worlds will require experimentation on the part of an investigator to discover what works 

best for their purposes.  

The following are examples of tools criminals may use to hide information within 

online games to great effect individually but are even more effective when used together 

(a detection program useable offline by law enforcement or intelligence operators is also 

included as an example of what an investigator could use to detect the presence of these 

programs in a confiscated computer hard drive). 
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Figure 4 Camouflage menu & example of program usage (Addictivetips.com, 2012). 

 

Figure 5 Invisible Secrets 2.1 menu & example of program usage (Download32.com, 

2012). 

 By themselves, Camouflage (Sans Institute, 2002) and Invisible Secrets 2.1 are 

useful individual programs for even novice users to hide information. However, these two 
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tools can also be used to augment each others' strengths as well. While they might not 

become harder to break by being used together it will take longer to crack each individual 

password and encryption system.  A user must be very creative in their password creation 

to be effective; and use of another language (ex. Arabic) may be a good choice. 

 As an example, one could camouflage a series of MP3 files as mpeg files, encrypt 

each of them into MP4 files then camouflage them again as .html files. Once these 

steganographically altered files are compressed, they can then be hidden inside a graphics 

file using Invisible Secrets 2.1 then used in Second Life, World of Warcraft, or uploaded 

to a Neverwinter Nights 2 gaming community for inclusion (with staff approval) in their 

next update. 

  

Figure 6 Stegdetect menu & example of program usage (Provos, 2012). 

 One example of a tool that will detect both Invisible Secrets 2.1 and Camouflage 

is Stegdetect. Stegdetect is a free, automated steganalysis utility capable of analyzing 
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jpeg images (jpeg’s are one of the most common graphic images) that carry secrets 

hidden with: jsteg, jphide (UNIX and windows), invisible secrets, outguess 01.3b, F5 

(header analysis), appendX and camouflage. Stegdetect’s output lists the Steganographic 

systems it finds in each image or writes “negative” if unable to detect steganography 

(Provos & Honeyman, 2003). 

 Downloading the content referenced above from any of the stated virtual worlds 

would be a simple exercise. Also, only those whom the information was intended for (or 

who had uploaded the altered files) would know those files contained more than the 

material one would expect from online gaming content.    

Conclusions 

 

 Law enforcement and intelligence agencies are stretched thin in the war on terror. 

It is unlikely the resources exist to extend investigations (with equal effectiveness) to the 

numerous virtual worlds in existence now and in the future. An investigator would need 

to be well-versed in the culture of a particular world in order to avoid notice by the very 

people being investigated. 

 It is difficult to know of the presence of information hidden within the virtual 

worlds, unless one is involved in the culture of them. Doing so is as important to 

information gathering online as it is for an offline investigator to be versed in the 

language and culture of an ethnic or racial community in the real world. Some of these 

virtual communities reflect the real world while others bear a greater resemblance to 

flights of purest fantasy or horror. Meanwhile real world drug transactions, child porn, 

and terrorist plots may be conducted by virtual world participants at the same time as 

those engaged in innocent diversion. 
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 A virtual world can be extremely large and unless one has an idea where a given 

item or items might be one could spend years searching before the data was found 

(assuming it had not been simply used and deleted). If one is experienced in digital 

forensic investigations, there is little challenge in detecting the presence of simple 

steganography programs off line. In fact, the majority of modern steganalysis utilities 

should have no difficulty finding these programs.
 
At present, however, detecting them 

online is an unknown quantity. Unless an investigator joins the staff of a virtual world 

and thus gains access to official logs and game based surveillance programs they will find 

gathering file evidence for offline forensic examination difficult at best.
 

 That said there is often a need for outside help in these communities which may 

be used to the advantage of an investigator willing to take the time to get involved in a 

virtual world. On Second Life and World of Warcraft there are paid employees while on 

Neverwinter Nights 1 and 2 servers, there is a system of volunteers.  

 In a paid environment items may be created and uploaded for sale or trade by 

players but will likely be vetted for viral content or child porn by staff. The volunteer 

system is advantageous for both investigator and criminal alike as volunteering allows 

them to help staff by creating content to move projects along for different areas. This help 

could be in the form of creating items, landscapes, and even story-lines (depending on the 

venue) for the servers they are not active on (many worlds have rules against staff 

participating on realms they administrate).  

 Using this access, it would be possible to create places to set up sting operations 

(law enforcement) or data-drops (criminals/terrorists) and the possibilities are limited 

only by one’s imagination. The uses virtual worlds may be put to for training, while 
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advantageous to investigators posing as players, would be greatly enhanced as a member 

of the staff. The ability to act as oversight, without raising any eyebrows, keep out 

unwanted elements from training areas or data-drop sites would be invaluable to any 

group.  

 There is no limit (except in memory usage on a system) to what may be hidden 

within the huge graphics files used in these worlds to create visual and audible effects. 

Sensitive documents, audio/video files, stolen credit card numbers, malware (stored for 

later use), terrorist secrets or even child pornography can be stored with no one the wiser. 

It will require a great deal of work on the part of not only investigators but of 

programmers and research analysts to ferret out those who misuse and abuse virtual 

environments.  

Discussion and Findings 

The purpose of this research was to examine methodologies for improving virtual 

world investigations using current technology. Suggestions have also been made for the 

creation of a training program suitable for government and law enforcement personnel. 

This effort was pursued with the dual goals of simplicity and effectiveness for the 

investigator who is inexperienced in virtual worlds. To aid in this effort, the works of 

Roche “Virtual Worlds, Real Terrorism,” (2011) and Hausman “Terrorist Uses of 

Massively-Multiplayer Online Environments” (2006) as well as other security experts and 

sources from virtual gaming sites (Neverwinter Nights 2, Second Life, and World of 

Warcraft)  were used in the creation of this research project. 

 Further, reference materials including “The Art of Deception” (Mitnick, 2002) 

and U.S. Cyber Labs blog articles by Amores were reviewed. The former is a famous 
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one-time black hat hacker considered by many to be amongst the most notorious hackers 

in history. According to Mitnick (2002), “The weakest link in any security system is the 

person holding the information.” Amores, in his articles for the U.S. Cyberlabs blog, 

(2012) recommended several free programs and utilities explored in the aforementioned 

blog articles: “Anon Security – How to be Anonymous” and “Open Source Threat 

Intelligence.” 

These two articles describe methods of remaining anonymous in one's online 

activities whilst gathering information on suspect individuals or groups respectively. 

Anonymity combined with open source threat intelligence is an excellent method of 

invisibly gathering information; one which is in use by both the U.S. government and 

their allies as well as by terrorists and criminals. One can learn much useful information 

about a subject if they don’t know you are investigating them. 

 Sources like Facebook, Twitter, and LinkedIn are invaluable when attempting to 

profile another individual or group. It is extremely important that an investigator 

understand the language and jargon of the Internet as well as that available within, and 

specific, to a virtual world. A very good online glossary of current chat acronyms and text 

message shorthand may be found at netlingo.com (Initially the author intended to add his 

own glossary of useful terms, but this is impractical considering the depth of information 

already available online). 

  Each virtual world mentioned throughout the research paper (Second Life, World 

of Warcraft, and Neverwinter Nights2) have a variety of lexicons and glossaries available 

on their creator's websites. These virtual worlds run constantly, 24 hours a day, seven 

days a week – and in some cases for years (barring fixes and updates). Such 
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environments have a constantly cycling population of people from multitudinous 

backgrounds who interact with each other in varying states of anonymity. Anyone with a 

computer, an Internet connection and time on their hands can connect to these realms. 

The sources mentioned in this section were chosen for their appropriateness in 

preparing investigators mentally and socially for successful integration into virtual 

communities. The initial sources covered concern tools, sites, and software the author felt 

would be useful to an investigator assigned to virtual world cases. Lastly, resources for 

social acclimation to virtual world cultures and fostering asymmetric thinking were 

covered. As stated previously, resources were kept as basic as possible to keep a 

manageable number of effective reference documents for investigators. Extra materials 

not specifically covered in this document were made available in the references as a 

further resource for investigators to modify training, tools, and social-integration data on 

an as-needed basis. 

Major Findings 

 The basic problem faced by many investigators is a lack of understanding 

regarding the cultures and technologies of virtual communities. This lack of 

understanding extends not only to the social interactions and technological interfaces but 

also to the available tools. This knowledge-gap regarding social media research skills and 

(when necessary) basic digital forensic techniques is a problem which can be easily 

rectified.  

 Within the literature review the idea was put forth, that through proper training in 

a set of basic virtual world skills, social media information gathering and computer 

forensic tools an investigator will become more capable in investigating virtual worlds. 
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The necessity for this training was exemplified through previous examples given 

concerning the ease in storing and hiding information within the vast bedrock of graphic 

files which are the essence of these virtual worlds. 

Background Preparations 

Terrorist groups like Al-Qaeda and Hamas are known to have or have had 

presences on Second Life and even recruit and train new adherents there (Roche, 2011). 

By learning how best to enter and acclimate to these worlds as natives, investigators 

improve their chances of finding suspects after a crime has been committed from within a 

virtual world. And if investigators choose to maintain a presence and develop contacts… 

they may even prevent future crimes from occurring.  

Despite the fact that “Anonymous” is considered a black hat organization, the 

popularity and subsequent growth of the movement among disaffected youth has likely 

been used to their advantage in growing their membership. Until recently, the strength of 

“Anonymous” is the name they brazenly claimed. With none of their members having 

ever been identified, they were truly as they claimed: “Anonymous.” 

This group has been very successful in the past at remaining faceless; and 

maintaining their identities. As previous stated neither their numbers nor their 

membership had been officially identified by any government. With the arrests of 25 

suspected members (ranging in age from 17 to 40) on February 29
th

, 2012 this fact may 

have changed forever. It will require time for authorities to follow-up on investigative 

leads that may come from interrogations to confirm the involvement (if any) of these 

individuals as members of “Anonymous” (Tsukayama, Para. 1). Sabu’s (Hector Xavier 

Monsegur) betrayel of ‘LulzSec’ and their allies to the FBI has not dulled the 
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determination of Anonymous to continue hacking governments and business sites (Brian, 

2012). 

 Growing this sort of criminal obfuscation requires the recruitment of new 

members from hackers with skill-sets that “Anonymous” would find useful. There is 

strength and anonymity in numbers. One suspects that lurking on sites frequented by 

those involved in hacking culture, an investigator posing as a budding hacker could earn 

themselves tools, contacts, and data to stay current on this group's methods. Such 

information could then be turned to government service and perhaps eventually used 

against “Anonymous” and other organizations of terrorist or criminal intent. It is possible 

if the reports are accurate however, that something like this has already happened.   

Less overt terrorists and criminals may be just as able to hide and attack as this 

group was, but at present the facts confirming such ability remain unknown to this author. 

They may simply not advertise their skills the way “Anonymous” has done. It is 

necessary that investigators increase their capabilities in finding such non-state actors 

before it becomes necessary to do so. It has already been shown in the literature review 

how it is possible to detonate an explosive from within a virtual community like Second 

Life. Pairing this ability with the shadow skills of “Anonymous” should be enough to 

warrant official concern.  

It is important at this point to differentiate between the common criminal and the 

common terrorist. A criminal is motivated by enriching themselves while the terrorist is 

motivated by enriching the cause they serve. Riches can be sex, money, information, or 

whatever the individual or group values and is willing to commit illegal and legal acts for. 

But again, this denotes the average practitioner and should not be considered a definitive 
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description of the motivating factors for any individual or group.  

Tools and Web Resources 

Regarding the importance of digital forensics skills, the ability to not only store 

sensitive data but criminal resources and products (ex. terrorist virtual training systems 

and child pornography) in that environment is staggering. The use of previously-covered 

steganography programs like Camouflage and Invisible Secrets 2.1 underline the ease of 

hiding any file within another or to even make them look like another file-type entirely. 

To help illustrate the problem of trying to find such files, imagine attempting to find not 

just a needle, but “the right needle” in a territory the size of the State of New Jersey.  

According to Amores (2012) the best source for an investigator who wishes to 

remain anonymous in their activities is the group “Anonymous” itself. Despite their 

current troubles, past success in hiding both their locations and identities while still 

successfully attacking their targets have been very impressive.  

This collection of anarchist hackers have shown through their attacks on U.S. 

government and business sites how vital it is that law enforcement and intelligence 

agencies learn from this group’s activities. Adapting their techniques to government 

service should be considered a priority. Assuming this resource is valid, their guide 

(which is available in Amores’ “Anon Security – How to be Anonymous” article on the 

U.S. Cyber Labs Blog website) would be a good starting point to absorb and eventually 

improve upon this group’s lessons concerning Internet invisibility.  

For basic identity protection a simple TOR (The Onion Router) and a free VPN 

(Virtual Private Networking) allows a researcher enough anonymity to begin working in 

relative safety. As was described earlier in the literature review, a TOR‘s purpose is 
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complete anonymity and seeks to not only hide the data but the sender and recipient 

location as well. A VPN’s purpose is also data and user anonymity but is unconcerned 

with protecting location. In tandem these two programs are very effective in anonymizing 

an investigator’s online activities. 

The TOR Project (2012) is the best place to download the TOR browser which is 

built on the Firefox browser. This simplifies one’s need to calibrate the browser’s privacy 

settings as TOR has already provided this. Like much of the software described in this 

paper it is also free. There are also many free VPNs which may be found on CNET and 

have been tested and reviewed by CNET staff and users alike. It is a good starting point 

for an investigator seeking reliable free software that has already been thoroughly tested 

for viruses and bugs alike. 

The literature review covered a number of effective tools and sites which should 

be a part of any investigator’s repertoire. Some of these are mentioned again here for the 

reader’s convenience:  

 TweetDeck - Updates social networking site data from Twitter, Facebook, 

and Myspace.com in one convenient program.  

 Trendsmap.com - Tracks Twitter feeds throughout the world by subject in 

real-time.  

 Pastebins – There are many pastebin sites of diverse topics, dedicated to a 

wide range of interests. These sites can hold a great deal of text (and often 

code) data for public viewing and use.  

 Language translation software – As stated many offer dictionaries and full 

text translation off one’s computer screen in a variety of languages (Ex. 
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the aforementioned Lingoes is capable of translating over 80 languages 

and is completely free).  

 Archive.org. - Archives the Internet (since its inception in 1996) saving 

data that would otherwise be lost in update and website closures.  

 There are many more tools and sites available than those presented above. 

Collecting intelligence may be easier now than ever but finding the treasure while 

weeding through the growing pile of junk-data is as much a challenge as it ever was. 

 Google and other search engines are useful resources (despite not being able to 

access the Darknet or Deep Web) when applying the proper search terms and tips (Church 

of Google, 2006-2012). An example of the basic use of Google (other search engines will 

likely have a system of their own as well, but Google is the most popular) can be found in 

the Church of Google’s “How to use Google” section under ‘scriptures.’ While there are 

more basic and advanced features available on that webpage, what follows is an excerpt 

of the most effective basic usage Google may be put to: 

Google Search Tips (Advanced Tips) 

Basic Usage: 

    Use quotation marks “ ” to locate an entire string. 

      e.g. “Church Of Googlism" will only return results with that exact string. 

    Mark essential words with a + 

     If a search term must contain certain words or phrases, mark it with a + 

symbol. E.g. + “Bill Gates” conference will return all results containing “Bill 

Gates” but not necessarily those pertaining to a conference. 

   Negate unwanted words with a - 
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     You may wish to search for the term “bass,” pertaining to the fish and be 

returned a list of music links as well. To narrow down your search a bit more, try: 

bass - music. This will return all results with “bass” and NOT “music” (Church of 

Google, 2006-2012). 

Training Recommendations 

Some of these virtual worlds are available only in a closed (password-protected or 

private) site or they are open to anyone. Private sites will generally be listed in red on the 

search menu after the software completes its attempt to find compatible IP addresses. 

Most hardware available on computer systems purchased within the last three years 

(current year 2012) will allow any of these games to be run on them provided they have a 

compatible operating system.  

Many of these environments are free (Second Life) or have a trial period (World 

of Warcraft) available of their worlds where one may explore for a period of up to 14-

days or 20 levels of experience. Other manufacturers may require the software be 

purchased outright (Neverwinter Nights 1 and 2) with costs ranging for as little as $5.00 

for older games and as much as $60.00 for newer games. Once purchased however, 

whether from a store or second-hand, one may then join any of the various virtual worlds 

using that particular software.  

  People escape to virtual environments in an effort to become someone else. Their 

intent is to lie about who they are and what they do on a daily basis. There is nothing 

wrong with this as it’s the acceptable gaming norm - the accepted truth for all. Everyone 

lies so all may escape their responsibilities and sorrows if only for a little while. This 

understanding can be used against the subject of an investigation as well as players and 
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game officials who may be protecting them. 

According to Mitnick (2002), “Humans are the weakest link in any security 

system.” Since a rare few ever meet the people they socialize with in these environments 

trusting people they don’t know with information they would not give their best friend 

offline is normal. They are certain you can’t really hurt them and will often trust you with 

their friends’ and acquaintances’ personal information as well. 

To acquire this trust is a simple matter of first installing the game environment on 

your system and then logging in to the virtual world. The next step is to either start 

talking to people and asking for help becoming acclimated (which is perfectly acceptable) 

or accessing articles like “How to Do the Original Roleplaying Online” (Hadley et al., 

2011). This brief and effective article provides the novice in online role-play, basic 

knowledge on how to conduct themselves within an online role-playing environment. The 

overwhelming majority of people in these environments will help if asked as socializing 

is part of the milieu and everyone was a noob at one time.  

Depending on the world you may also have to dive deeply into the source material 

their worlds are based on. In this case Google and the many search tips available in the 

Church of Google will prove their worth. Background data on the various known factions 

of Second Life, raiding team make-up in World of Warcraft and guild membership in 

Neverwinter Nights 2 will all be available to the investigator who does their research. It 

pays dividends if a player knows the game setting well and only those who know the 

setting will be asked to become game officials themselves. 

 Finally, as in any investigation, details must be kept of all observed activities, 

information collected and conversations experienced. This is possible through taking 
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screen-shots of conversations and/or using a camcorder to keep video logs of an online 

session. Many games also allow logs to be kept of conversations and then saved to an 

offline document. Regardless which option is chosen, each session should be time and 

date stamped. All evidence collected must follow federal rules of evidence to ensure an 

investigator’s work will be admissible in a court of law.      

Comparison of the Findings 

In the work of Roche (2011) and Hausman (2006) the threats presented by 

terrorist hackers and criminal hackers are examined from the intelligence and security 

practitioner perspective. There are terrorist organizations that have also made the jump to 

cyberspace. Al-Qaeda and Hamas are both known to have presences on Second Life. 

Wherein they not only recruit, but train individuals in the ideology of Muslim extremism. 

While being indoctrinated they are also trained in insurgency skills and techniques using 

both the virtual interface and online training videos available within the virtual 

environment (Roche, 2011).  

The likelihood of a successful attack being conducted from within the virtual 

world is also measured in the literature as one can set off a red light in the physical world 

from within Second Life by pressing a button labeled “Do Not Press Me Or Else.” By 

using this prop (whereby passerby might be tempted to press the button) terrorists or 

criminals may set off explosives in the physical world from within Second Life by proxy. 

Investigating such a case currently would be impossible without the support of Linden 

Labs (Cybercop, 2006). 

 The work of Amores (2012) concentrates mainly on the aspects of the important 

information finding activities and staying invisible while doing so. It is not important 
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what the nature of those who commit these acts are or what their eventual purpose may 

be. What is important is how something is done, so it may be adapted for legal use by 

security researchers and investigators. Judging groups like “Anonymous” by their actions 

is not conducive to clear thinking on turning knowledge of their techniques to advantage 

against future opponents. To have the best chance of defeating an enemy one must be 

able to think like them – without becoming them. 

 The individual works of these security professionals are related in the fact that 

they concentrate on security through greater understanding of the enemy. Understanding 

them by using their tools and techniques to beat them at their own game is the purpose of 

Amores’ work. Roche and Hausman experiment with possibilities on where an attack can 

be expected from in the virtual world and what form it might take to affect the physical 

world. An oversight which both experts share is in not noting that another threat, a digital 

threat may lie within the worlds themselves. To be fair they are focusing on real and 

active threats, not the potential threats that may reside in virtual worlds. It should be 

known however, that in any part of the digital world, even within the clothes of their own 

avatars; viruses, pirated media, or child pornography may sit, waiting to be retrieved.   

    Limitations of the Study 

 

 Factors which affected this research were a lack of previous scholarly works 

devoted to forensically investigating virtual worlds. As such it was necessary to peruse 

security and intelligence gathering from such the research of professional like Roche and 

Hausman. These are definitive works on the subject of virtual crime and terrorism and 

how virtual environments may be used to affect the physical world. Amores' work is 

restricted mainly to gathering information and remaining anonymous while doing so. 
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This was the closest the author was able to come to finding forensic tools which could be 

used to collect data on the activities within virtual worlds without actually entering them.  

 It is highly unlikely considering the current forensic technology (even using the 

Deep Web) that one will be able to keep track of activities in a virtual environment 

without joining a community as a player and eventually becoming staff. But, this could 

be circumvented if one makes an arrangement with the game creators and/or staff. 

Having access to restricted event logs, member lists, and source code would likely 

require a search warrant.  

Recommendations and Conclusions 

 To date, research into virtual worlds has been confined to the security issues and 

open source intelligence gathering opportunities available in these realms to those 

knowledgeable in the technology and virtual subcultures. Experts in the field of 

Information Security, such as Roche and Hausman, have concentrated on the possible 

physical threats from these realms. Such threats take the form of finding and training of 

new recruits, open source intelligence gathering, target surveillance and elimination of 

physical targets from within a virtual world. 

 

Figure 7 An avatar watching real-world sites from within Second Life (2012).  
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These worlds are generally considered places where one many go to escape the 

real world for a little while. But the real world has followed and integrated itself into 

these online communities. Criminals and terrorists seek to change or take advantage of 

the physical world from within this other reality, while others work to change our society 

for the better by creating a larger and more global community for all.  

Inside these virtual worlds real-world governments play an increasing role, right 

along with their physical cultures and subcultures, to continue developing their online 

presences. It is essential that government investigators have the proper forensic tools and 

training necessary to successfully investigate these virtual realms and continue to 

improve their technical abilities. If investigators do not keep pace with the technology 

they will likely lose any real effectiveness inside these virtual realms.  

Ineffective virtual investigations on the part of current law enforcement agencies 

would likely result in the transfer of such duties to a separate agency or agencies or 

outsourced to private investigators specializing in virtual investigations. The more 

integrated human cultures become with the online world the greater the demand will be 

for order and justice within it. 

 As previously stated, there are limitations in the research. In addition to the very 

brief amount of time allowed to conduct the research and write this document there were 

several items that came up which could not be fully explored. Some information which 

came to the author’s attention focused directly on the creation of new tools for virtual 

investigators to use in the pursuit of online investigations. Also lacking is the author’s 

experience in application development; something which requires a certain amount of 

programming experience. This dual lack of time and experience affected not only the 
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exploration of such topics but also the development of more effective training techniques 

which could be used by officers and agents in the field.  

 To be specific, creating a proper investigative tool from scratch in Java 

(something recommended by Brekelmans) requires time to learn the language and 

interface as well as the application development discipline. The author’s lack of 

knowledge (though no lack of ideas) about how to go about creating such a tool in 

addition to the time necessary to learn the process is also an impediment. 

According to Brekelmans (Cyber Security Forum Initiative – Cyber Warfare 

Division [CSFI-CWD] LinkedIn Group on February 10, 2012):  

Programming in Java, building a back-end server and enabling various 

applications written in different languages could be used to produce a test area. 

This prototype area could then be used to test various setups and tools within a 

service-oriented architecture.  

Recommendations for new tools from Raymond Parks [Parks], (CSFI, February, 

10, 2012) include: 

A tool that identifies spamming and tracks it back to the source avatar would be 

useful. Spam could be a symptom of a possible money-laundering or illegal 

payment scheme. A tool capable of tracking a virtual world avatar back to its 

owner could be immensely useful. It should also be able to profile both behaviors 

in the virtual world to identify both the player (human or program) behind the 

avatar and the network path from the virtual world server back to that player's 

computer. 

A law enforcement officer will generally, not be free to play or participate 
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at the level of a real player; as such they will need some tools to provide them 

with cover. This tool would profile typical player account identities and create a 

viable background and recommended avatar as well as skill and equipment 

choices from those resources.  

The functionality of this tool would be equivalent to the legends created 

when a law enforcement officer goes undercover in criminal enterprises. The 

assumed purpose of a law enforcement presence in virtual worlds is either to 

observe criminals using those virtual worlds for criminal purposes (like meetings, 

communication, and money-laundering, etc.) or to look for sexual predators and 

terrorists.  

As these criminal types are paranoid concerning their relations with 

outsiders they will check on the "background" of previously unknown players. As 

in some games, there are graphic hacks available to make a given player invisible 

or the world transparent, such hacks as invisibility should be available to law 

enforcement while observing criminal behavior.  

Donna Scott (Scott) (a cyber-security analyst from Massachusetts) added:  

A tool capable of taking screenshots of both avatars and virtual goods in their 

character inventory would be extremely useful. Such a device should then be able 

to automatically itemize them into a database with unique identifiers so that a 

comparison could be run against other avatars and their inventories. Over time 

one would then be able to map changes in a certain avatar's appearance, the goods 

owned, and the avatar's interactions (ex. Frequency of contact) with other avatars.  

This mapping could then show indications of money laundering and 
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possible associations (criminal or otherwise). Such evidence could then be used to 

detail behavior patterns allowing those same patterns to be compared against 

different avatars run by the same person in other games. Making such a 

comparison of such behavior patterns would enable law enforcement officers to 

better create undercover avatars with attributes more likely to attract particular 

individuals in the game they wish to investigate (CSFI, February 10, 2012).  

It also should be mentioned that there was not much research which could be 

safely done within the Darknet or Dark web as it is also called. This is not only for 

reasons of safety but the depth of information available within this hidden Internet 

pathway. It is a place controlled not only by criminals and terrorists but also by cyber-

espionage experts who may not take kindly to someone blundering into their realms 

snooping about. It is possible for an unprepared person browsing there to find themselves 

with a dead computer or worse - unwelcome interactions with pedophiles, assassins-for-

hire, or cyber-stalkers. This is not an exaggeration and extreme caution should be used if 

and when one accesses this region of the Internet. 

That said, the outskirts of the Darknet may be approached through “Freenet,” 

which is free software allowing anonymous file-sharing, the publishing and browsing of 

web sites only accessible through Freenet. Other access includes forums where any topic 

legal or illegal may be pursued without fear of censorship. While Freenet is decentralized 

and thus less vulnerable to attack, and more so when in "Darknet" mode, (where users 

only connect to friends) no connection is completely immune to being compromised 

(Freenetproject.org, 2012). 

The hacker-terrorist group “Anonymous” and their ability to effectively attack a 
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target and disappear have given governments and businesses much to consider with 

regards to the security of their resources. This group and others like them must go 

somewhere to rest, plan and socialize. Perhaps that’s occurring in the comfort and relative 

safety of a virtual world that any one of them may hold an identity in as either a player or 

even a staff member? Perhaps that realm even lies within the bowels of the Darknet? 

While there are no facts uncovered by the author to support this speculation, the 

possibility does exist and is enough on its own to make it worth exploring.  

 And lastly, there is the Deep Web, which is at least triple, the size of the Internet 

available to Google and other common search engines. This largely untapped resource 

contains multiple databases that require a lot of time and skill to mine effectively. Such 

could bear much fruit to the investigator willing to explore this region and map it out for 

future investigations. This would take a great deal of time and patience on the part of an 

agency and as such would most likely need to be done on an investigator’s own time 

(LSU Library, 1998-2012). 

A resource which covers elements of the Deep Web and the Darknet is the AI Lab 

Dark Web project at the University of Arizona which is researching international 

(Jihadist) terrorism. This program collects all available content generated by international 

terrorist groups. Such includes web sites, forums, chat rooms, blogs, social networking 

sites, videos, virtual world, etc. The goal of this collection effort is to analyze the data on 

terrorist activities and mindsets in order to predict terrorist behavior and future targets. 

Access to the Dark Web project forums may be requested through their website with a 

verifiable email and reason for doing so being required for access (Arizona.edu, 2012). 

To properly explore the Deep Web and the Darknet it is recommended that the 
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previously mentioned Tor Browser and free VPN be used with the said browser’s privacy 

settings being set to automatically engage when the browser is opened. Another option, 

which may mitigate the effects of any hacking attempts on the part of those discovering a 

researcher in their territory, is through employment of a VMware OS Snapshot.  

A snapshot is a picture of one’s virtual machine, as well as its memory, settings, 

and virtual disk frozen in time at the exact moment the snapshot is taken. A user may at 

their leisure choose to return to that frozen moment, losing all changes made since that 

snapshot was taken (Warren, 2008). This can be very helpful when a computer becomes 

infected with viruses, Trojans, worms and other malware because there is then no need to 

reinstall the operating system and other programs or retrieve any documents. They will 

still be available within the previously taken (and still uninfected) snapshot. Currently, no 

hack has been found which will compromise the VMware ability to reset itself to a 

previous incarnation.  

 The feasibility of all these ideas must still be proven, not only in a technical or 

practical sense, but legally as well. Unless those who uphold the law also follow it in 

their investigations then they give fuel to the fires of resentment in both criminals and 

terrorists. Fires, which criminals and terrorists can then use to make themselves appear as 

martyrs to a gullible public, thus gaining willing converts to their causes (real or 

assumed). There is much here that still needs to be explored by both researchers and 

investigators with many of the topics previously mentioned being easily capable of 

becoming research papers in their own right. 
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Appendix A – Second Life Role-Playing Communities 

 

Categories: 

 

Featured Events (53) 

Editors' Picks (7) 

Adults Only (40) 

 Adult Newcomer Friendly (7) 

 Adult Arts & Culture (2) 

 Adult Clubs & Entertainment (7) 

 Adult Fashions & Commerce (9) 

 Adult Role-playing Areas (15) 

Adventure & Fantasy (39) 

Art (100) 

Bars & Pubs (25) 

Beaches (31) 

Business (11) 

Castles & Ruins (15) 

Chat Hot Spots (11) 

Cosmic (9) 

Cyber (7) 

Discussions & Communities (26) 

Duran Duran (14) 

Education & Nonprofits (77) 

Fashion & Style (453) 

 Clothing (247) 

 Animations (31) 

 Gadgets (34) 

 Hair (26) 

 Jewelry (22) 

 Shoes (18) 

 Skins & Shapes (54) 

 Tattoos & Accessories (21) 

Games (43) 

Haunted (25) 

Help & How To (45) 

 Creator Resources (17) 

 New Resident Resources (19) 

 Sandboxes (9) 

 Home & Garden (106) 

 Furnishings & décor (60) 

 Gardens & Landscaping (25) 

 Homes & Buildings (21) 

International (61) 

 Arabic (3) 
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 French (6) 

 German (9) 

 Italian (2) 

 Japanese (4) 

 Korean (1) 

 Polish (7) 

 Portuguese (5) 

 Russian (6) 

 Spanish (7) 

 Turkish (5) 

 Other Languages (6) 

Land & Estates (12) 

LGBT Friendly (26) 

Linden Realms (4) 

Media, Movies & TV (21) 

Memorials (19) 

Miscellaneous (29) 

Music (198) 

 Live Musician Spots (41) 

 Live DJ Spots (21) 

 Cafes & Cabarets (9) 

 Country & Folk (9) 

 Electronic & Dance (27) 

 Hip-Hop, R&B & Reggae (5) 

 Indie & Alternative (9) 

 Jazz & Blues (32) 

 Pop Music (24) 

 Rock & Metal (21) 

Nature & Parks (78) 

Newcomer Friendly (27) 

Pets & Animals (46) 

Photogenic Spots (14) 

Popular Places (8) 

Premium (28) 

 Premium Gifts (8) 

 Premium Sandboxes (20) 

Real Life (63) 

Rides & Mazes (12) 

Role-playing Communities (131) 

 Vampire (22) 

 Fantasy (23) 

 Historical (27) 

 Pirates (5) 

 Sci-Fi (20) 

 Steampunk (10) 
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 Urban/Noir (24) 

Romance (73) 

 Romantic Spots (60) 

Wedding (13) 

Sailing & Boating (18) 

Science & Technology (20) 

Second Life Origins (13) 

Spirituality & Belief (20) 

Sports & Hobbies (35) 

Strange & Mysterious (34) 

Surfing (10) 

Underwater (14) 

Zombies (10) 

 

(Second Life, 2012) 
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Appendix B – World of Warcraft Realms 

 

RP- Role-Playing; PVE – Player vs. Environment; PVP – Player vs. Player  

 

Realm Name   Type     Population Locale    

Aegwynn                 (PvP)         Low      United States  

Aerie Peak   (PvE)      Medium        United States 

Agamaggan   (PvP)         Low               United States 

Aggramar                (PvE)     Medium        United States 

Akama                         (PvP)     Medium         United States 

Alexstrasza   (PvE)   Medium  United States 

Alleria     (PvE)   Medium  United States 

Altar of Storms                  (PvP)   Low   United States 

Alterac Mountains               (PvP)   Medium  United States 

Aman'Thul                    (PvE)   Low   Oceanic 

Andorhal                      (PvP)   Low   United States 

Anetheron                (PvP)   Low   United States 

Antonidas                 (PvE)  Medium  United States 

Anub'arak                    (PvP)   Low   United States 

Anvilmar                   (PvE)   Medium  United States 

Arathor                   (PvE)   Medium  United States 

Archimonde                      (PvP)   Low  United States 

Area 52                      (PvE)   High   United States 

Argent Dawn                      (RP)   Medium  United States 

Arthas                       (PvP)   High  United States 

Arygos                (PvE)   Medium  United States 

Auchindoun                       (PvP)   Low  United States 

Azgalor                     (PvP)   Medium  United States 

Azjol-Nerub                     (PvE)   Medium  United States 

Azralon                     (PvP)   High  Brazil 

Azshara                       (PvP)   Low   United States 

Azuremyst                       (PvE)   Medium  United States 

Baelgun                     (PvE)   High  United States 

Balnazzar                     (PvP)   Low   United States 

Barthilas                     (PvP)   Low   Oceanic   

Black Dragonflight                (PvP)   Medium  United States 

Blackhand                    (PvE)  Medium  United States 

Blackrock                     (PvP)  High   United States 

Blackwater Raiders              (RP)   Medium  United States 

Blackwing Lair                 (PvP)   Low   United States 

Blade's Edge                   (PvE)   Medium  United States 

Bladefist                             (PvE)   High   United States 

Bleeding Hollow              (PvP)   High   United States 

Blood Furnace                   (PvP)   Low   United States 

Bloodhoof                              (PvE)   Medium  United States 

Bloodscalp                          (PvP)   Low   United States 
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Bonechewer                        (PvP)   Medium  United States 

Borean Tundra                    (PvE)   Medium  United States 

Boulderfist                        (PvP)   Medium  United States 

Bronzebeard                   (PvE)   Medium  United States 

Burning Blade                       (PvP)   Medium  United States 

Burning Legion                (PvP)   Medium  United States 

Caelestrasz                   (PvE)   Low   Oceanic 

Cairne                   (PvE)   Medium  United States 

Cenarion Circle                 (RP)  Medium  United States 

Cenarius                   (PvE)  Medium  United States 

Cho'gall                   (PvP)  Medium  United States 

Chromaggus                   (PvP)  Low   United States 

Coilfang                             (PvP)  Low   United States 

Crushridge                       (PvP)   Medium United States 

Daggerspine                    (PvP)   Low   United States 

Dalaran                          (PvE)   Medium United States 

Dalvengyr                        (PvP)   Low   United States 

Dark Iron                           (PvP)   Medium  United States 

Darkspear                       (PvP)   High   United States 

Darrowmere                      (PvE)   Medium United States 

Dath'Remar                        (PvE)   Low   Oceanic 

Dawnbringer                       (PvE)   Medium United States 

Deathwing                        (PvP)   Medium United States 

Demon Soul                  (PvP)   Low   United States 

Dentarg                          (PvE)   Medium United States 

Destromath                        (PvP)   Low   United States 

Dethecus                          (PvP)   Low   United States 

Detheroc                          (PvP)   Low   United States 

Doomhammer                      (PvE)  Medium  United States 

Draenor                               (PvE)   Medium  United States 

Dragonblight                        (PvE)  Medium  United States 

Dragonmaw                       (PvP)  Medium  United States 

Drak'Tharon                     (PvP)  Low   United States 

Drak'thul                     (PvE)  High   United States 

Draka                      (PvE)  Medium  United States 

Drakkari                      (PvP)  Medium  Latin America 

Dreadmaul                     (PvP)  Low   Oceanic 

Drenden                     (PvE)  Medium  United States 

Dunemaul                (PvP)  Low   United States 

Durotan                (PvE)  Medium  United States 

Duskwood              (PvE)  Medium  United States 

Earthen Ring               (RP)   High   United States 

Echo Isles               (PvE)   Medium  United States 

Eitrigg                   (PvE)   Medium  United States 

Eldre'Thalas                      (PvE)   Medium  United States 

Elune                     (PvE)   Medium  United States 
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Emerald Dream                (RP PvP)  High   United States 

Eonar                     (PvE)   Medium  United States 

Eredar                    (PvP)   Medium  United States 

Executus                  (PvP)   Medium  United States 

Exodar                 (PvE)  Medium  United States 

Farstriders                (RP)  Medium  United States 

Feathermoon                    (RP)  Medium  United States 

Fenris                    (PvE)  Medium  United States 

Firetree                              (PvP)  Medium  United States 

Fizzcrank                      (PvE)   Medium  United States 

Frostmane                  (PvP)   Medium  United States 

Frostmourne                    (PvP)   Medium  Oceanic 

Frostwolf                   (PvP)   Medium  United States 

Galakrond                   (PvE)  Medium  United States 

Gallywix                   (PvE)   Medium  Brazil 

Garithos                    (PvP)   Low   United States 

Garona                     (PvE)   Medium  United States 

Garrosh                      (PvE)   Medium  United States 

Ghostlands                  (PvE)  Medium  United States 

Gilneas                 (PvE)  Medium  United States 

Gnomeregan                   (PvE)  High   United States 

Goldrinn                   (PvE)  High   Brazil 

Gorefiend                  (PvP)  Medium  United States 

Gorgonnash                 (PvP)  Low   United States 

Greymane                   (PvE)  Medium  United States 

Grizzly Hills                     (PvE)  Medium  United States 

Gul'dan                      (PvP)  Low   United States 

Gundrak                 (PvP)  Low   Oceanic 

Gurubashi                         (PvP)  Low   United States 

Hakkar                  (PvP)  Low   United States 

Haomarush                    (PvP)  Low   United States 

Hellscream                    (PvE)  Medium  United States 

Hydraxis                 (PvE)  Medium  United States 

Hyjal                    (PvE)  Medium  United States 

Icecrown                     (PvE)  Medium  United States 

Illidan                    (PvP)  High   United States 

Jaedenar                  (PvP)   Low   United States 

Jubei'Thos                       (PvP)  Low   Oceanic 

Kael'thas                              (PvE)  Medium  United States 

Kalecgos                          (PvP)   Low   United States 

Kargath                         (PvE)   Medium  United States 

Kel'Thuzad                          (PvP)   High   United States 

Khadgar                                 (PvE)   Medium  United States 

Khaz Modan                        (PvE)   Medium  United States 

Khaz'goroth                    (PvE)  Low   Oceanic 

Kil'jaeden                     (PvP)  High   United States 
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Kilrogg                    (PvE)  Medium  United States 

Kirin Tor                    (RP)  Medium  United States 

Korgath                        (PvP)   High  United States 

Korialstrasz                    (PvE)  Medium  United States 

Kul Tiras                      (PvE)  Medium  United States 

Laughing Skull                  (PvP)  Medium  United States 

Lethon                      (PvP)  Low     United States 

Lightbringer                  (PvE)  High   United States 

Lightning's Blade                 (PvP)   Medium  United States 

Lightninghoof                     (RP PvP)  Medium  United States 

Llane                    (PvE)   Medium  United States 

Lothar                         (PvE)  Medium  United States 

Madoran                              (PvE)   Medium  United States 

Maelstrom                            (RP PvP)  Medium  United States 

Magtheridon                   (PvP)   Medium  United States 

Maiev                                (PvP)   Low   United States 

Mal'Ganis                        (PvP)   High   United States 

Malfurion                  (PvE)   Medium  United States 

Malorne                         (PvP)   Low   United States 

Malygos                           (PvE)   Medium  United States 

Mannoroth                       (PvP)   High   United States 

Medivh                              (PvE)   Medium  United States 

Misha                             (PvE)   Medium  United States 

Mok'Nathal                            (PvE)   Medium  United States 

Moon Guard                     (RP)   High   United States 

Moonrunner                        (PvE)   Medium  United States 

Mug'thol                     (PvP)   Medium  United States 

Muradin                            (PvE)   Medium  United States 

Nagrand                            (PvE)   Low   Oceanic 

Nathrezim                           (PvP)   Low  United States 

Nazgrel                              (PvE)   Medium  United States 

Nazjatar                              (PvP)   Low   United States 

Nemesis                           (PvP)   High   Brazil 

Ner'zhul                           (PvP)   Medium  United States 

Nesingwary                       (PvE)   Medium  United States 

Nordrassil                         (PvE)   Medium  United States 

Norgannon                           (PvE)   Medium  United States 

Onyxia                              (PvP)   Low   United States 

Perenolde                           (PvE)   Medium  United States 

Proudmoore                       (PvE)   High   United States 

Quel'dorei                          (PvE)   Medium  United States 

Quel'Thalas                        (PvE)   High   Latin America 

Ragnaros                              (PvP)   High  Latin America 

Ravencrest                         (PvE)   Medium  United States 

Ravenholdt                       (RP PvP)  Medium  United States 

Rexxar                    (PvE)   Medium  United States 
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Rivendare                    (PvP)   Low  United States 

Runetotem                     (PvE)   Medium  United States 

Sargeras                       (PvP)   High   United States 

Saurfang                (PvE)   Low   Oceanic 

Scarlet Crusade                    (RP)  Medium  United States 

Scilla                   (PvP)   Low   United States 

Sen'jin                      (PvE)  Medium  United States 

Sentinels                   (RP)  Low   United States 

Shadow Council                 (RP)  Medium  United States 

Shadowmoon                     (PvP)  Medium  United States 

Shadowsong                    (PvE)  Medium  United States 

Shandris                     (PvE)  Medium  United States 

Shattered Halls                    (PvP)  Medium  United States 

Shattered Hand                    (PvP)  Medium  United States 

Shu'halo                       (PvE)  Medium  United States 

Silver Hand                    (RP)   Medium  United States 

Silvermoon                      (PvE)  Medium  United States 

Sisters of Elune                   (RP)  Medium  United States 

Skullcrusher                         (PvP)   Medium  United States 

Skywall                               (PvE)   Medium  United States 

Smolderthorn                       (PvP)   Medium  United States 

Spinebreaker                        (PvP)   Low   United States 

Spirestone                         (PvP)   Medium  United States 

Staghelm                    (PvE)   Medium  United States 

Steamwheedle Cartel     (RP)   Medium  United States 

Stonemaul                       (PvP)   Medium  United States 

Stormrage                       (PvE)   High   United States 

Stormreaver                    (PvP)   High   United States 

Stormscale                      (PvP)   Medium  United States 

Suramar                    (PvE)   High   United States 

Tanaris                       (PvE)   Medium  United States 

Terenas                     (PvE)   Medium  United States 

Terokkar                     (PvE)   Medium  United States 

Thaurissan                   (PvP)   Low   Oceanic 

The Forgotten Coast        (PvP)   Medium  United States 

The Scryers                    (RP)   Medium  United States 

The Underbog                         (PvP)   Low   United States 

The Venture Co                 (RP PvP)  Low   United States 

Thorium Brotherhood        (RP)   Low   United States 

Thrall                           (PvE)   High   United States 

Thunderhorn                 (PvE)   Medium  United States 

Thunderlord                  (PvP)   Low   United States 

Tichondrius                        (PvP)   High   United States 

Tol Barad                            (PvP)   High   Brazil 

Tortheldrin                         (PvP)   Low   United States 

Trollbane                         (PvE)   Medium  United States 
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Turalyon                            (PvE)   Medium  United States 

Twisting Nether                 (RP PvP)  Medium  United States 

Uldaman                          (PvE)   Medium  United States 

Uldum                              (PvE)   Medium  United States 

Undermine                          (PvE)   Medium  United States 

Ursin                            (PvP)   Low   United States 

Uther                              (PvE)   Medium  United States 

Vashj                             (PvP)   High   United States 

Vek'nilash                    (PvE)   Medium  United States 

Velen                              (PvE)   Medium  United States 

Warsong                             (PvP)   Low   United States 

Whisperwind                      (PvE)   Medium  United States 

Wildhammer                        (PvP)   Medium  United States 

Windrunner                       (PvE)   Medium  United States 

Winterhoof                  (PvE)   Medium  United States 

Wyrmrest Accord                (RP)   High  United States 

Ysera                                  (PvE)   Medium  United States 

Ysondre                            (PvP)   Low   United States 

Zangarmarsh                        (PvE)   Medium  United States 

Zul'jin                                (PvE)   High   United States 

Zuluhed                               (PvP)   Medium  United States 

       

(US.Battle.net, 2012) 
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Appendix C - Hall of Fame for NWN2 Game Worlds 

 

Screenshot Author Name Stats 
Date 

Submitted 
Description 

 

AcidTest The Frontier 

Score: 

9.53 

 

Votes: 

132 

09-29-2006 

The Frontier is a 

Heavy 

Roleplaying 

Peristant World 

for Neverwinter 

Nights 2 where 

you take on the 

r...  

 

ALFA Public 

Relations 

ALFA NWN2 

Persistent World 

Score: 

9.06 

 

Votes: 

43 

07-16-2008 

ALFA is a NWN2 

Persistent World 

set in the 

Forgotten Realms 

Campaign 

Setting. It began 

in 1999, seve...  

 

Anphillia 2 

Team 
Anphillia 2 

Score: 

9.43 

 

Votes: 

26 

08-11-2008 

I'm proud to 

announce the 2nd 

coming of 

Anphillia II. 

Anphillia is one 

of the most 

played modules 

on...  

 

Arkosis, 

Barfubaz, 

KEMO 

Kingdom of 

Haven 2009 

Score: 

9.67 

 

Votes: 

29 

05-31-2009 

Significant 

updates and 

changes in 

management 

warrant an 

entirely new 

entry. Haven is an 

adult-or...  

 

Avlis2 Team 
Avlis 2: 

Crosstreams 

Score: 

9.8 

 

Votes: 

36 

08-13-2008 

"A world born out 

of the void... 

…and into an age 

of strife, when the 

demon Negarai 

brought fort...  
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BG:TSCC 

Team 

Baldur's Gate: 

The Sword Coast 

Chronicles 

Score: 

9.93 

 

Votes: 

56 

06-19-2008 

"By most 

residents of the 

Realms, the lands 

between 

Waterdeep and 

bustling Amn 

have long been 

thoug...  

 

Brian Bloom 
NWN2 - Realms 

of Trinity  

Score: 

9.96 

 

Votes: 

167 

09-09-2008 

The Realms of 

Trinity is a 

complete PW set 

in the Forgotten 

Realms 

Campaign setting 

and takes place ...  

 

Dasaria 

Development 

Team 

Dasaria II 

Roleplay and 

Story-driven 

Gameworld (Hall 

of Fame/5 Years 

on NWN2, 10 on 

NWN) 

Score: 

9.65 

 

Votes: 

106 

10-06-2006 

Dasaria II is a 

human-centric, 

medium-magic 

roleplay and 

story-driven 

persistent world 

set in a uniq...  

 

DM Nessuno 

Abeir-Toril, 

Cronache dei 

Reami 

d'Occidente 

Score: 

9.77 

 

Votes: 

28 

08-16-2007 

Sei mai stato a 

vedere gli strani 

oggetti custoditi 

all'Alta Casa 

delle Meraviglie 

di Gond? o hai 

af...  

 

Dragonsbane

777 / Maiyin 

/ 

Ticladesign

™ 

World of 

Talernon - Age of 

Dragons 

Score: 

9.77 

 

Votes: 

67 

09-24-2006 

The World of 

Talernon 

gameworld is an 

ever-expanding 

series of servers 

that have been 

produced for t...  

 

Frontier 

Admin 

The Frontier - 

Reborn 

Score: 

9.54 

 

Votes: 

44 

04-23-2008 

The Frontier : 

Reborn. Half a 

century has 

passed since the 

First Necromantic 

Wars, when the 

Chose...  
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Illuminatus 

and 

Zweiander 

Abyssya 

Score: 

9.32 

 

Votes: 

56 

11-10-2006 

Abyssya is a 

unique campaign 

setting where 

distant and alien 

gods have long 

been silent and 

man is l...  

 

janel5, F451 Silversun 

Score: 

9.73 

 

Votes: 

38 

10-08-2008 

Silversun is an 

Adult themed 

Persistent world 

that has embraced 

the need for 

serious Mature 

Roleplay...  

 

Lasher 

The Known 

Lands - enjoy 

PnP style 

adventuring 

parties in a PW! 

Score: 

9.81 

 

Votes: 

62 

10-12-2006 

-The Background 

Sages say the 

collection of 

islands, called by 

their inhabitants 

simply The 

Know...  

 

Laurna Skullport 

Score: 

9.84 

 

Votes: 

89 

01-31-2007 

Worldgate 

capable. 

08MAR09 server 

on 1.22 Added 

Kaedrin't Latest 

PRC Pack Added 

Kamigoroshi's 

La...  

 

Leaving 

Hope 

Elements of 

Aesyr 

Score: 

8.38 

 

Votes: 

63 

01-02-2009 

Elements of 

Aesyr is a 

completely 

custom world 

brought to you by 

long time players, 

DMs, and 

contrib...  

 

LoiA_Malice 

Land of 

Immortals: 

Apocalypse 

Score: 

9.82 

 

Votes: 

39 

09-24-2007 

Hello everyone. I 

am the lead 

builder for Land 

of Immortals: 

Apocalypse, the 

next installment 

of t...  
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Loudent2 
Lost Dungeons of 

Adventure 

Score: 

9.82 

 

Votes: 

25 

03-17-2008 

The Lost 

Dungeons of 

Adventure 

(LDoA) is an 

Action PW with 

focus on dungeon 

delving, item 

acquisitio...  

 

nwn2hazetea

m 
NWN2 HAZE 

Score: 

9.38 

 

Votes: 

42 

06-14-2007 

NWN2 Haze is 

poised to be the 

defining element 

in hardcore 

roleplay for 

Neverwinter 

Nights 2. As a r...  

 

OS Staff 
Obsidian Shore, 

15 Years Later 

Score: 

9.74 

 

Votes: 

61 

02-13-2008 

MotB and SoZ 

required. The 

module, staff, and 

gameworld are 

undergoing many 

changes under a 

new ...  

 

Pain DungeonEternalX 

Score: 

9.37 

 

Votes: 

62 

03-05-2007 

DungeonEternalX 

is a hack & slash 

hard core PVP 

action server. 

We've been 

around since the 

la...  

 

RoME II 

Crew 

Return to Middle 

Earth II - 6th Age 

- NO LONGER 

ACTIVE 

Score: 

9.66 

 

Votes: 

44 

06-13-2008 

This project, a 

continuation of 

the RoME 

community in the 

truest sense, is 

well under way. 

Until we ...  

 

Saulus Sundren 

Score: 

9.65 

 

Votes: 

61 

02-05-2007 

The year is 1372 - 

The Year of Wild 

Magic. Nestled 

south of Icewind 

Dale, near the 

Spine of the 

Worl...  
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Sea of 

Dragons 

Staff 

Sea of Dragons: 

Moonsea 

Score: 

9.78 

 

Votes: 

44 

02-16-2010 

We started this 

project in October 

of 2009 with one 

goal in mind: 

providing a fun 

en...  

 

SeaBlack 
Enroth "La 

Reconquista" 

Score: 

8.5 

 

Votes: 

31 

06-22-2007 

Han pasado 300 

años desde que 

los habitantes de 

Xeen 

reemprendieron 

el Exodo de 

vuelta hacia ...  

Screenshot Author Name Stats 
Date 

Submitted 
Description 

 

Segal Shroudworld 

Score: 

9.6 

 

Votes: 

40 

08-20-2007 

For eons the Blood 

God has languished 

in his cell, 

imprisoned within a 

mountain on the 

mortal plane ...  

 

Team LOA 
The Legends 

of Arcadia 

Score: 

9.48 

 

Votes: 

81 

04-15-2007 

The Legends of 

Arcadia is the 

premier action 

server for NWN2. 

LOA is a friendly, 

fast-paced and 

rela...  

 

The Algian 

DMs 

Lands of 

Algia - 

Warhammer 

Score: 

9.34 

 

Votes: 

31 

10-26-2006 

Every new 

beginning comes 

from some other 

beginning’s end. – 

Semisonic, Closing 

Time It’s true. ...  

 

The M&S 

Staff 

Moonlight 

and Shadows 

Score: 

9.58 

 

Votes: 

45 

02-04-2007 

Moonlight and 

Shadows no longer 

exists as a 

Neverwinter Nights 

2 Persistent World. 

Myself and Sou...  
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The TFR 

Team 

The 

Forgotten 

Realm 

Score: 

9.14 

 

Votes: 

92 

10-24-2006 

The Forgotten 

Realm is a delicate 

balance of Role-

Play Story and 

Action, with 

multitudes of solo, 

pa...  

 

Thesk DMs 

Unapproacha

ble East - 

Thesk 

Score: 

9.69 

 

Votes: 

35 

10-06-2007 

Setting: Across the 

wide lands of 

Faerun, bards and 

travelers tell strange 

tales of the 

Unapproac...  

 

Tin Can 

Aythor: 

Elderland 

Colonies 

Score: 

8.88 

 

Votes: 

25 

11-30-2006 

Instead of boring 

you with fluff about 

our persistant 

world, I will give 

you the down and 

dirty and ...  

 

ToM DM 

Team 

Tales of 

Moonsea 

(ToM) 

Score: 

9.38 

 

Votes: 

38 

11-28-2007 

Tales of Moonsea is 

a role play focused 

PW set in Forgotten 

Realms city of 

Phlan. The city is 

still ...  

 

Troy47 

Legacy: 

Dark Age of 

Britain 

Score: 

10 

 

Votes: 

30 

12-06-2010 

The staff of Legacy: 

Dark Age of Britain 

invite one and all to 

come play and 

enjoy this new 

neverwin...  

 

TRS Crew 

The Rise of 

Sauron: 3rd 

Age Middle 

Earth 

Score: 

9.88 

 

Votes: 

29 

07-29-2010 

We have made 

every effort to 

recreate a true 

Tolkien feel without 

stunting game play 

too much. Magic...  

 

Tzell KOW 

Score: 

9.95 

 

Votes: 

42 

05-18-2007 

Welcome to 

the Kingdom 

of 

Winterhaven, 

a true 

community 
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collection of 

servers. 

KOW/KOW

2 are fueled 

b...  

 

WizardStorm 

Think Group 

Nymri - NO 

LONGER 

ACTIVE 

Score: 

9.72 

 

Votes: 

28 

09-21-2007 

-- NYMRI IS NO 

MORE -- Sorry 

folks, but we had to 

take it down due to 

lack of NWN2 

players for th... 

 

(Neverwinter Nights2 Vault, 2012) 
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