
  

   



  

   

Abstract 

 Identity theft continues to be a growing problem in the United States.  According to the 

Federal Trade Commission, identity theft is the leading reported consumer complaint.  Studies 

have revealed that the law enforcement first responder is ill-trained in handling these cases, and 

this has resulted in victim dissatisfaction with the police investigative process.  While these 

studies have recognized this as a weakness in the government’s response to identity theft, none 

of these studies identified what investigative steps are the most effective, what training is 

necessary to bolster the quality of the first responder’s initial investigative actions, and what if 

any additional concerns the victim has regarding the investigation and reporting process. 

The purpose of this study was to identify the best practices for law enforcement first 

responders to engage in, when assigned to investigate instances of identity theft.  The police 

agencies selected for these structured interviews were large state police agencies in states with 

significant identity theft activity and large city police agencies in New York State.  The goal of 

this project was to enumerate their existing investigative techniques, training programs, and 

response policies with regard to instances of victim reported identity theft. Structured interviews 

with police agency planners responsible for planning response protocols, and instructors, 

responsible for training revealed a set of best practices for identity theft investigations.  The 

derived best practices became the basis for a training program that focuses on procedures and 

skills the law enforcement first responder needs so they can provide quality service to the victims 

of identity theft. 
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Introduction 

Police departments in New York State are ill equipped to deal with complaints of identity 

theft due to rapid changes in the methods employed by criminals and lack of training of law 

enforcement first responders. Thus, they are not able to provide services to the victims of identity 

theft.  It is the duty of the leaders and planners of police agencies to provide their staff with the 

training, skills and resources necessary to provide quality service to the communities that they 

serve (Delattre, 1996).  By reviewing national current response policies and training benchmarks, 

this project identified the best practices that law enforcement first responders should employ 

when dealing with identity theft cases.  A comprehensive training program was presented to 

provide training and skills for first responders for investigation purposes and to enable them to 

provide a quality service to victims of identity theft. 

Police Response and Training 

While the term “Identity Theft” has many meanings, for the purposes of this project, the 

Federal Trade Commission’s definition works well.  According to the Federal Trade 

Commission, identity theft is the act of one individual assuming the identity of another 

individual in order to engage in fraud or other criminal acts (About Identity Theft, n.d.).   

In general, a law enforcement officer’s primary functions are to respond to reports of 

criminal activity, conduct investigations, and attempt to arrest the perpetrators (Shavell, 1991). 

They are also generally the first, and many times, the only government agent to have face to face 

interaction with the victim of a crime (Delattre, 1996).  Due to resource limitations, criminal 

complaints are prioritized and an appropriate level of response is established by individual 

department policy (Filing a Complaint with the, 2007).  Generally, the level of response 

available corresponds to the degree of criminal offense reported and the likelihood that the 
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expenditure of additional resources will result in successfully closing an investigation by arrest 

(Manual for Police in the State of, 2007). 

In cases of identity fraud, individual victims rarely suffer significant financial harm due 

to a criminal’s action.  They generally suffer only a modest financial loss due to expenditures 

related to clearing their credit report and restoring their good name.  Yet there are significant 

psychological effects faced even by those victims that suffered little or no monetary loss.  In a 

2006 study conducted by the Federal Trade Commission, over half of the victims of identity theft 

suffered no out of pocket expense and only 10% suffered an out of pocket expense greater than 

$1,200.  The median loss per victim of identity theft was measured as $40 (Federal Trade 

Commission - 2006, 2007).  Compounding this lack of significant financial loss, the crime of 

identity theft is unlikely to be closed by arrest even with the expenditure of additional resources.  

For cases with greater monetary loss or multiple connected cases, the investigations are turned 

over to a detective or specialized unit.  For cases lacking these elements, low loss or not readily 

connectable to other cases, the simple response protocol is to have a single front line police 

officer, also referred to as the first responder, conduct the entire investigation (Barney et al., 

2005). 

Law Enforcement Training 

Formal law enforcement training is typically conducted in three phases with the initial 

phase occurring in an academic setting, the second in a field training setting, and the third as 

continuing or in-service training.  Formal training in the police academy provides a solid base for 

a law enforcement officer’s investigative skills.  With regard to the crime of identity theft, there 

appears to be no formal curriculum available to employ to fulfill this training need. Mastery at 

investigating specific criminal acts has also traditionally required the passing of knowledge from 
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a seasoned officer, experienced at such investigations, to less seasoned officers during an active 

investigation.  Unfortunately, due to the relative newness of identity theft and its rapid evolution 

in response to investigative techniques and changing technologies, seasoned officers with 

experience handling identity theft investigations are very rare. This lack of seasoned officers, 

able to assist less seasoned officers in mastering proper investigative techniques, has led to a 

situation where the majority of law enforcement officers are ill-equipped to properly service the 

victims of identity theft (President's Identity Theft Task, 2006). 

Purpose of Study 

The purpose of this study was to identify the best practices for law enforcement first 

responders to engage in when assigned to investigate instances of identity theft.  This was 

accomplished by conducting a series of structured interviews with police supervisors responsible 

for planning response protocols and training their agency’s first responders. The agencies 

selected for these structured interviews were large state police agencies in states with significant 

identity theft activity and large city police agencies in New York State.  The goal of this project 

was to enumerate their existing investigation techniques, training programs, and response 

policies with regard to instances of identity theft.  These elements were reviewed and a set of 

best practices for law enforcement first responders has been created. Using the best practices 

highlighted by this study, a training program was developed encompassing a four hour 

instruction block that can be inserted into a law enforcement officer’s basic training program or 

adapted for use as an in-service training tool.  While the introduction to this material in the basic 

school is vital to understanding the dynamics of the crime and importance of the proper handling 

of victim concerns, the victims, including the in-service training program is vital so that officers 

already deployed and responding to these calls are also able to receive adequate training to 
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enhance their response effectiveness.  These field officers will then be in a position to further 

develop junior officers that arrive for field training.  
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Literature Review 

A lack of training programs for law enforcement first responders was identified in the 

President's Identity Theft Task Force Summary of Interim Recommendations (2006) as one of the 

greatest concerns with regard to law enforcement’s handling of identity theft investigations.  The 

recommendations of this task force were that victims should be able to obtain a written police 

report and that their complaints should be recorded in a uniform manner. 

Identity theft is not a new crime.  In the 1950’s identity theft encompassed the stealing of 

an individual’s passport or social security card.  However, the Internet has resulted in the 

exponential exposure of personal information of potential victims to the identity thief (History of 

Identity Theft, 2008).  Identity theft was not very prevalent until there was the rapid increase in 

the use of credit combined with online services and electronic access to information. (Criminal 

Identity Theft: What to, 2007). Today, it is a multi-headed dragon growing faster than most local 

law enforcement agencies can keep up with (Filing a Complaint with the, 2007). Due to the 

public exposure of this problem, and the public sympathy garnered by its victims through media 

stories, there has been a plethora of research into the methods of the crime, but little on 

developing effective measures for law enforcement’s response to both the investigation and 

dealing with the victim. 

The Victims 

The Federal Trade Commission – 2006 Identity Theft Survey Report (2007) revealed that 

approximately 3.7% of adult Americans (approximately 8.3 million individuals) reported they 

had been victims of identity theft in the previous year.  Only 26% of those victims reported the 

incident to law enforcement and of those, 41% reported they were either somewhat dissatisfied 

(11%) or very dissatisfied (30%) with the response of local law enforcement. 
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The only books on the topic of effective law enforcement measures responding to 

reported instances of identity theft were by the same author,  Investigating Identity Theft: A 

Guide for Business, Law Enforcement, and Victims by J.M. Collins (2006) and Identity Theft 

First Responder Manual for Criminal Justice Professionals: Police Officers, Attorneys and 

Judges by J.M. Collins and Hoffman (2003).  No methodology is described in either of Collins’ 

works.  Collins does make an implied reference to a previous case study conducted by herself but 

does not explicitly identify this study and no other published study by this author was 

discovered.  While these books contain a useful review of previous tactics and techniques 

pertaining to identity theft investigation, including some response procedures, they lack a 

specific strategy or recipe for a standardized response.  The bulk of Collins’ works describe 

methods of identity theft.  These works present very little on how to handle the initial 

investigation to serve the needs of the victim. 

Several formal studies have been conducted on the topic of identity theft.  These studies 

all produce recommendations for law enforcement in general, but do not specifically identify the 

investigative steps that are effective in law enforcement’s response to identity theft crimes or 

how best to deal with the victims. 

CIMIP Review 

In 2007, the Center for Identity Management and Information Protection (CIMIP) 

released a study that examined six years of data from the United States Secret Service identity 

theft cases.  This study focused on identifying the trends that could be discerned from the data, 

from which law enforcement could develop proactive identity theft control and prevention plans. 

(Choo et. al, 2007)  Their recommendations supported the need for additional training for both 

the officer conducting investigations as well as law enforcement personnel at the management 
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level.  However, the section on training of law enforcement closes with the future promise of 

supporting materials derived from the study being made available for training purposes. 

The Report of the CIMIP Identity Management Workshop held at the Aspen Wye River 

Conference Center July 11-12, 2007 (Cate, Chin, Gordon, Gordon, & Willke, 2007) concentrated 

on methods of identifying, detecting, classifying and studying the problem of identity theft, but 

had little related to recommendations for research into the tools or training for law enforcement 

responding to victims of identity theft.  

In the Combating Identity Theft: A Strategic Plan (2007), the President’s Identity Theft 

Task Force identified the need for training of law enforcement first responders to investigate 

complaints of identity theft.  This training need was enumerated and included skills pertaining to 

investigation of the crime and additional training in responding to the victim’s needs.  This 

conclusion was based upon an overwhelming public response during their study that these areas 

needed improvement.  The report discusses the need to “Provide Specialized Training About 

Victim Recovery to First Responders and Others Offering Direct Assistance to Identity Theft 

Victims.” (Combating Identity Theft: A, 2007). However, while listing “Train law enforcement 

officers” as one of the goals, no method or training plan is presented in this report.  This report 

highlighted the need for the law enforcement first responder to be capable of assisting the victim 

at recovering their losses as a separate skill than merely investigating the underlying crime.  

Building off the data revealed in the Federal Trade Commission’s Identity Theft Survey 

Report (2003), the President's Identity Theft Task Force Summary of Interim Recommendations 

(2006) presented general conclusions on what parts of federal, state, and local government’s 

response to the issue of identity theft needed improvement.  These included recommendations for 
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new government programs targeted at training and equipping the first responders with the 

necessary tools to effectively investigate identity theft. 

  For example, one recommendation states that victims should be able to readily obtain 

the police reports that they will need in order to take actions to prevent the future misuse of their 

personal information by identity thieves.  These police reports are necessary to ensure that their 

complaint data is entered in a standardized format that will allow complaints to flow into a 

central complaint database.  This database would assist law enforcement officers in responding 

to complaints of identity theft.  The recommendation included the specification that the Federal 

Trade Commission should develop a universal police report, which an identity theft victim can 

complete, print, and take to any local law enforcement agency for verification and incorporation 

into the police department’s report system. (President's Identity Theft Task, 2006) 

These official recommendations fall short of being detailed enough for a local law 

enforcement agency to take and develop action plans with regard to standardizing the training 

and response to instances of identity theft.  The recommendations dealt more with the fact that 

government must be effective, than how that goal might be accomplished. 

Scope of the Problem 

It is obvious from the scope of the problem that additional training and material assets are 

needed for local law enforcement to become increasingly effective in responding to the problem 

of identity theft from the bottom up.  However, no clear road map exists for what training would 

be required and what assets would be needed. 

In 2006, the Bureau of Justice Statistics released the First Estimates from the National 

Crime Victimization Survey (Baum, 2006).  While this report was heavy on collected statistics 

and methodology, it presented no conclusions or recommendations on what the numbers 
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revealed.  One piece of data from this report is noteworthy; over 55% of those individuals 

suffering a monetary loss had lost less than $500.  This is significant to this project since a 

modest loss of less than $500 is routinely handled by the law enforcement first responder and is 

unlikely to garner the expenditure of additional law enforcement resources. 

The Identity Theft: The Aftermath 2004 study (Barney et al., 2005) built off the previous 

work, the Identity Theft: The Aftermath 2003 study (Colins et al., 2003).  The 2004 study 

concluded that while law enforcement response was improved, changes to the methods employed 

by the criminals required further study and emphasis on law enforcement training (Barney et al., 

2005). This study revealed that both the public and private sectors were gaining experience and 

showing improvement when dealing with identity theft victims and their complaints.  This study 

highlighted the need to insure victims of this crime are treated with the respect victims of any 

crime are entitled to.  This recommendation can only be achieved through effective training of 

the first responders.  Identifying the actions these first responders should take was the goal of 

this study.  

In Examining Identity Theft Reporting, the author discovered that victims of identity theft 

are extremely interested in financial recovery and heavily weigh their confidence in law 

enforcement’s potential response when deciding whether to report the incident the local law 

enforcement (Kuykendall, 2003).  Therefore minor cases were less likely to be reported to law 

enforcement when the victim lacked confidence in the effectiveness of the local law 

enforcement’s response. 

In the Identity Theft Literature Review (Newman & McNally, 2005) conducted by the 

United States Department of Justice, the researchers highlighted the lack of law enforcement’s 

effectiveness in dealing with the problems the victims need to have addressed.  This was linked 
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directly to the reason for the low rate of reporting to local law enforcement.  The 

recommendations of this review included enhanced training of the law enforcement first 

responder to better report the incidents and to better deal with the issues important to the victim 

(Newman & McNally, 2005). 

In Detecting and Deterring Fraud the author developed a broad training program for the 

New York City Police basic training program.  This project focused on providing the law 

enforcement first responder with the tools necessary to understand the class of crimes based on 

fraud, but provided little in the way of dealing with the issues facing the individual victims of 

these crimes (Taffe, 2004). 

Dealing with Victims 

The Identity Theft Survey Report (2003) issued by the Federal Trade Commission 

attempted to measure the following four main areas: 

• Incidence of identity theft victimization 

• The impact of identity theft on the victim 

• Actions taken by victims 

• Measures that may help victims of future cases of identity theft 

This survey conducted telephonic interviews with the goal of obtaining a random 

sampling of US adults 18 years of age and older with a total of 4057 interviews being conducted.  

To qualify for an interview, the subject had to have discovered that their personal information 

had been misused within the 5 years preceding the interview. The survey did not make any 

recommendations, but instead attempted to identify the current trends in reporting rates, incident 

types, basic first responder action, and victim’s satisfaction with the current methods of response.  
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This study is the primary source that the President’s Task Force used when formulating its 

recommendations. 

The Identity Theft: The Aftermath 2003 study (Colins et al., 2003) was the initial study 

conducted by the Identity Theft Resource Center.  This study concluded that “… [regarding] the 

responsiveness of the various entities that victims must deal with on a regular basis. Many were 

found to be severely lacking in dealing with individuals in an effective and respectful manner. 

We must remember that these people are humans that have been victimized once already. It is 

criminal for the very systems they need to interact with to continue the battering.”  (Colins et al., 

2003). This lies at the heart of the need for standardized response in the law enforcement 

function.  By improving the training of the first responder and the tools they have at their 

disposal, the victims will have greater confidence in the effectiveness of law enforcement. 

A survey by the Privacy Rights Clearinghouse (2000) was the first such survey to 

question victims of the crime on the deficiencies in the public and private response.  The 

recommendations distilled from these surveys went to the heart of the need for better handling of 

the victims and investigations (Nowhere to Turn: Victims Speak, 2000). The survey found that 

over 75% of those victims that reported the crime to law enforcement were dissatisfied with law 

enforcement’s response.  The reasons given for this included a high rate of frustration with the 

agency they reported the crime to, failure to get an officer assigned to respond and investigate, 

and even when they did get an officer assigned, 75% of the time the officer failed to complete a 

written report of the incident. This stands in stark contrast to the confidence and care a modern 

police agency must present as part of their service to the public (Swanson, Taylor, & Territo, 

2001).  
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The overwhelming conclusion drawn from the literature review is that it is the duty of the 

law enforcement first responder to be able to handle the investigation of identity theft and assist 

in making the victim whole but that every study or report lists the ever present need to train these 

responders without specifying in detail what the content of that training should be. 
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Methodology 

Every report or study reviewed in preparation of this project recommended that law 

enforcement improve its response to the victims if identity theft.  The purpose of this project is to 

fulfill that recommendation. This project has developed a course curriculum and the class room 

materials necessary to present appropriate training on these matters to the law enforcement first 

responder. By reviewing response policies and training benchmarks for multiple agencies, in and 

out of New York State, this project identified the best practices that law enforcement first 

responders should be prepared to employ in response to complaints of identity theft.  A 

comprehensive training program was developed to provide education and skill development to 

these law enforcement first responders to enable them to provide a quality service to victims of 

identity theft. 

The law enforcement review for this study first focused on enumerating the current 

training regime and response protocols of the selected law enforcement agencies.  The goal was 

to examine three large state police departments in California, Florida, and Texas, and large 

metropolitan police departments in New York State:  Albany, Buffalo, New York City, 

Rochester, Syracuse, and Yonkers.  For purposes of this research project, a large state police 

agency was defined as an agency with more than 500 front line officers that responds to criminal 

complaints including identity theft. 

California, Florida, and Texas were selected due to their similar population size to New 

York State (Annual Estimates of the Population, 2007) and their per capita frequency of identity 

theft victimization being greater than New York State’s (Consumer Fraud and Identity Theft, 

2007). California has a rate of 113.5 identity theft victims per 100,000 citizens (ranked 3rd), 

Texas has a rate of 110.6 identity theft victims per 100,000 citizens (ranked 4th), and Florida has 
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a rate of 98.3 identity theft victims per 100,000 citizens(ranked 5th).  New York has a rate of 85.2 

identity theft victims per 100,000 citizens (ranked 8th). 

The New York State agencies were selected due to their sizes because larger agencies 

often have the latitude of developing localized strategies towards dealing with complaints of 

identity theft.  One of these departments was already developing operational and training policies 

and procedures that would work in their jurisdiction and could be adapted for use throughout 

New York State.  

The collection and examination of current agency training and response policies was 

accomplished by conducting structured telephonic interviews with agency training staff and 

reviewing any current written policies, procedures, and guidelines provided to their front line 

officers.  The emphasis was on collecting information on the current response techniques and the 

training offered by each agency examined.  

Interview Questions 

  The questions of the structured interview are contained in Appendix I.  

The purpose of the questions was to illicit information on what current policies, 

procedures, and instructions were being utilized by various departments to prepare their law 

enforcement first responders to deal with the victims of identity theft. This consisted of ten 

questions that dealt with the following: 

• Method of initial response to complaints of identity theft 

• Agencies response priority to complaints of identity theft 

• Existence and development of written policies relating to identity theft complaint 

response 

• Investigative requirements of the initial responding officer 
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• Level of reporting required by the initial responding officer 

• Identify forms or reports that are provided to the complainant and the intended 

purpose 

• Whether an agency enters qualifying reports of identity theft in the Federal Trade 

Commission database 

• Whether an agency uses the Federal Trade Commissions Identity Theft Affidavit  

• The average amount of time the initial responding officer is allocated to expend 

on each complaint of identity theft 

There was not any limitation on acquiring the necessary information from each 

department since these are government agencies that all cooperate with legitimate research. 

The subjects interviewed are identified as: 

California: California Commission on Peace Officer Standards & Training 1601 

Alhambra Boulevard Sacramento, CA 95816 (916) 227-3909 

Florida: Florida Department of Law Enforcement 2331 Phillips Road Tallahassee, FL 

32308 (850) 410-8600 

Texas: Texas Department of Public Safety 5805 North Lamar Blvd. Austin, Texas 78752 

(512) 424-7214 

Albany, NY: Albany Police Department 165 Henry Johnson Boulevard Albany, NY 

12210 (518) 462-8013 

Buffalo, NY: Buffalo Police Department 74 Franklin Street Buffalo, NY 14202 (716) 

851-4040 

New York City: New York City Police 235 East 20th Street New York, NY 10003 (212) 

477-7633 
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Rochester, NY: Rochester Police Department 185 Exchange Blvd Rochester, NY 14614 

(585) 428-7035 

Syracuse, NY: Syracuse Police Department 511 S. State Street Syracuse, NY 13202 

(315) 442-5296 

Yonkers, NY: Yonkers Police Department 730 East Grassy Sprain Yonkers, NY 10701 

(914) 377-7364 

The request was made to each department’s director of training and in every case was 

delegated to an individual in the training department and in some cases also delegated to a 

subject matter expert in a specialized unit. 

Analysis 

Initial analysis of the data collected from the law enforcement agencies sought to 

highlight those agency priorities that either positively or negatively impact the first responder’s 

effectiveness at conducting an identity theft investigation.  A subsequent review of the agency 

response policy and investigative procedures was also conducted. The results of this analysis led 

to the development of a set of existing and proposed skill sets necessary to provide quality 

response to cases of identity theft. 

Best Practices 

From this analysis, a set of best practices was developed.  This included recommended 

techniques that were found to already be valuable in the field as well as recommendations from 

the training departments and specialized unit supervisors for training the police first responder 

should receive. 
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Findings 

While completing the interview of agencies identified during the proposal stage, two 

additional agencies were added to the list of subjects.  In two of the states initially targeted as a 

subject of the research, the state level of government established very broad training criteria for 

police officer certification but their patrol officers are dedicated exclusively to highway patrol.  

In these states, the state agency oversees the development of an accreditation of training 

programs designed for the local law enforcement agencies.  

In California, the San Diego Regional Training Center was identified as providing basic 

school and in-service training for the police agencies in that immediate region.  The majority of 

the agencies served by this regional training center provided law enforcement services to 

complaints of identity theft. In addition to direct law enforcement service agencies, the 

California District Attorney’s Association was also included as they provide state wide in-service 

training on the topic of identity theft investigations.  This training deals mainly with the technical 

and logistical issues confronting law enforcement’s efforts to investigate this crime while also 

touching on what the victim needs from law enforcement. 

In Florida, the director of training identified the Tallahassee Police Department as having 

the best record of success with responding to complaints of identity theft.  The referral was based 

upon feedback the director had received from previous victims and observation of their training 

program.  However, when a representative of the Tallahassee Police Department was interviewed 

for specific training and policies, he reported they had none specific to dealing with cases of 

identity theft.  Instead, the director of their training program detailed a training philosophy 

centered on providing customer service to the citizens they serve. 
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The Texas Department of Law Enforcement proved to be the most analogous to the 

services provided in New York State, a large state police force that provides a broad spectrum of 

police services throughout the state.  This state agency also works with establishing training 

programs for regional and local police agencies.  The Texas Department of Law Enforcement 

had developed a comprehensive training program for the first responder dealing with complaints 

of identity theft.  This training program is used state- wide by state, regional, and local agencies 

as the training program in their academy and in-service training environments. 

New York Responses 

 In New York State, all agencies identified in the proposal were interviewed.  The only 

agency that had an established policy for dealing with the victims was the Rochester Police 

Department, which had an initial responder take a written report and then turned the case over to 

the Monroe County Economic Crime Task Force.  The Monroe County Economic Crime Task 

Force deals with all types of non-violent economic crime more commonly known as white collar 

crimes.  The task force is comprised of members from many agencies, including state, county, 

and local agencies that provide coordinated case review and follow up. 

The other agencies all had some form of training targeted for their basic training or in-

service training efforts.  These typically covered a broad spectrum of crimes related to non-

violent theft and were focused on the technical and logistical issues faced when conducting these 

investigations. 

In every case, even for those agencies that had written training and response instructions, 

the researcher was referred to another member of the agency who was technically  

knowledgeable on the topic of identity theft and was in a position where they had developed 

expertise in investigating all forms of non-violent economic crimes.  This individual was not part 
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of the training program, but in two of the agencies this individual was used by the training 

administrators to prepare and provide training on the topic of identity theft investigation.  During 

interviews with these individuals they uniformly expressed being overwhelmed by the volume of 

cases and seemed interested in a training program that would improve their agency’s patrol 

officer’s response to complaints of identity theft.  The most common critique of their own 

department was a lack of adequate preparation by their agency leading to their patrol officers not 

fully understanding what the victims of identity theft needed. This failure is most severe in the 

patrol officer’s inability to parse through a complaint and bring noteworthy cases to the attention 

of appropriate investigatory resources.  Often simple complaints that could easily be handled by 

the first responding law enforcement officer are instead referred to the already overwhelmed 

specialists.  The final point identified by all of these specialists from the New York State 

agencies was a lack of understanding by the patrol officer of the legal jurisdictions involving 

cases of identity theft. 
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Responses to the Questionnaire 

The majority of local law enforcement agencies respond to complaints of identity theft as 

part of their mission.  Only one of the states interviewed had a state police force analogous to the 

New York State Police.  While the other states had state wide law enforcement, the primary 

function of these law enforcement agencies is highway patrol and not criminal complaint 

response.  However, in both states, the state level department of law enforcement has been given 

the responsibility of establishing training standards for all police training provided during the 

basic training of new police officers and the continuing education of active duty police officers.  

Questionnaires were completed by a member of each state’s department of police training, but in 

both states, these training directors recommended a surrogate that would be better suited to 

provide relevant responses to the questions.  These recommendations were deemed appropriate 

by the researcher and surrogate agencies were interviewed for these states that included a large 

regional training center, a district attorney’s association, and a large metropolitan police force. 

Representatives of agencies interviewed responded that their patrol officers responded to 

complaints of identity theft as a routine part of their duties.  Only one agency had a 100% case 

referral policy where there responding officer conducted the initial interview with the victim then 

referred the case to a regional multi-agency joint task force. 

Respondents interviewed reported that they had a low response priority for complaints of 

identity theft because a more rapid response was not seen as providing any benefit to the 

investigation.  None of the agencies held the complaints for a select group of officers and all 

assigned patrol assets to respond to the complaints on the day the complaint was received. 

Only two of the agencies had formal written policies specific to identity theft response 

and investigation.  Both of these agencies include basic school training to prepare their officers 
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for responding to complaints of identity theft.  Both agencies responded that their policies had 

not been recently modified but both reported that the training continues to evolve in response to 

the changing way the crime of identity theft is perpetrated.  

When responding to reports of identity theft, the only common step each agency reported 

was that they had a patrol officer respond in person to interview the victim.  Other than the two 

agencies with written policies specific to identity theft, this was a written instruction common to 

all agencies pertaining to the response of any complaint within their jurisdiction. Only one 

agency had a written check list that the responding officer is required to follow.  This check list 

identifies a set of possible circumstances, which if true, then instructs the officer with what 

actions are necessary for them to take.  This check list is completed and attached to this agency’s 

standard form for reporting lost or stolen property and identity theft.  This is a multi-purpose 

form covering many forms of larceny and includes the theft of personal identification 

information. 

One of the agencies has their patrol officers complete a computerized report which can 

then be referenced by the victim and reviewed by secondary law enforcement assets within their 

agency.  Only one of these agencies submits their written report to an outside agency task force 

for follow up.  These reports are collected and reviewed by the task force and if certain criteria 

are met the task force may provide follow up services to the victim.  However an interview of the 

task force’s supervisor revealed that follow up contact of a victim by a member of the task force 

was a rare occurrence and that the majority of victims only interaction with law enforcement was 

the police first responder taking the initial report. 
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Only one agency provides a copy of the written report taken by their officer to the 

reporting victim.  Other agencies responded that they would provide copies of written reports if 

requested. 

None of the agencies interviewed utilized the Identity Theft Affidavit created by the 

Federal Trade Commission.  The Identity Theft Affidavit is a device created by the Federal 

Trade Commission, in cooperation with the financial industry, designed to assist identity theft 

victims in recovery.  It has wide spread acceptance in the business world.  Once completed, the 

affidavit allows the victim of identity theft to have one form they can submit to any business to 

detail the facts of their victimization.  This is useful as the form can be reused with different 

agencies and the victim is not required to complete a separate custom form for each business 

they contact to correct the errors caused by the identity thief. 

None of the agencies interviewed had a policy of entering the reported incident of 

identity theft into the Federal Trade Commission’s clearinghouse database.  Several of the 

agencies had specialized units that would make use of the Federal Trade Commission’s database.  

Only three of the agencies advised the victim of their opportunity to self report their case of 

identity theft to the Federal Trade Commission. 

Each agency responded that the total time expended by the police first responder was 

approximately one hour.  The primary consumers of time were traveling to the victim, 

completing a written report of the incident, and then filing that report according to their agency’s 

policy.   One agency had identified recent training on the topic of identity theft as having 

improved the efficiency of their responses in such cases resulting in improved quality of service 

and a decrease expenditure of time per incident reported. 
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Summary of interviews 

A total of 13 questionnaires were completed by the following agencies: 

1. Texas State Department of Public Safety 

2. California Police Officer Standards and Training 

3. Florida Department of Law Enforcement 

4. San Diego Regional Training Center 

5. Tallahassee Police Department 

6. California District Attorney’s Association 

7. New York City Police Department 

8. Buffalo Police Department 

9. Rochester Police Department 

10. Syracuse Police Department 

11. Yonkers Police Department 

12. Albany Police Department 

13. Monroe County Economic Crime Task Force. 

The interviews highlighted that every agency continues to conduct response and 

investigation in the same manner that each agency responds to most other complaints.  Seldom 

does the victim receive more than a single officer responding and little more than that officer 

completing a basic report of the incident.  Each agency had specialists that the training 

department or upper level management would try to defer the questionnaire to due to the 

reported highly technical nature of the crime.  While these isolated individuals or units were 

genuinely knowledgeable on the topic of identity theft, this knowledge was often contained to 

that unit or those individuals and was not readily available to the patrol assets. These individuals 
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and units have little to do with establishing training requirements and establishing response 

policy for their agency’s patrol officers.  This highlighted a distinct lack of understanding by 

management about what the victims of identity theft needed.  The individual supervisors of these 

specialized units were unanimous in reporting that additional training and understanding of 

identity theft were vital for the police first responder to provide a more efficient and effective 

response.  They expressed continued frustration because they lacked the authority to establish 

training or response policies that would improve their agencies handling of victims of identity 

theft. 

The interviews of the agencies’ training departments coupled with the interviews of the 

specialized units highlighted the following areas that are vital for the police first responder to 

have proper training in when responding to the victims of identity theft: 

• The language of the criminal statutes 

o Criminal liability 

o Jurisdictional issues 

o Victim’s rights 

• Criminal’s objectives in obtaining and using personal identification information 

• What information constitutes personal identifying information and what risks 

result from failure to properly secure this information 

• The true levels of stress and emotional trauma the victim is dealing with 

• The basic needs of the victim 

• The importance of documenting the complaint in a written report 

• How to offer basic advice on self protection when fielding questions from citizens 

or the press 
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• Approaching the victim in a manner that does not leave the victim feeling to 

blame for being victimized or failing to empathize with the victim 

• Exhibit appropriate compassion for the victim’s plight 
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Training Program 

The training program developed from this study was prepared in an outline format that 

meets curriculum requirements of both the New York State Police and New York State Bureau 

of Municipal Police.  This has been designed as a model training program specifically for 

application in New York State, but with a single module that could be replaced with another 

state’s laws if necessary. The training curriculum is based on New York State guidelines which 

require instructional objectives and measurement of learning outcomes. 

The training program introduces the students to what identity theft is and the effects on 

the victim.   This includes information intended to provide the first responder with a basic 

understanding of the perpetrator (Hastings & Marcus, 2006), the risk exposure of the victim 

(About Identity Theft, n.d.; Recommended Practices of Notice of, 2007), and the applicable 

Federal and State laws that apply to New York State (Gramm-Leach-Bliley Act, U.S.C., 1999; 

Internet False Identification, 2000).  The information revealed in this research project has been 

structured into a course curriculum that provides the identified best practices that law 

enforcement first responders should employ when dealing with the victims of identity theft. 

The goal of this project was to take the information derived from the study and various 

previously available works to create a complete lesson plan, instruction outline, appropriate class 

room presentational material, and a complete collection of recommended resources to provide to 

law enforcement officers. 

The derived training program created as a result of responses to the questionnaire 

highlights the following areas:   

Instructional Objectives 
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The primary objective of the course is to provide the law enforcement first responder 

with the skills to effectively respond to needs of identity theft victims.  At the conclusion of 

training, the student should be able to: 

1. Understand the applicable Identity Theft laws in New York State 

a. What is personal identification information 

b. Jurisdictional concerns 

c. What isn’t Identity Theft 

2. Describe the trauma suffered by the victim 

a. Shame, fear of revictimization, powerlessness 

3. Understand the needs of the identity theft victim 

a. Empathy 

b. Need for a written police report 

c. Credit Report protection 

4. Know how to provide for the victim’s needs 

a. Non-judgmental interview of victim 

b. Provide written report 

c. Information on how to contact credit bureaus 

d. Information on how to protect themselves in the future 

5. Understand what safeguards an individual can put in place to reduce the risk of 

becoming a victim of identity theft 

6. Understanding of the victim’s trauma 

7. Understanding what the victim needs from law enforcement 

8. What tools are in place to help prevent victimization 
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A student pack will be prepared for each individual student that will contain the items 

listed in Appendix 2.  These items are essential for the first responder to have at their disposal 

when responding the victim’s needs. 

A course outline was prepared from the material provided by various other training 

programs and made applicable to a law enforcement response in New York State and is attached 

in Appendix 3. 
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Conclusions and Recommendations 

The federal, state, and local government’s response to the growing problem of identity 

theft has been replete with commissions and studies investigating the problem and 

recommending solutions and task forces and specialized police units designed to combat 

organized and multi-jurisdictional issues related to acts of identity theft. All of the commissions, 

studies, task forces, and specialized units are failing the individual victims.  The victim is still 

completing the bulk of the work to clear their name. A review of the reports from the various 

commissions and studies (Barney et al., 2005; Combating Identity Theft: A, 2007; Newman & 

McNally, 2005; President's Identity Theft Task, 2006) details a need for an improved response to 

the victims. 

During this study, the researcher was referred to several task force or special unit 

supervisors and they were requested to complete the questionnaire.  Secondary conversations 

with these individuals revealed a need for the police first responder to better address the 

immediate needs of the victim.  The special units in particular, because they were part of a larger 

single police department, were often inundated with referrals from police first responders to 

address basic victim needs.  These unit supervisors expressed frustration at having to expend the 

time of subject matter experts responding to the basic needs of the victims, when the police first 

responder could easily be trained to provide this service.  This shift in responsibility for dealing 

with the victim’s basic needs would free up the specialized unit’s resources to address the 

subjects that required a true subject matter expertise such as connecting apparently unrelated 

criminal acts, forensic auditing, and surveillance. 

These responses were used in deriving the basic training program for the police first 

responder.  This training program is targeted towards those members of a police department that 
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have the primary duty of providing the initial response to calls for service and in the case of 

identity theft often provide the sole response to such complaints.  The training program 

developed is designed to provide the police first responder with a sufficient understanding of the 

underlying crimes, the effect on the victim, and the mechanisms in place to assist the victim.  

This will enable the police first responder to provide quality service to the victim, assist in the 

victim’s time of need, and not be another source of frustration for the victim. 

One point that came to light during this study was the importance of the police first 

responder empathizing with the victim.  During an interview with a department given high 

accolades by its state director of training as providing the best service to victims of identity theft, 

it was discovered that the department in fact provided no specific training on the subject matter 

of identity theft.  Further inquiry revealed that they had a strong emphasis on a mission and 

policy to always empathize with victims of crimes and to try and identify their needs and provide 

for them. While an understanding of the underlying criminal acts and the mechanisms in place to 

assist the victim in recover are important, further research into the positive impact a strong 

empathetic response has on the victim’s recovery is recommended. 

This study was limited to the current studies of the criminal act, the various commissions’ 

reports and recommendations, and an inventory of what several large metropolitan and state 

agencies are currently providing.  One state and one major metropolitan agency already have 

developed strong training and response programs that emphasize the police first responder 

conduct an in person interview, document the incident, provide information to the victim 

necessary to assist them in recovery, and making necessary referrals to specialized units when 

warranted.  Information was gleaned from the agencies that did not have identity theft training 

programs in place, most notably, the agency’s desire for the police first responder to be able to 
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better deal with the victims of identity theft, thereby shifting the burden for such basic service off 

of subject matter experts.  This shift would permit the subject matter experts to concentrate on 

the more complex elements of the criminal activity.  However, no survey of victims was 

conducted to establish if any of the existing programs reported to be providing quality service are 

being perceived by the victims similarly.  Nor was any feedback from victims secured to better 

improve the enumerated potential needs of the victim and how they are being addressed.  It is 

recommended that further research be conducted that would interview victims that have reported 

incidents of identity theft to law enforcement and seek their feedback on what they found helpful 

and what they found lacking in the response.  The application of the results of this recommended 

research to the training program would only improve the quality of service to future victims 

while maximizing the effectiveness of the police first responder. 
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Appendix I: Questionnaire – Telephonic interview 

My name is Vernon McCandlish. I am a graduate student at Utica College conducting 

research into the effectiveness of law enforcement responses to complaints of identity theft.  This 

survey consists of a review of the training and response instructions for first responders to 

complaints of identity theft from multiple law enforcement agencies of varying size.  The 

purpose it to identify effective investigative and response tactics and construct a best practices 

for response by first responders to identity theft complaints. Feel free to respond with anything 

you feel might help improve the identity theft response process, but I have a specific set of 

questions that I would like to have answered. You may also contact me through Utica College at 

###-###-#### or e-mail at vmccand43@utica.edu. 

The responses and interviewer’s notes will be kept confidential and secured in a locked 

filing cabinet under the control of the researcher.  The responses and interviewer notes will be 

destroyed by cross cut shredding once the final report is accepted by Utica College. 

Your participation in this research is voluntary and a declination to participate will not 

involve any penalty or loss of benefits to which you are otherwise entitled.  You may discontinue 

participation at any time without penalty or loss of benefits to which you are otherwise entitled. 

Questions: 

1) Does your agency respond to complaints of identity theft? 

2) Does your agency utilize patrol officers or a member of a specialized unit as 

the law enforcement first responders to complaints of identity theft? 

a. Has this recently changed? 

i. If so, Why? 

mailto:vmccand43@utica.edu
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3)  What is your agency’s response priority to complaints of identity theft?  For 

purposes of this question “response priority” is defined as how quickly the first 

responder officer is expected to arrive. 

4) Does your agency have a written response procedure to complaints of identity 

theft? (Request copy of response procedure) 

a. If so, is this response procedure introduced to officers during basic training, 

during field training, or during in-service training? (Request course outline 

and training materials) 

b. If so, has it recently been modified? 

i. When? 

ii. Why? 

5) What are the investigative steps a first responder law enforcement officer from 

your agency is expected to complete when responding to a complaint of 

identity theft? 

a. Is a written policy? (Request copy of written policy) 

b. If so, is it in script or check list format? (Request copy of either) 

6) Is the law enforcement first responder required to complete any written reports 

regarding their investigative acts or response? (Identify report, secure copy) 

a. If so, is this report department specific? (Request copy of blank report and any 

accompanying handbook) 

b. If not, what department is the source of the report? 

7) What materials does your agency provide to the victims of identity theft? 

(Request copies of all materials) 



 

   

 

38

a. What is the purpose of each item? 

8) Do complete, assist with the completion, or leave up to the victim to decide 

whether to complete the ID Theft Affidavit (2006)?  

9) Does your officer enter the report into the Federal Trade Commission 

database? 

a. If not, is the victim instructed to complete this task? 

10) What is the average time spent by the law enforcement first responder handling 

a complaint of identity theft? 

a. Has a change in response policy, training, or reporting requirements affected 

the time expended within the last two years? 
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Appendix II: Student Pack 

A student pack consisting of the following items should be provided to each student 

attending the training: 

Sample of Model Response Instructions (NYSP Troop D) 
 
Federal Trade Commission Identity Theft Affidavit form 
http://www.ftc.gov/bcp/conline/pubs/credit/affidavit.pdf 
 
Contact numbers for three major credit reporting agencies 
Equifax 
P.O. Box 740241 
Atlanta, GA 30374 
1-800-525-6285 
http://www.equifax.com 
 
Experian (TRW) 
P.O. Box 9532 
Allen, TX 75013 
1-888-397-3742 
http://www.experian.com 
 
TransUnion Corp 
P.O. Box 6790 
Fullerton, CA 92834 
1-800-680-7289 
http://www.transunion.com 
 
Instructions on New York State Security Freeze process:  
http://www.consumer.state.ny.us/security_freeze.htm 
 
Federal Trade Commission Publication for victims: 
TAKE CHARGE: Fighting Back Against Identity Theft 
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt04.shtm 
 

http://www.ftc.gov/bcp/conline/pubs/credit/affidavit.pdf
http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
http://www.consumer.state.ny.us/security_freeze.htm
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt04.shtm
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Appendix III: Derived Training Course Outline 

IDENTITY THEFT FOR THE FIRST RESPONDER 
 

(4 HOURS) 

TOPIC DESCRIPTION 

Identity Theft for the First Responder training is designed to introduce the student to the 

crime of identity theft, detail what the victim needs from local law enforcement, and introduce 

simple response procedure for local law enforcement to complete. 

Identity Theft for the First Responder training includes four important sub sections:  

What is Identity Theft, Victim Trauma, Needs of the Victim, and Response Procedures. 

INSTRUCTOR QUALIFICATIONS 

Instructors in this topic are generally expected to be those certified by the Municipal 

Police Training Council.  They should be able to document this by producing a current certificate 

issued by the Council.  This certificate should read the person is certified as a general topics 

instructor.  Further, they should possess a background and experience in the topical area, as 

documented to the school director.  This supporting documentation should remain a part of the 

course file in the academy, available for later inspection or audit. 

If a school director believes an individual who is not certified is otherwise qualified for 

teaching this topic, they may ask in writing for approval for that person to teach. If the Office of 

Public Safety finds than an individual possesses a combination of an advanced degree and unique 

or qualifying experience they may find that an individual is qualified and approved to instruct.  

Those that are found qualified, are listed as approved instructors, and will have a letter issued to 
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them indicating what they are approved to instruct in.  The school director should keep a copy of 

the letter in the school file. 

School directors should understand that the Office of Public Safety can only examine 

complete applications for instructors that are filed in a timely manner.  Generally, this instructor 

approval often requires time that is in addition to the requirements (45 days by the State 

Regulation, the Municipal Police training Council and its Zone Coordinators) for police training 

approval.  This time allows for the proper review of curriculum, instructors, and the needs for 

training in a zone.  Complete applications are those that include a properly completed Instructor 

Personal History Form, and documents supporting the facts contained therein. 

TRAINING OBJECTIVES 

The primary objective of the course is to provide the law enforcement first responder 

with the skills to effectively respond to the needs of victims of identity theft.  At the conclusion 

of training, the student should be able to: 

1. Define Identity Theft (legal and layman terms) 

2. Understand the applicable Identity Theft laws in New York State 

3. Describe the financial impact on the victims 

4. Describe the emotional impact on the victims 

5. List  what the victims of identity theft needs from the law enforcement first 

responder 

6. Describe how individuals can protect themselves from becoming victims  
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CURRICULUM OUTLINE 

I. Why identity theft response training is important 
A. Identity theft is a major law enforcement problem. 

1. Leading citizen complaint with Federal Trade Commission 

2. Often involves distant and foreign jurisdictions  

3. Methods often change, adapting to investigative methods 

4. Loss is often forgiven or small enough that extensive investigation is not 
warranted 

5. Individual victims do not warrant federal or state task force response, but still 
have needs the first responder can provide for 

B. Reason for training the first responder 

1. Victims of identity theft suffer emotional trauma equivalent to victims of 
sexual abuse. (Identity Theft Research Center Aftermath Study 2004 Barney 
et al., 2005) 

2. Despite rapidly changing modus operandi, a basic understanding of what the 
victim needs can permit quality customer service. 

3. The first responder is usually the sole responder to complaints of identity 
theft. 

4. Reduces stress for the first responder because they have the knowledge and 
tools to provide competent response. 

5. Due to rapid changing of criminal’s techniques, there is a lack of experienced 
seasoned officers to provide sufficient field training and support. 

6. Judicial Economy: Term used by courts and district attorneys to describe the 
task of balancing the expenditure of resources against the community’s need 
to have a case investigated and tried. 

a) Most cases of identity theft result in creditors having to reverse 
charges or write off debts.  This does not mean the victim does not 
suffer, but without a clearly documented financial loss, prosecutors 
low the priority of identity theft cases. 

b) Since the large businesses and financial institutions end up bearing the 
documented loss and either have special investigation units or write 
the loss off, the prosecutor does not have a local crime with a 
documented financial loss to justify spending limited judicial resources 
pursuing 

C. Training Goals – Describe to the student the goals of the training so they can be 
prepared to absorb the material.  Also helps them identify value in the training they 
will be able to apply to their duties. 
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1. Understand the crime if identity theft 

a) Provide both the legal and real world explanation of what encompasses 
identity theft. 

2. Understand the applicable laws 

a) New York State Laws on topic (Penal and Criminal Procedure) 

3. Understand the impact this crime has on the victims 

a) Emphasize to the student that victims have specific needs that the first 
responder can fulfill. 

4. Learn what the victim needs from the first responder 

a) Emphasize that the training will help the first responder be prepared 
when they do respond, thereby lowering their stress and effort when 
answering identity theft complaints. 

5. Learn how to protect yourself. 

a) Part of understanding the crime of identity theft is also how an 
individual protects himself or herself.  By teaching the first responder 
what they can do to protect themselves, they will better understand 
what precautions work, why they work, and therefore be in a better 
position to help victims and potential victims to protect themselves. 

II. Introduction – Research and Resources for identity theft response 
A. Studies – Describe some of the findings of various studies that include victims of 

identity theft. 

1. All studies have concluded that the law enforcement first responder is ill 
prepared to deal with the victims of identity theft.  These studies included 
victims that both reported to law enforcement and those that did not. (Barney 
et al., 2005; Combating Identity Theft: A, 2007; Newman & McNally, 2005; 
President's Identity Theft Task, 2006) 

2. None of the studies have provided any guidance about what training these first 
responders should receive. This is a key point to make to the student.  
Multiple studies have criticized law enforcement’s preparedness and response 
to the issue of identity theft but have provided little to nothing in the form of 
solutions that an agency can deploy. 

3. Major entities involved in research 

a) Utica College’s Center for Identity Management and Information 
Protection (CIMIP) – Current national research center on issue of 
identity theft 

b) Identity Theft Research Center (ITRC) 

(1) Aftermath studies, 2003, 2004, 2005, 2006, and 2007 
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(2) Excellent non-profit national organization devoted to the study 
of identity theft 

c) Federal Trade Commission 

(1) 2006 Victim Survey 

(2) Tasked with the federal government’s planning and response to 
incidents of identity theft 

(3) Federal clearing house for reporting complaints regarding 
identity theft 

d) The President’s Identity Theft Task Force Report 

(1) Most indicting of law enforcement’s lack of preparation but 
offered no suggestions or solutions 

(2) Response by federal government (executive branch) to the 
problem of identity theft.  Priority heightened by federal 
government due to continued complaints that the problem is 
beyond the scope of local governments to solve. 

B. Customer Service: Explain to the students that it is a first responder’s duty to be 
prepared and provide quality service to complainants (aka customers) 

1. Dirty Word: Dispel some of the angst surrounding the usage of the term 
“customer service” in the law enforcement community. 

2. Edwin Delattre, the author of Character and Cops: Ethics in Policing, law 
enforcement is really in the business of customer service 

a) Taxes pre-pay for service 

b) Community plans for the need by paying for departments 

c) Management must plan for needs of community and provide adequate 
training 

3. Complainants are our customers 

a) Even with Pareto (80:20) rule (Dimit, 2008) 

(1) 20% of complainants consume 80% of police services 

4. Planning: Management has a duty to train the first responder, the first 
responder has a duty to learn and apply the skills necessary to provide quality 
service. 

a) Maximizes efficiency – Less effort spent answering identity theft 
complaints. 

b) Provides for quality service to victim 

c) Reduces criticism of department 

d) Improves public image of department 
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e) Victim needs responder to empathize with them to reduce their stress. 

f) Management fails when they fail to provide: 

(1) A standardized response 

Maximizes the efficiency of responding assets 
Useful for identifying officers fulfilling the mission 
Provides framework for suggestions and improvements 

(2) Training 

Reduces stress on first responders by providing them with 
knowledge and tools necessary to provide quality  

5. Reduce first responder stress 

a) Stress is increased when the first responder does not fully understand 
what they are investigating or have proper training to provide quality 
service 

b) A visible lack of confidence can compound the victim’s problem and 
further discourage them that any solution is possible. 

c) First responder is left feeling helpless as they are unable to provide for 
the victim’s needs. 

d) A clear plan, proper training, and definable objectives makes response 
more efficient and less stressful. 

III. Identity Theft Laws 
A. Penal Law § 190.77 Offenses involving theft of identity; definitions enacted January 

1, 2003. 

1. For  the  purposes  of  sections 190.78, 190.79 and 190.80 of this article  
"personal  identifying  information"  means  a  person's  name, address,  
telephone  number,  date  of  birth,  driver's license number, social security 
number,  place  of  employment,  mother's  maiden  name, financial  services  
account  number  or code, savings account number or code, checking account 
number or code, brokerage account number or code, credit card account 
number or code, debit card number or code, automated   teller machine 
number or code, taxpayer identification number,  computer system password, 
signature or copy of a signature, electronic signature, unique  biometric data 
that is a fingerprint, voice print, retinal image or iris image of another person, 
telephone calling card  number,  mobile   identification  number  or  code,  
electronic  serial number or personal identification number, or any other 
name, number,  code  or  information that  may be used alone or in 
conjunction with other such information to assume the identity of another 
person. 

2. For the purposes of sections 190.78, 190.79, 190.80, 190.81, 190.82 and 
190.83 of this article: 
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a) a. "electronic signature" shall have the same meaning  as  defined  in 
subdivision  three  of section three hundred two of the state technology   
law. 

b) "personal identification number" means any number or code which 
may be used alone or in conjunction with any other information to 
assume the identity of another person or access financial resources  or  
credit  of another person. 

3. Emphasize to student that while there is a long list of personal identifying 
information, the most common set is name and social security number. 

B. Penal Law § 190.78 Identity theft in the third degree enacted January 1, 2003. 

1. Summary: Uses the identity of another to commit fraud and cause financial 
loss to another person or commit a class A misdemeanor. 

2. Legal language: 

a) A  person  is  guilty of identity theft in the third degree when he or  she 
knowingly and with intent to defraud assumes the identity of another  
person by presenting himself or herself as  that  other  person,  or  by  
acting as that other person or by using personal identifying information 
of that other person, and thereby: 

(1) obtains  goods,  money, property or services or uses credit in 
the name of such other person or causes financial loss to such 
person or  to another person or persons; or 

(2) commits a class A misdemeanor or higher level crime. 

b) Identity theft in the third degree is a class A misdemeanor 

C. Penal Law § 190.79 Identity theft in the second degree enacted January 1, 2003. 

1. Summary: Commits identity theft third and the value of the loss is more than 
$500, the criminal commits a felony, or the criminal has a previous conviction 
of identity theft, unlawful possession of personal identification information or 
grand larceny 4th-1st. 

2. Legal language: 

a) A  person  is guilty of identify theft in the second degree when he or 
she knowingly and with intent to defraud assumes the identity of 
another person by presenting himself or herself as  that  other  person,  
or  by acting as that other person or by using personal identifying 
information of that other person, and thereby: 

(1) obtains  goods,  money, property or services or uses credit in 
the name of such other person in  an  aggregate  amount  that  
exceeds  five hundred dollars; or 
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(2) causes  financial  loss  to  such  person  or to another person or 
persons in an aggregate amount that exceeds five hundred 
dollars; or 

(3) commits or attempts to commit a felony or acts as an  
accessory  to the commission of a felony; or 

(4) commits the crime of identity theft in the third degree as 
defined in section 190.78 of this article  and  has  been  
previously  convicted within  the  last  five  years  of identity 
theft in the third degree as defined in section 190.78,  identity  
theft  in  the  second  degree  as defined  in  this section, 
identity theft in the first degree as defined in  section  190.80,  
unlawful  possession  of  personal  identification information  
in  the third degree as defined in section 190.81, unlawful 
possession of personal identification information in the  second  
degree as   defined   in   section  190.82,  unlawful  possession  
of  personal identification information in the first degree  as  
defined  in  section 190.83, grand larceny in the fourth degree 
as defined in section 155.30, grand  larceny  in  the third degree 
as defined in section 155.35, grand larceny in the second 
degree as  defined  in  section  155.40  or  grand larceny  in  the  
first  degree  as  defined  in  section 155.42 of this chapter. 

b) Identity theft in the second degree is a class E felony. 

D. Penal Law § 190.80 Identity theft in the first degree enacted January 1, 2003. 

1. Summary: Commits identity theft second and the value of the loss is more 
than $2000, the criminal commits a D felony, or the criminal has a previous 
conviction of identity theft 2nd-1st, unlawful possession of personal 
identification information or grand larceny 4th-1st. 

2. Legal language: 

a) A  person  is  guilty of identity theft in the first degree when he or she 
knowingly and with intent to defraud assumes the identity of another 
person by presenting himself or herself as  that  other  person,  or  by 
acting as that other person or by using personal identifying information 
of that other person, and thereby: 

(1) obtains  goods,  money, property or services or uses credit in 
the name of such other person  in  an  aggregate  amount  that  
exceeds  two thousand dollars; or 

(2) causes  financial  loss  to  such  person  or to another person or 
persons in an aggregate amount that exceeds two thousand 
dollars; or 
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(3) commits or attempts to commit a class  D  felony  or  higher  
level crime  or  acts as an accessory in the commission of a 
class D or higher level felony; or 

(4) commits the crime of identity theft in the second degree as 
defined in section 190.79 of this article  and  has  been  
previously  convicted within  the  last  five  years  of identity 
theft in the third degree as defined in section 190.78,  identity  
theft  in  the  second  degree  as defined in section 190.79, 
identity theft in the first degree as defined in   this   section,  
unlawful  possession  of  personal  identification information in 
the third degree as defined in section  190.81,  unlawful 
possession  of  personal identification information in the 
second degree as  defined  in  section  190.82,  unlawful   
possession   of   personal identification  information  in  the  
first degree as defined in section 190.83, grand larceny in the 
fourth degree as defined in section 155.30, grand larceny in the 
third degree as defined in  section  155.35,  grand larceny  in  
the  second  degree  as  defined in section 155.40 or grand 
larceny in the first  degree  as  defined  in  section  155.42  of  
this chapter. 

b) Identity theft in the first degree is a class D felony. 

E. Penal Law § 190.81 Unlawful possession of personal identification information in the 
third degree enacted January 1, 2003. 

1. Summary: Knowing the information will be used in furtherance of a crime, 
possess personal identification information. 

2. Legal language: 

a) A person is guilty of unlawful possession of  personal  identification 
information  in  the  third  degree when he or she knowingly possesses 
a person's financial services account  number  or  code,  savings  
account number  or  code,  checking  account  number  or code, 
brokerage account number or code, credit card account number or 
code, debit card number or code, automated teller machine number or 
code,  personal  identification number,  mother's  maiden  name,  
computer  system  password, electronic   signature or unique biometric 
data that is a fingerprint,  voice  print, retinal  image  or iris image of 
another person knowing such information is intended to be used in 
furtherance of  the  commission  of  a  crime defined in this chapter. 

b) Unlawful possession of personal identification information in the third 
degree is a class A misdemeanor. 

F. Penal Law §190.82 Unlawful possession of personal identification information in the 
second degree. 
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1. Summary: Same as unlawful possession of personal identification information 
third but possess 250 or more items of personal identification information. 

2. Legal language 

a) A person is guilty of unlawful possession of  personal  identification 
information  in the second degree when he or she knowingly possesses 
two hundred fifty or more items of personal  identification  
information of the  following  nature:  a person's financial services 
account number or code, savings account number or code, checking 
account number  or  code, brokerage  account  number  or code, credit 
card account number or code,   debit card number or code, automated  
teller  machine  number  or  code, personal  identification  number,  
mother's maiden name, computer system password, electronic 
signature  or  unique  biometric  data  that  is  a fingerprint,  voice 
print, retinal image or iris image of another person knowing such 
information is intended to be used in  furtherance  of  the commission 
of a crime defined in this chapter. 

b) Unlawful possession of personal identification information in the 
second degree is a class E felony. 

G. Penal Law § 190.83 Unlawful possession of personal identification information in the 
first degree enacted January 1, 2003. 

1. Summary: Same as unlawful possession of personal identification information 
second and is supervising three or more accomplices or has been previously 
convicted of identity theft 3rd-1st, unlawful possession of personal 
identification information 3rd-1st, or grand larceny 4th-1st. 

2. Legal language 

a) A person is guilty of unlawful possession of  personal  identification 
information  in  the  first  degree  when he or she commits the crime of 
unlawful possession of personal identification information in the 
second degree and: 

(1) with intent to further the commission  of  identity  theft  in  the 
second degree, he or she supervises more than three 
accomplices; or 

(2) he or she has been previously convicted within the last five 
years of identity theft in the third degree  as  defined  in  
section  190.78, identity  theft  in  the  second  degree  as  
defined in section 190.79, identity theft in  the  first  degree  as  
defined  in  section  190.80, unlawful  possession of personal 
identification information in the third degree as defined in 
section 190.81,  unlawful  possession  of  personal 
identification  information  in  the second degree as defined in 
section 190.82, unlawful possession of personal  identification  
information  in the first degree as defined in this section, grand 
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larceny in the fourth degree  as  defined in section 155.30, 
grand larceny in the third degree as defined in section 155.35, 
grand larceny  in  the  second  degree  as defined  in  section  
155.40  or  grand  larceny  in the first degree as defined in 
section 155.42 of this chapter. 

b) Unlawful possession of personal identification information in the first 
degree is a class D felony. 

H. Penal Law § 190.84 Defenses enacted January 1, 2003. 

1. Summary: Using another’s identity to buy alcohol, buy tobacco, or gain 
access to an age-restricted location does not qualify as possession of the 
identity for purposes of identity theft or unlawful possession of personal 
identification information sections. 

2. Legal language: 

a) In  any  prosecution  for  identity  theft  or  unlawful possession of   
personal identification information pursuant to this article,  it  shall   be 
an affirmative defense that the person charged with the offense: 

(1) was  under  twenty-one  years of age at the time of committing 
the offense and the person used or possessed  the  personal  
identifying  or identification   information  of  another  solely  
for  the  purpose  of purchasing alcohol; 

(2) was under eighteen years of age  at  the  time  of  committing  
the offense  and  the  person  used or possessed the personal 
identifying or identification  information  of  another  solely  
for  the  purpose   of purchasing tobacco products; or 

(3) used  or  possessed  the  personal  identifying  or identification 
information of another person solely for the purpose of  
misrepresenting the  person's  age  to  gain  access  to  a place 
the access to which is restricted based on age. 

I. Criminal Procedure Law § 20.40 Geographical jurisdiction of offenses; jurisdiction of 
counties enacted January 1, 2003. 

1. Summary: The jurisdiction for identity theft and unlawful possession of 
personal identifying information includes the jurisdiction where the victim 
resided at the time of the offense.  The responding law enforcement agency 
shall make a written report and provide a copy of such report at no charge. 

2. Legal language: 

a) A  person  may  be  convicted  in  an  appropriate criminal court of a 
particular county, of an offense of which the criminal  courts  of  this 
state  have  jurisdiction pursuant to section 20.20, committed either by 
his own conduct or by the conduct of another for  which  he  is  legally 
accountable pursuant to section 20.00 of the penal law, when:… 
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Jurisdiction of such offense is accorded  to  the  courts  of  such county 
pursuant to any of the following rules: 

(1) An  offense  of identity theft or unlawful possession of 
personal identification information may be prosecuted (i) in 
any county in  which part  of  the offense took place regardless 
of whether the defendant was actually present in such county, 
or (ii) in  the  county  in  which  the person  who suffers 
financial loss resided at the time of the commission of the 
offense, or (iii) in the county where the person  whose  
personal identification  information  was  used  in the 
commission of the offense resided  at  the  time  of  the  
commission  of  the  offense. The law enforcement agency of 
any such county shall take a police report of the matter and 
provide the complainant with a copy of such report at no 
charge. 

J. Clarify what is not identity theft or unlawful possession of personal identification 
information. 

1. Using another person’s identity to purchase alcohol, tobacco, or gain access to 
age restricted location. 

2. Possession of personal identification information without the intent to use it to 
defraud. 

a) Just stealing a wallet, purse, or mail with items that qualify as personal 
identification information is not enough, knowing the items will be 
used in fur thence of a crime is necessary to support a possession 
charge. 

3. Scams 

a) Nigerian 409 frauds 

b) Foreign lotteries 

c) Online auction frauds 

d) Unless the scam exists solely for harvesting personal identification 
information or the scam results in the unlawful use of personal 
identification information to engage in a qualifying act. 

4. Even though these may not meet the legal criteria for identity theft, victims 
should exercise a response similar to victims of identity theft in order to 
protect themselves since their personal information was likely exposed. 

K. Federal laws 

1. Federal laws are not designed to solve individual low-loss victims.  They are 
designed to combat organized criminal activities that utilize other persons’ 
identification to commit a broad range of frauds. 
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2. Don’t waste police resources.  Refer cases that are not just simple victims to 
special investigation units and let them decide whether it should be further 
referred to a federal investigator agency. 

3. There are sufficient statutes in the New York State laws to permit local law 
enforcement assets to claim jurisdiction and address the issues that face the 
victims. 

IV. Victims of Identity Theft 
A. Majority of victims have some culpability in the release of their personal information. 

1. This results in shame for the victim 

2. Requires the first responder empathize with the victim 

3. Being careless is not a justification for the criminal to inflict harm on the 
victim 

a) In many crimes, victims could have done more to protect themselves, 
but that does not absolve or even mitigate the criminal’s culpability. 

4. The first responder must be careful not to appear judgmental when interacting 
with the victim. 

5. Anyone can become a victim of identity theft (Yes, even the teacher or 
student).  All an identity thief needs is information and opportunity. 

6. The better a potential victim’s credit score, the better target they make.  This 
is because it is easier to get approval for new lines of credit and extensions on 
existing lines of credit if the potential victim has a high credit score. 

7. Majority discover the loss of personal information after a criminal has already 
used it. 

a) Begin receiving bills or calls from debt collectors 

b) Arrest/criminal charges discovered when doing background checks or 
during police citizen interaction 

c) Generally not a loss of direct value funds like drawing on a checking 
or brokerage account 

8. Thirty three percent of the victims know the identity thief although they may 
not know that the individual is the perpetrator of the crime. 

a) Twenty percent of that time, it is a family member.  Do not overlook 
local clues.  While a lot of identity theft is difficult for the first 
responder to solve, that does not mean do not look for obvious clues 
the crime is local. 

B. Financial Loss 

1. Even if absolved of debts, victims still report spending approximately $550 
clearing their name and resolving problems. 
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a) This does not include a cost value for the time they spent correcting 
the situation. 

2. It takes an average of 12 months for a victim to clear their good name.  This is 
a very frustrating and trying time for the victim as many times every time they 
solve one problem another incident shows up just as quickly. 

a) Nearly 20% of victims report the time needed to clear up the damage 
was over 2 years in length. 

C. Secondary Effects 

1. Increased Insurance Rates - Insurance carriers predicate the rate they charge a 
customer on a complex formula that is dependant on an individual’s credit 
score.  Statistical modeling has shown individuals with higher credit ratings 
are better insurance risks.  When a victim’s credit history is destroyed their 
insurance carrier may recalculate their risk and increase their rates or even 
possible terminate the coverage completely. 

2. Increased Interest Rates – Not just for new lines of credit.  Many open lines of 
credit have clauses that a change in an individual’s credit worthiness may 
result in a change of terms including an adjustment to interest rates charged. 

3. Criminal Records Being Wrongly Recorded in the Victim’s Name -  This can 
result in failing a background check for employment to being wrongly 
arrested on warrants generated in the victim’s name when the true criminal 
has presented themselves as the victim during an arrest process. 

4. Property Liens/Civil Judgments – Because the address is often different from 
the victim’s true address, default judgments can be secured by creditors then 
lodged against the victim’s legitimate accounts and property.  While this can 
typically be cleared, it does prevent transfer of the property during the 
clearance process and the funds in accounts are not available to the victim 
until the creditor is convinced the victim was not in fact the debtor.  This often 
requires lawyers and court hearings when a creditor is unwilling to return 
funds. 

5. Opportunity Lost – Really summarizes all this.  Instead of spending their free 
time in a manner they enjoy, victims must spend their time clearing their 
name.  They may also lose the opportunity to buy or sell property, obtain 
employment, or ultimate may lose their personal liberty due to criminal 
warrants issued in their name 

D. Victim’s decision to report – Discuss those things that create resistance for a victim to 
report the incident of identity theft. 

1. 2007 Study (Aftermath by ITRC) measured improved satisfaction with police 
response. 

a) 40% are still reporting they were stonewalled by the police and unable 
to get a written report. – Hit this point, many times the greatest result a 
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victim needs besides and empathic response is the written police 
report. 

b) More victims than ever are electing to report their victimization 

2. The number one reason provided by those that elected not to report the 
incident to the police was a lack of confidence in the police response 
providing a positive outcome.  Many of these were victims that had previously 
reported that they would not bother reporting again if they are re-victimized. 

E. Victim Trauma – Present the emotional trauma and stress suffered by the victim 

1. Dispel misconception that victimization is matching to a simple property 
crime. 

a) Property crimes are often one-time events that do not leave victims 
feeling continuously exposed. 

b) Victim has little sense of shame when they become the victim of a 
simple property crime as they don’t feel a strong sense of culpability, 
but since so many victims share some culpability in the exposure of 
their information, they have a greater sense of shame.  Situation also 
revolves around their reputation, not their belongings. 

c) Most property loss is mitigated by low dollar amount of insurance 
coverage.  There is nothing comparable with identity theft 
victimization as one the information is exposed, it can never be 
withdrawn. 

2. Emotional stress compares to the emotional damage of a sexual assault. 

a) Aftermath studies have measured the level of stress victims suffer 
from to be comparable to that of victims of sexual assaults because 
they share: 

(1) Sense of shame by victim 

(2) Public not fully understanding 

(3) Fear of being re-victimized 

b) Once personal information has been exposed to the degree that one 
criminal can use it to perpetrate identity theft, it is nearly impossible to 
scrub the information out of the public sector.  If the information was 
published on the internet, it is effectively impossible to prevent 
continued exposure. 

c) There is daily stress in just getting the mail or answer the phone due to 
bills and debt collectors. 

F. Victim Emotional Impact – Cover the findings of the 2007 Aftermath Report (ITRC) 
with regard to what victim’s reported as significant emotional problems experienced 
as a result of their victimization: 
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1. Rage/Anger (80%).  Some of this may be rage/anger targeted at themselves 
depending on their perceived level of culpability in the exposure of their 
personal information. 

2. Betrayal (48%). This is especially strong among those that were victimized by 
a family member because the trust violated was even greater and they often 
experience pressure from other family members to not pursue criminal 
charges or restitution from the criminal due to the familial relationship. 

3. Unprotected by Police (42%). This specific point should be emphasized. A 
large portion of the victim’s surveyed reported they felt unprotected by the 
police. Many of those victimized had reported the criminal acts to law 
enforcement and had not gotten satisfaction in the police response. 

4. Shame/embarrassment (29%). There is a small social stigma associated with 
identity theft because it involves a person’s reputation but the larger portion of 
this is the result of feeling partially responsible for the exposure or failure to 
protect their personal information. 

5. Sense of powerlessness (57%). A sense of powerlessness was the second 
highest reported stress reported by victims.  This was commonly due to the 
victim being unable to see any progress after reporting an incident.  Victims 
also reported that repeatedly having to navigate their way through a very 
complex process to clear their name with different creditors removed any 
sense of accomplishment associated with successfully clearing their name 
with a single creditor. 

6. Sleep Disturbances/Health (47%). Nearly half reported the stress of dealing 
with the aftermath of being victimized resulted in loss of sleep or other health 
problems leaving them blaming their victimization for a reduction in their 
feeling of healthiness. 

7. Suicidal (8%). Nearly 1 in 12 reported that at some time after learning of their 
victimization and clearing their name that the stress and frustration had led 
them to have suicidal thoughts.  This is a significant piece of data as it shows 
the depth that an individual can be driven when their name and reputation 
cannot be readily cleared. 

V. Response – Detail What The First Responder Should Be Prepared To Understand And 
What Actions They Should Be Prepared To Perform In Response To The Victim’s 
Needs. 
A. Victim Rights – Detail what the victims rights are under current legislation 

1. Federal Law provides rights to the identity theft victim. 

a) Right to file a report with a local law enforcement agency and request 
a copy of the report or other written verification that a report has been 
made. 

b) Initiate a credit fraud alert.  This is done by reporting the fraud to one 
credit bureau and in theory they are supposed to notify the other two; 



  

   56

however, the victim should be encouraged to report it to all three to 
insure it is done and to expedite the process. 

c) Receive free copies of their credit report.  While it will be explained 
later under precautions to take to prevent victimization, an individual 
can request one free copy of their credit report per calendar year.  If 
they are the victim of identity theft they can request additional copies 
at no charge. 

d) Request that fraudulent information be removed from their credit 
report.  The key word that was used was they have the right to request 
the removal, not demand it or require it.  There are further dispute 
processes with the credit reporting bureaus, but the credit bureaus are 
permitted to conduct investigations prior to actually making changes to 
the information they have recorded and report. 

B. Victim Needs – Detail what the first responder needs to be prepared to provide the 
victim. 

1. Respond/In-person Interview:  This is extremely important.  The victim needs 
someone to respond to his or her needs. Law enforcement agencies generally 
assign a low response priority to complaints of identity theft. This is because it 
is not considered a crime in progress and assigning a higher priority would be 
unlikely to change the effectiveness of a law enforcement response.  The 
victim of identity theft needs an in person interview in order to have 
confidence in the law enforcement response.  This results in lowering their 
stress. 

2. Empathy: As discussed earlier, victims suffer very real stress and emotional 
trauma when they learn of their victimization. Tallahassee PD emphasis on 
empathizing and providing for victim’s needs results in high confidence in 
their actions despite lack of specific subject matter training for individual first 
responders.  Empathy goes a long way. 

a) By understanding what the victim is likely feeling and responding in 
an empathetic manner, the responder can lower the victim’s stress and 
hasten their emotional recovery. 

b) By having a response plan and executing it properly, the responder 
will appear knowledgeable and effective.  This will increase the 
confidence the victim has in the responder’s ability to help. 

c) This is an excellent analogy to other high stress and emotional trauma 
crimes.  When the officer approaches the victim from a position of 
“How did you allow this to happen?” instead of a response designed to 
empathize and help the victim, the response actually adds to the 
victim’s stress and they are more interested in getting the responder to 
leave than request the help they need. 

3. Written Report/Incident Verification – Detail the necessity for the victim to 
have a tangible report when the officer leaves.  The New York State Police 
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has a specific form for this titled “Incident Verification Form” which 
summarizes the complaint, and includes the officer’s signature as well as their 
first line supervisor’s signature.  This is less than ideal since it requires the 
officer to secure a bosses signature then return to the complainant, but it is far 
faster than the process required to secure a copy of an officer’s written report. 

a) Most financial institutions will require written verification that the 
victim has filed a report with law enforcement.  This is part of their 
due diligence process during their inquiry to determine the veracity of 
the victim’s complaint.  A victim willing to potentially suffer the 
penalty of a falsely reporting charge has more credibility with the 
financial institutions. 

b) The written reports are a treasure trove of information for future 
research on the topic.  Especially if the report is ultimately entered into 
a searchable computer database. 

c) Leaves the victim with a tangible record they will be able to present to 
refute false debts and lines of credit. 

d) Repeat that it is an enumerated legal right of identity theft victims 
under the federal and state statutes. 

C. Recommendation to the Victim: Detail the recommendations that the first responder 
should make to the victim. 

1. Contact the fraud number for all three credit reporting bureaus and place a 
credit fraud alert.  This is a short term/temporary fix as it places a 90 day 
warning on the file but can be followed up with written request for long term 
more in depth response by credit bureaus.  This information is to be provided 
in the student packs. 

a) Equifax P.O. Box 740241 Atlanta, GA 30374 1-800-525-6285 
http://www.equifax.com 

b) Experian (TRW) P.O. Box 9532 Allen, TX 75013 1-888-397-3742 
http://www.experian.com 

c) TransUnion Corp P.O. Box 6790 Fullerton, CA 92834 1-800-680-
7289 http://www.transunion.com 

2. Close Effected/Compromised Accounts.  This is an important 
recommendation especially if the account information has been breached.  It 
can also be an excellent precautionary measure against future problems even 
if the account information was not believed to be compromised. 

3. Recommend the victim file a complaint with the Federal Trade Commission 
(FTC) at: 

a) File a complaint with the FTC using the online complaint form; or call 
the FTC's Identity Theft Hotline, toll-free: 1-877-ID-THEFT (438-
4338); TTY: 1-866-653-4261; or write Identity Theft Clearinghouse, 

http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/


  

   58

Federal Trade Commission, 600 Pennsylvania Avenue, NW, 
Washington, DC 20580. 

b) Reporting assists in federal efforts to identify related criminal acts or 
potential data breach sources 

c) Permits future broad search on the data in reported cases for 
information that may be useful in combating identity theft. 

d) Victim is not required to report, but should be encouraged to do so. 

e) Centralized and formatted collection device for recording criminal 
activity relating to identity theft 

(1) Used to research criminal activity 

(2) Improve response plans 

(3) Used by federal agencies in requesting funding and allocating 
resources 

f) A copy of the complete report can be included as part of the police 
report as it does not contain the type of confidential personal financial 
information as the Federal Trade Commission’s Identity Theft 
Affidavit. 

4. Complete the Federal Trade Commission’s Identity Theft Affidavit. 

a) Affidavit is a device created by the FTC in cooperation with several 
large financial institutions to record all pertinent account and criminal 
activity relating to an individual’s victimization.  Useful even when a 
victim has elected not to report the incident to law enforcement. 

b) http://www.ftc.gov/bcp/conline/pubs/credit/affidavit.pdf 

c) First responder does not need to be an expert at filling this out, but 
should provide a copy to a victim for their uses. 

d) Affidavit summary: 

(1) Simple yet comprehensive way to report and record all facts 
about an incident. 

(2) Uniform design. 

(3) Developed in cooperation between the federal government and 
private industry and is accepted by most financial institutions 
as the industry standard. 

(4) Is used by the victim to compliment a written police report, not 
replace the need for a written police report. 

e) Affidavit’s role: 

(1) It is recommended that it not replace or be included in the 
police report.  The affidavit is full of confidential personal 

http://www.ftc.gov/bcp/conline/pubs/credit/affidavit.pdf
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information, including account information, balances, and 
possibly access information.  This should be retained by the 
victim for their uses and providing to financial institutions 
upon request when clearing up false information or falsely 
incurred debts but is not necessary for inclusion in a basic 
police report. 

(2) Whether the first responder assists the victim in completing the 
affidavit, the victim should retain the affidavit.  This device 
will be most useful in civil disputes with creditors and debt 
collectors and law enforcement is not in the business of fixing 
the individuals civil situations, but reporting the underlying 
criminal acts. 

(3) Many financial institutions will request a copy of the affidavit 
as part of their investigation into the victim’s assertion they 
should not be held responsible for lines of credit or other 
financial losses suffered under the victim’s name. Providing to 
creditor requires they: 

Cease collection attempts. 

Remove adverse reports placed in the victim’s credit report. 

(4) While the affidavit is useful for the victim that does not report 
the crime to law enforcement, many financial institutions will 
require a copy of a police report, the Federal Trade 
Commission Identity Theft Affidavit, and forms unique to that 
institution.  As long as the requests are reasonable, the victim 
will have to complete and provide the requested forms. 

5. Security Freeze – A simple method required by New York State law to force 
the credit reporting bureaus to stop all access to an individual’s credit report 
unless a specific permission is granted in advance for the access. 

a) Also referred to as a “credit freeze” or “credit lock” but is not the 
commercial service provided by companies like LifeLock.  This is a 
statute created device that individuals can deploy to prevent 
unapproved access to their credit report. 

b) Added Nov 1, 2006: 

c) Freezes access to the individual’s credit report.  Only pre-approved 
access will be granted to the credit files. 

d) Costs nothing to initiate a freeze.  Individual gets a PIN number from 
each of the three credit bureaus and a phone number to contact when 
the want to temporarily or permanently change the status of their 
freeze. 

e) Nominal Fee ($5) to unfreeze/refreeze 
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f) Fee waived for documented victims of identity theft if: 

(1) Written police report available; or 

(2) Federal Trade Commission’s Identity Theft Affidavit 
completed. 

g) A freeze can be deployed as a precaution by any New York State 
resident. 

h) Detailed instructions are contained in the student pack and can be 
found at: 

(1) http://www.consumer.state.ny.us/security_freeze.htm 

6. Credit Monitoring Service – Explain the difference between a security freeze 
and a credit monitoring service. 

a) Credit monitoring is a commercial service provided by for profit 
companies. 

(1) Monthly/yearly fees to cover expenses 

(2) Is often provided as compensation by businesses to customers 
when their personal identification information is breached as a 
result of the businesses failure to keep the information secure. 

b) Typically places a revolving 90 day Initial fraud alert on a credit file. 

(1) Potential new creditors are supposed to expend greater due 
diligence when a credit check returns an active initial fraud 
alert status. 

(2) Does not prevent credit bureau from responding to requests for 
an individual’s credit report the way a security freeze does. 

7. Fraud Alert – Explain the purpose and two kinds of fraud alerts that a victim 
can request be placed in their credit report. 

a) 90 Day Initial Fraud Alert – Is supposed to be good with all three 
bureaus by reporting to a single bureau, but to expedite the process the 
victim can contact all three to insure prompt application of this alert on 
their credit reports. 

b) Seven Year Extended Fraud Alert – This is designed for confirmed 
cases of identity theft. It provides the same protection as the initial 
alert but does not need to renew every 90 days once it is applied. 

(1) Must be requested in writing individually to each of the three 
credit reporting bureaus. 

c) In either case, the credit bureaus can still return reports on an 
individual, but these reports will indicate that a fraud alert is in place.  
Creditors are supposed to then expend greater diligence when 

http://www.consumer.state.ny.us/security_freeze.htm
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approving or expanding lines of credit to insure the request is 
legitimate. 

8. Security Freeze vs. Credit Monitoring – Compare the two as tools used to 
prevent future instances of identity theft. 

a) Security freeze locks access to a credit report except for some pre-
existing relationships 

(1) Virtually prevents pre-approved lines of credit. 

(2) Prevents new lines of credit unless pre-thawed by the 
individual. 

(3) Nominal fee every time the report is thawed/re-frozen unless 
victim of identity theft. 

b) Credit monitoring puts a revolving fraud alert on an account, but 
unless the individual is a documented victim of identity theft, this is 
only the 90 day initial fraud alert and the monitoring service refreshes 
this fraud alert every 90 days. 

(1) Monthly service fee 

(2) Does not prevent access to the credit report 

(3) Does not prevent new lines of credit or pre-approved lines of 
credit 

(4) Is supposed to alert potential creditors to take extra verification 
steps prior to approving new lines or expanding existing lines 
of credit. 

(5) Often includes real time credit history reporting that e-mail or 
text message any new information added to a credit report to 
the individual. 

9. Security Freeze: The Down Side – Explain the down sides of the security 
freeze.  It is a powerful tool, but a full understanding of the side effects is 
required when making a recommendation to a victim or answering questions 
regarding the effectiveness of it. 

a) Individual is virtually prevented from obtaining instant lines of credit 
such as an in-store credit card offered at check out with enticements.  
This is not necessarily a bad thing if an individual lacks self control.  

b) Must proactively thaw access to a report when applying for: 

(1) New lines of credit (Car loans, student loans, mortgages, …) 

(2) Insurance – Insurance companies use an individual’s credit 
score as part of the inputs of their calculation of an individual’s 
risk. They will either assume the worse or refuse to extend 
coverage to an individual if they cannot access their credit 
report. 
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(3) Employment – Many employers conduct background checks 
on employees that include a credit report.  Their inability to 
access a potential hire’s credit report might adversely affect 
their employment decision. 

c) Does not provide real time monitoring of an individual’s credit report. 
It just makes accessing the report extremely difficult without prior 
approval being granted. 

D. Model Response Policy – Derived from original plan developed by Zone Sergeant 
Vernon L McCandlish and Senior Investigator Al Cordary for Troop D.  Designed to 
provide clear expectation of actions from first responders and provide useful 
information to the victims. 

1. Continues to evolve due to field input and the underlying research that 
generated this training program. 

2. Clearly defined policy detailing the agency’s expectations of first responders 

3. Establishes a minimum level of response 

4. K.I.S.S. “Keep It Simple Stupid”.  Prevents first responder from over 
committing assets to a basic investigation at the same time providing an 
adequate level of response to serve the victim’s needs.  Policy included all the 
information a responding officer would need to provide to the victim and 
emphasized working to help make the victim whole, not just looking to solve 
the crime. 

E. Mission of Customer Service – Detail that the mission of the first responder should be 
customer service.  This seems over simplistic, but if the first responder is properly 
prepared to deal with the victim, the investigation can be concluded in a positive 
manner with little time expenditure on the officer’s part. 

1. Recognize that the majority of the time, the first responder is just 
documenting the incident and will be unlikely to have the resources available 
to aggressively pursue the criminal investigation. 

2. Primary initial response emphasis should be providing for the needs of the 
victim 

3. This doesn’t mean don’t try to solve the crime, but don’t lose sight of helping 
the victim or end up over committing resources to a basic criminal complaint. 

F. Interview the victim in person.  Their stress level and emotional trauma is very high, 
only an in person interview ill allow the victim’s stress and emotional trauma be 
reduced. 

1. Empathize. This cannot be stressed enough.  Don’t act in a manner that 
compounds their feelings of shame, anger, or lack of confidence in law 
enforcement.  Be attentive to the victim’s needs and provide quality service. 

2. Present a knowledgeable and confident appearance.  This will go a long way 
towards calming the victim. 
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3. Empathize, say it again, and drill this point home.  Only a response that is 
non-judgmental and provides for the needs of the victim will be beneficial. 

4. Generate a written report/incident verification and provide a tangible record of 
the report to the victim.  This is the documentation they need in order to 
reclaim their good name. 

5. Empathize, third time is the charm, but hit it again.  Discuss how Tallahassee 
PD has a high confidence rating with the State’s directory of training even 
though they don’t have specific training on the subject matter, but have a 
mission to empathize with complainants and provide for their individual 
situational needs. 

6. Remind the student that in the Aftermath and Federal Trade Commission 
surveys the number one complaint about the law enforcement response was 
that they didn’t seem to care about the victim’s plight. (Barney et al., 2005; 
Colins et al., 2003; Federal Trade Commission, 2007) 

G. Investigation – Cover the basics of the first responder’s investigation.  Remind the 
students that the majority of the time they will be the only law enforcement asset 
expended on the victim’s complaint and they therefore need to be prepared to provide 
an efficient and adequate response. 

1. Document everything.  This is very important.  It is possible that multiple 
financial institutions may make requests for written copies of the first 
responders report.  It should be comprehensive in documenting what was 
reported and what actions were taken by the first responder. 

2. Generate a written report including the basics of the reported incident.  
Policing 101, Who, What, Where, When, How. 

3. Follow up on any local leads that are developed.  While the majority of cases 
will leave the first responder with little more to do than document the incident, 
that does not mean the first responder should not explore potential local leads. 

4. Attempt to identity what personal information was compromised and how.  
This is a delicate situation since probing this area may require the victim to 
admit culpability in becoming a victim.  Care should be taken when exploring 
this area to not come off as judgmental.  Also, use caution when determining 
the detail of financial information to record on the written report since this is a 
public record that could potentially expose the victim to future exposure. 

5. If the first responder develops a lead that is beyond a realistic range for them 
to follow up on, they should contact a law enforcement agency with 
jurisdiction in the area the lead points to and document who at that agency the 
lead was referred to.  Closing the local case on the victim’s complaint should 
not rely upon feedback from these foreign lead referrals. 

6. Remind the students that 33% of all victims know the perpetrator, but likely 
do not know the individual is the perpetrator.  Do not overlook potential local 
leads just because the majority of the time there is no local connection. 
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H. Reporting 

1. Repeat the need for a written report.  Remind the student that one of the 
complaints listed by victims in both the Aftermath and Federal Trade 
Commission surveys was the difficulty in getting the local police agency to 
entertain and document their complaint. (Barney et al., 2005; Colins et al., 
2003; Federal Trade Commission, 2007)  Insure the victim has a copy of the 
written report of some form of written incident verification that includes a 
summary of what the victim reported. 

2. If student’s agency is a member of the Identity Theft Data Clearing House, 
insure that the report is submitted to the division or unit responsible for review 
and entry of the reports. 

a) Both the victim and the law enforcement agency can file a complaint 
with the FTC regarding the victim’s complaint. 

b) Information is used in crime analysis, lead generation, and 
coordinating investigations of common suspects. 

c) Displays a thoroughness of investigation for cases that do extend 
beyond the local jurisdictional boundaries. 

d) Can be made part of a complete police report on identity theft. 

I. Concluding the response: 

1. When concluding an investigation of identity theft, the first responder must 
provided the victim with the following: 

a) A copy of a written report of incident verification. This cannot be 
stressed enough and is a basic right enumerated under federal and state 
law. 

b) A copy of the FTC Affidavit and assistance in completing the 
document. 

c) Information on how to file a complaint with the FTC 

d) Information on how to contact the three credit reporting bureaus 

e) Information on how to implement a security freeze 

f) The FTC Publication for Victims: TAKE CHARGE: Fighting Back 
Against Identity Theft 

VI. Prevention – Provide The Student With Some Precautions They Can Take In Their 
Personal Life And Be Prepared To Provide To Citizens With Information To Assist 
Them In Preventing An Individual From Becoming The Victim Of Identity Theft Or At 
Least Reducing The Damage Caused When They Are Victimized. 
A. Preventive Policing – Describe to the student that this is a growing criminal trend that 

we can and must plan to address.  Knowledge of the offense and precautionary 
measures are a good start to preventing the crime. 
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1. Lead by example, understand what is at risk and protect yourself.  This will 
put law enforcement in a position of understanding the crime and better able 
to provide recommendations to citizens on how they can better protect 
themselves. 

2. Be personal information security aware.  Know who you are giving personal 
identification information to, what purpose it will be used for, and don’t be 
afraid to ask how the recipient will be protecting the data. 

3. Review your credit report.  Each individual can receive one free copy of their 
credit report each year. 

4. Pay attention to emerging fraud trends. Many frauds involve obtaining 
personal information.  While each little piece has limited value, when 
combined with other information a criminal is able to build a complete set of 
information on an individual and increase the effectiveness of their criminal 
endeavor. 

B. Personal Information Security Awareness – Detail for the student what steps they 
should take to protect their personal information.  This is also useful in public service 
when fielding questions on the topic from concerned citizens. 

1. Shred or have some other destructions plan for any document with personal 
information on it.  Most office paper ends up in a land fill or recycling center.  
Both are locations that identity thieves frequent to uncover personal 
identification information that has not been properly disposed of. 

2. Keep any document or computer files with personal information secure.  Hard 
copy security is easier for most individuals to grasp.  Locked offices, locked 
file cabinets, or lock boxes type device.  Computers have analogous devices 
involving encryption. 

3. Don’t carry your Social Security card on your person.  It and the information 
contained on it has no immediate value to the owner but has high value to the 
criminal intent on using it to perpetrate identity theft. 

4. Don’t reuse usernames and passwords.  Many users for convenience will reuse 
the same name and password on many locations.  If an individual utilizes a 
username (e-mail address?) and password combo at a financial institution then 
to make things simple uses the same information when signing up at an online 
forum their credentials at the financial institution are now not secured by the 
strict rules of the financial institution, but the less strict forum administrator.  
Some sites actually offer free services (Porn) hoping to entice users to view 
free pictures and videos but requiring them to sign up for the free service.  
These are set up merely to collect usernames and passwords that the site 
operator can then try at various banking and brokerage services to get access 
to an individual’s accounts. 

a) Various e-wallets such as KeePass, Password Corral, and DataVault 
all provide a secure way for a user to only have to remember one 
username and password to gain access to their inventory of unique 



  

   66

username/password combos which are kept securely encrypted until 
accessed by the individual. 

5. When an individual releases personal identification information, they should 
always know who they are releasing the information to, for what purpose the 
information is needed, and what security precautions the receiver will use to 
maintain the confidentiality of the information.  Always know who you are 
talking to.  When you call a bank and they ask for your Social Security 
Number to open a line of credit that is safe.  You know who you are talking 
to, why they want the information, and can either ask about or review their 
information security policy.  If someone claiming to be from the bank calls an 
individual, they should be warier and consider calling back to the main 
business phone number and asking for the calling individual directly.  Basic 
precautions can go a long way to maintain the security of an individual’s 
information. 

C. Credit Report Review – Detail how an individual can gain access to their credit report 
for free. 

1. The Fair Credit Reporting Act permits each individual to secure a copy of 
their credit report from each of the three credit reporting bureaus once a year.  
The central access point the three credit bureaus have established for 
individuals to initiate a request is: 

a) https://www.annualcreditreport.com/ 

2. Individuals should be wary of sites that purport to provide free credit reports 
but are really trying to sell a subscription service.  Some look remarkable like 
they should be the true access point (freecreditreport.com) but they are really 
commercial enterprises. 

3. A good plan is to stagger the requests, making one request every 4 months to a 
different credit bureau so that the request is not made more than once a year to 
any one bureau.  Since so much of the information is shared and duplicated, 
this plan permits the individual to review their credit report every 4 months 
with fees. 

D. Detailed Credit History Review – Detail what the student should be looking for in 
their credit report. 

1. Verify existing lines of credit.  All lines of credit that an individual has open 
or has ever had granted and are now closed, should be listed.  Reviewing the 
list will identify lines of credit that are stale, open but not used or needed; not 
properly closed; or items that were never open or approved by the individual. 

2. Verify address, phone numbers, and alias information in the report.  This is 
very important as identity thieves will try to establish addresses other than 
current residence for mailing addresses for the lines of credit they open so the 
individual is not alerted to the new line of credit by receiving account notices 
and bills.  When fraud alerts are placed on a file, the creditors try to contact 
the individual at the phone number listed in the credit report, therefore aliases 

https://www.annualcreditreport.com/
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not caused by maiden/married name changes or common misspellings should 
be closely scrutinized.  (Author’s wife has 11 aliases due to different ways to 
hyphenate her married name and use first name.) 

3. Look for new lines of credit or credit inquiries that were not generated by the 
individual.  This is the smoking gun for the individual that suspects they may 
be the victim of an identity thief.  Finding new lines of credit, or inquiries that 
are not merely from pre-approved creditors making suitability inquiries, is a 
red flag that warrants closer scrutiny and likely should be reported to law 
enforcement. 

4. Keep a copy of the credit history received for comparison during the next 
review.  But be personal information security aware, a credit report would be 
a one source document that has every piece of information an identity thief 
would need to perpetrate their crimes. 

E. Be Aware – Nothing can replace an individual paying attention to the feedback they 
are receiving in terms of e-mails, snail mail, phone calls, and credit activity. 
Perception is not reality: 

1. A significant portion of identity theft is perpetrated by a friend of family 
member that the victim or victim’s family trusted. 

2. Computer hacking has little to do with identity theft although it is not unheard 
of.  Most breaches of information due to computer hacking are done against 
large businesses to gain access to customer databases and not against 
individual user’s computers.  Breaking security on an individual’s computer 
can take a significant amount of time for one individual’s information.  
Breaking security at a large business can take many times longer than 
breaking into an individual’s computer  but can yield millions of individual’s 
information. 

3. Most data breaches by businesses are due to carelessness or negligence.  
Business may have a security policy in place that is not followed or actively 
enforced.  Scare the student by referring them to the Privacy Rights 
Clearinghouse at: 

a) http://www.privacyrights.org/ar/ChronDataBreaches.htm 

b) As of July 11, 2008, lists incidents where a total of 233 million 
individual’s personal information was compromised by public or 
private sector security breaches. 

c) This type of release is still only a fraction of the way information is 
obtained; the individual is still the largest single source of information. 

4. Be wary of social engineering. This is the age old practice of gaining an 
individual’s trust by acting like a public or private sector official or other 
person in a position of power or authority and gaining information that can 
then be used either directly to commit a crime or indirectly to gain further 
information that can ultimately be used in a crime. 

http://www.privacyrights.org/ar/ChronDataBreaches.htm
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5. Victims Suffer – Repeat the point that the victims of this crime feel vulnerable 
and violated. 

a) Suffer severe emotional trauma 

b) Even if debts are cleared, expend significant individual out of pocket 
expenses 

c) Must spend a great deal of time and effort fixing the problems, and 
have a great deal of patients waiting for the erroneous information 
cleared and their good name restored even after they take the 
corrective actions. 

VII. Summary – Summarize The Topics Covered 
A. The law enforcement first responder is the most important, and likely only, 

government asset that will respond directly to the victims of identity theft.  While the 
FTC, federal, state, and local law enforcement may have task forces or joint 
operations to try and investigate and solve organized identity theft operations, none of 
these is equipped to deal face to face with the victim the way the local law 
enforcement first responder has to be prepared to do. 

B. Victims really do suffer from a wide variety of emotional conditions including shame, 
anger, and frustration.  A law enforcement first responder should be prepared to deal 
with an emotionally charged victim and be able to help calm the situation and instill 
confidence in the victim that the first responder can assist them in their plight.  
Otherwise, the law enforcement response only compounds the victims stress and 
emotional trauma. 

C. Empathize, empathize, and empathize.  Victims report that a failure or law 
enforcement to respond or appear to care only worsened their problems and led them 
to report a higher likelihood that they would not report future incidents of identity 
theft.  Since victims are suffering from a wide variety of emotional conditions, the 
law enforcement first responder should be prepared to provide a non-judgmental 
response to the victim’s needs. 

D. It is vital that the law enforcement first responder prepare a written report and supply 
the victim with a copy of the report of some form of written incident verification.  
This device can then be used by the victim when notifying defrauded creditors that 
the individual was not the person that opened a line of credit or acquired some good 
or service.  This is a vital key in providing for the victim’s needs. 

E. Provide the victim with a copy of the FTC Affidavit and assist them in completing the 
document.  This is a comprehensive document that is considered the industry standard 
and will likely be required if the victim has to try and reclaim assets lost to an identity 
thief extracting money from existing accounts. 

F. Empathize the need for a written police report again.  Stress that this is a vital piece of 
the solution for the victim and the easiest part of the service the law enforcement first 
responder can provide. 
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G. Contact information for the three credit bureau’s fraud hotlines and encourage them 
to make the contact and initiate a 90 day initial fraud alert. 

H. Instruction on how to make a complaint to the Federal Trade Commission and explain 
why this helpful to them immediately and long term in the fight against the crime of 
identity theft. 

I. Instruction on how to implement a security freeze (aka credit lock) and be prepared to 
explain the difference between this and the commercial credit monitoring services. 

J. Federal Trade Commission’s publication for victims: TAKE CHARGE: Fighting 
Back Against Identity Theft. 

VIII. Conclusion – Pull The Entire Topic Together For The Student 
A. K.I.S.S. “Keep It Simple Stupid” 

1.  Don’t over think the local response.  While not putting blinders on, the initial 
focus should be addressing the victim’s needs for documentation to help solve 
their problem and empathy to help lower their stress and reduce the emotional 
trauma they are experiencing. 

a) Having a plan also lowers the stress on the responder and enables them 
to provide efficient and competent service to the victim. 

B. Serve the victim’s (aka customer) needs.  Identify what they need and provide it for 
them. 

C. Document the incident; provide some tangible written report or summary to the 
victim for their later use in clearing their name. 

D. The goal should be to help the victim clear their good name and recover any lost 
assets without the lease amount of time and money expenditure.  

E. Don’t forget to set the example and be prepared to protect yourself first. 

IX. Test Questions – Recommended Test Questions That The Student Can Be Required To 
Complete To Insure Comprehension Of The Material Covered: 
A. Define identity theft? 

1. Example: Identity theft occurs when an individual assumes the identity of 
another person in order to commit fraud. 

B. List the three legal elements of identity theft 

1. Assume the identity of another 

2. With intent to defraud 

3. Causes loss to another, obtains something of value, or commits a crime. 

C. List three pieces of information that might qualify as personal identification 
information: 

1. A person's 



  

   70

a) name 

b) address 

c) telephone  number 

d) date  of  birth 

e) driver's license number 

f) social security number 

g) place  of  employment 

h) mother's  maiden  name 

i) financial  services  account  number  or code 

j) savings account number or code 

k) checking account number or code 

l) brokerage account number or code 

m) credit card account number or code 

n) debit card number or code 

o) automated teller machine number or code 

p) taxpayer identification number 

q) computer system password 

r) signature or copy of a signature 

s) electronic signature 

t) unique  biometric data that is a fingerprint, voice print, retinal image or 
iris image of another person 

u) telephone calling card  number 

v) mobile   identification  number  or  code 

w) electronic  serial number 

x) personal identification number 

D. What are the two most important pieces of personal identification information? 

1. Name + social security number 

E. Is the victim’s residence one of the possible legal jurisdictions for reporting and 
prosecution? 

1. Yes. 

F. What is the average financial loss of an individual victim? 

1. $550 
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G. List two side effects, other than direct financial loss, that a victim of identity theft 
might suffer: 

1. Increased insurance rates 

2. Increased interest rates 

3. Criminal arrest 

4. Property liens and civil judgments 

5. Opportunity lost 

H. List three emotional impact effects reported by victims of identity theft: 

1. Rage/Anger 

2. Shame 

3. Betrayal 

4. Feeling of being unprotected by police 

5. Sense of powerlessness 

6. Sleep/Health 

7. Suicidal 

I. Does a victim of identity theft have a legal right to demand a free copy of a written 
police report of their complaint? 

1. Yes. 

J. Is the magnitude of the emotional impact of being a victim of identity theft compare 
similarly to the magnitude measured from victims of sexual abuse? 

1. Yes. 

K. List two recommendations the responding officer could make to a victim of identity 
theft so they could protect themselves from future victimization: 

1. Contact the credit reporting bureaus and initial a temporary fraud alert. 

2. File a complaint with the FTC 

3. Complete the FTC Identity Theft Affidavit 

4. Initiate a security freeze 

5. Contract with a commercial credit monitoring service 

6. Obtain and review copies of their credit report 

L. Describe why customer service is important when responding to complaints of 
identity theft. 

1. This is a broad range questions, look for a competent response that includes 
focus on providing the most efficient response that meets the victim’s needs. 
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M. Is a written police report necessary even when the victim of identity theft suffers no 
financial loss? 

1. Yes. 

N. List two ways individuals can protect their own personal information: 

1. Shred documents that contain personal information prior to disposing of them. 

2. Keep information recorded on computers secure. 

3. Do not carry a social security card on your person. 

4. Do not reuse usernames and passwords. 

5. When revealing personal information, always know whom you are providing 
it to and for what purpose. 

O. How often can an individual obtain a free credit report? 

1. 1 year or 4 months are acceptable answers 

P. Do the majority of individuals have some culpability in the release of their personal 
information? 

1. Yes. 

Q. Will the law enforcement first responder be able to solve the majority of identity theft 
crimes reported to them? 

1. No. 

R. Will the law enforcement first responder be able to provide efficient service to the 
majority of identity theft victims they respond to? 

1. Yes.



 

 

 


